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A)Southeast Asi a
Sout heast Asi a
across the foll

Brunei Dar usq
Lao Peopl edsT
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and ASEAN
is a very diverse region
owing 11 countries:

Cambodiaf I ndonesi a

Mal aysi af Myanmar

Thehilippinef Singapor T Thail and
Ti mbest e T Vietnam
Al | but onemehtitbheedbooentries are membe
of Southeast ASEa&N ,Naa iroengsi o(nia I grouping
promote economiprggoeaséf, ecsokiatal develo
peace and stability. -LITehet es,0lies eixrc etpit @ omr, ¢
joining ASEAN proilbhtowping adhreeéement of t he
members in November 2022 to admitN.it as
Geographically, Southeast Asia stretches
West (longer than the distance across co
of more than 4.5 million square Kkilometr
archipelagic nhatandst héenBbnksppines, as
worl dés small est nation states, Singapor
exhibits distinctive soci al and cul tur al
that are blended across n-eikgohnbsoouri ng cou
B)Data Protection and Cybersecurity Laws i
Overview
The data protection | andscape in Southea
over the past decade. Prior to 2010, non
had enagdradr aal data protection | aw. This
when Mal aysia, the Philippines and Singa
protection | aws. They were followed by L
I ndonesia and Vietnamanada 2023 ,r @91 8¢t 2V
1 bel ow).
Ot her jurisdictions in Southeast Asia ha
a general data protection | aw. Brunei h a
law in early 2025. Cambodia has |l aunche
upcoming dat a Sornoet ejcutriiosndilcatwi.ons, i ncl udi

My anmar, and

Tabl Pata
| aws)

protection

havepenattedrseqatoements (s
requirement scaomrmartd en)g.

to e

| aws i n Sewpteltadstc As
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1T Data subject rights (e.g. regoirremeémntos
of personal dat a) .
However, there are differences among the
scope of -méet aboed requirements (e.g. in
processing or data subject rights that a
There ar e relqud retmeenrt s whi ch may be found
the |l aws (e.g. requi-bemeen sdated atti amgs ft or
notification of data breaches).
Furthermore, while the data protection a
and Singapore have administered and enfo
than 10 years, the other jurisdictions a
t heir daitoan paruottheocrti ti es and the required
and frameworks for their | aws. As such,
those jurisdictions will be applied in p
there are also a nsesmlémedf ategitamalaref 5o
approach taken across the region.
I'n relation to cybersecurity, there are
approaches taken by different jurisdicti
focus is on the regulation of cybersecur
infrastrucutrursed.i cQtihoenrs jsuch as the Philip
regul ations that specifically deal wi t h
Il nstead, regul ations concerning cybercri
be found in various cyber¢urmedanodi onsms
I ndonesia also do not have dedicated cyb
informationrandteyYstiams that contain gen
pertaining to cybersecurity (see Table 2
Tabl EyBersecurity | aws i n Soudpeaisfti AAsi a
|l aws)
Jurisdi|lLaw Year Eng
Brunei Cybersecurity Act 2023
Cambodi|Cybersecurity Law Upcomi ng
I ndones{Law on El ectronic 12008
Transactions (Law N
Mal aysi|Cyber Security Act |2024
Jurisdi|lLaw Year Eng
Philipp|Cybercrime Preventi2012
Singapo|Cybersecurity Act 22018
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Thail an|]Cybersecurity Act 22019
(2019))

Vi etnamLaw on Cybersecurit2018
24/ 2018/ QH14)

Atpresent, Mal aysia, Cambodia and Myanmar
cybersecurity | aw but have indicated tha
devel oping such a |l aw. The Philippines a
I nformation I nfrastructure Protection Ac

The various data protect

ion and cybersec
di scussed in detail in the

foll owing cha

C)Regional Cooperation at ASEAN

At a regional |l evel, the transformati on
estimated to grow tlp W&S1lptopéelied byl Ra
in respect of several areas including da
This has |l ed to the development and endo
by ASEABMcidbitate a unified approach with
efforts have been I ed by the ASEAN Digit
previously known as the ASEAN Tel ecommun]
Technology Ministers Meeting (TELMIN).

i ASEAN Framework on Personal Data Prot e

A key foundational frABEANTrKr @&me AKSEKNOI
Personal Dat(&#DPr 6t ec®wbnkh was entered
ASEAN TELMI N in 2016. Whil e t thd nRIDmM gFr ¢
(Paragraph 2) ,seirtvesst attoe ss ttrheantg tihteni t he

per sonal data in ASEAN and to facilitat
Participants [ ASEAN member states], wi!f
promotion and growth of regional and gl

informat(Panagraph 1).

The PDP Framework seeks to achieve its
Participants to adopt a common set of
in their deDPsPrcobawmhéese continuing t
facilitate free flow of information am¢
(Paragraph 3.1).

The PDP Principles include the foll owi

'!https://www. weforum. or-lgu ialgterinudigatg-20&1K4/ 01/ asean
economy/ #: ~:text=0ne%®%20such%20huge%20o0pportunity%20is, 2023%20and%»204. 8
2Avail ahbtltepsat/ / asear.eqrtd/upwd o aAISHE AN Ja2neObH? B@. .p d f



https://www.weforum.org/agenda/2024/01/asean-building-trust-digital-economy/#:~:text=One%20such%20huge%20opportunity%20is,2023%20and%204.8%25%20in%202024
https://www.weforum.org/agenda/2024/01/asean-building-trust-digital-economy/#:~:text=One%20such%20huge%20opportunity%20is,2023%20and%204.8%25%20in%202024
https://asean.org/wp-content/uploads/2012/05/10-ASEAN-Framework-on-PDP.pdf
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c
]
2 Strengthen Data Ecosystem | Harmonise Legal and Regulatory Frameworks | Foster Data Innovation
=
Data Life Cycle & B o ‘ Digitalisation == Legal,

? | Ecosystem Data Flows @ and Emerging _J__ Regulatory and

- = Technologies " Policy
4 Ositcomes Outcomes Outcomes Outcomes
"g * Data governance through * Business certainty on cross * Data capacity * Harmonised legal and
= the data lifecycle (e.g., border data flows (infrastructure and skills) regulatory landscapes in
o collection, use, access, * No unnecessary development ASEAN (including personal
;—‘o storage) restrictions on data flows * Leveraging new data protection)
8 * Adequate protection for technologies * Development and
I different types of data adoption of best practices
=
@

Initiative Initiative Initiative Initiative

* ASEAN Data Classification * ASEAN Cross Border Data * ASEAN Digital Innovation * ASEAN Data Protection
Framework Flows Mechanism Forum and Privacy Forum

Cybersecurity | Capacity Building | Enforcement Cooperation

Enablers

The first sthaattae gliicf eprdyocrliet,yalhhac ES®@syan
the i mportance of data governance at e
and how that can contribute to the ove
This includes measures to track and en
use of datat éopuappseprand i mplementin
access controls and security measures.
priority was theASEAN|I DpmanMaowmdgement

Framewdhrikh was issued in 2021 (see bel

The second stCabegi Bopdeor DaegaofGhowses
i mportance of data to the digital econ
maxi mise the free flow of data within
transferred data is accorded the neces
under this str adnegd ct hoer i doervietlyo permevnits iof
Cross Border Data Flows (CBDF) Mechani
decided to develop two mechABSBEAMS wunde
Model Contr adqtsweael flddrlzahseesABEANhIeE
Certification for Crase Batder Ddt avhklc
devel opment .

For the thirdDstgrndtaégisatproinoraintdy , Emer gi

Technol,ogihees key focus is on | everaging
human capacity building, in order to e
organi sations and their employees) wit
trends and technologies. Therei omnityat$ v
establishment of the ASEAN Digital I nn

Finally, the f oulretghals,t rRaetgeugliact ,oprryi oarnidt yF
focuses on the development of a har mon
environment for data protection within
Framework. The initiative under this s
establishment of an annual ASEANumMat a
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ASEAN member states to facilitate

or
i scuss the initiatives under the DDG

f
d

ASEAN Data Management Framewor Kk

The ASEAN Digital Senior Officials Mee
ASEAN Data Managem®mMY)iFr axeavlo,r ka s fian i 1
under the DDG Framework. It is aimed a
in ASEAN participate in the digital ec
governance measures throughout the dat
protectieone nftort ydpiefsf of data. -Ghed DM i s
and may be adapted to meet varying bus

The foll owing are six foundational com
explained in greater detail in the DMF

(1Governance and lompelresmegrttati on of t he
organisation (guidance to empl oyees)

(2Rolicies and procedbDeaétl dpmemenots dali

management policies and procedures b
the data I|ifecycle;
(3pata invehtdenyification of data use
understanding of data taxonomy and d
(4)mpact/risk :adampaxcmemtssessment i f co
integrity or avcvaimpallimiisteyd;of data i s
(5C¢ontroDesign and i mplementation of ¢

(6Moni toring and cont i:nuMounsi tiompirnogv,e me n |

measur ement , analysis and evaluation
components in order to ensur-eothey a
dat e.

i vASEAN Model Contractual Cl auses

ASEAN has al so ASsesAMleded S£€entofactual Cl
(MCCa&% ur suant to the DDG Framewor k. Th

baseline set of contractual terms that
in their | egal agreements when transfe
jurisdictions within ASEANdaTlhe i ICCs s
protected based on the principles in t
by the | aw of an ABWESAINn aseambse rarsd aftreee t
clauses, or adopt other clauses, that

“Avail ahbtltepsat/ / asear .enrt d MWBIERRE 8Vlah a g e e mtmewor k .Final . pdf
SAvail ahbtitepsat/ /| ascean .enrtd MBIEAMIL-EB Nt r aCl tawssled®sr o-Ber éDeartFal ows Final . pdf



https://asean.org/wp-content/uploads/2-ASEAN-Data-Management-Framework_Final.pdf
https://asean.org/wp-content/uploads/3-ASEAN-Model-Contractual-Clauses-for-Cross-Border-Data-Flows_Final.pdf
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or business arrangements or rely on ot
permitted under tare ADPHPAN cmacmbee rl asmt atfe .

The MCCs haeeobeesed by several data p
such as Singaporebés Personal Data Prot
Philippinesd National Privacy Commi ssi
their guidance materials or public sta
recemmmndagted transfer regul ations expre:
MCCs as a | awful meacrhdaer sdmtfart rcarssfser ¢
The MCCs include two fimodul eso, which

processor and data controller to dat a

former may be used in situations where
to a data i mporter whvoe nmdaogyr b(er eaf ecrornetd at
data processor or data intermediary) t
of , and for the purposes of, the dat a

used in situations where the data expo
i mporter whoesmaytipe data for its own p

Each module includes clauses covering
noted above, may be amended by the par

Definit.i

Obligati of the data exporter;

Obl igati of the data i mporter,;
Obligatio of botHh cwarttriodd e(rf amr amasr
Additional terms for individual reme
Boil erplat clauses (referred to as |
with matters sluaw, adi xphwtiecse, ofuspensi
termination of contract, undertaking

= =4 =4 4 -4 4
o O O

5 35 5 5

n n nu n

(0]

Joint Guide to ASEAN MCCs and EU St and

ASEANOGs MCCs are al so a -buosredfeurl draetsao ur c
transfers between an ASEANSEANIi sdictio

jurisdictions. At present, several ot h
own set of model or st a®%@G&@&y)d wha ncthr arcatyu
be used, if not required, for data tra
include, for exampl &EWYX heClEiumapeldan gnK:
New Zealand. The growing number of SCC
organi sations oper mbyngegldobal tyawsf er
two or more jurisdictions (that is, wi
jurisdictions and not just from one ju
To aid organisations transferring data
and a jurisdiction in the EUJOASEAN an
Guide to ASEAN Model Contractual Cl aus
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ContractugfoChauvsgabeefirst part of th
referred to as the Reference Guide, p
ASEAN MCCs and EU SCCs, including inf
di fferences between them. The second

| mpl ement atpiroon i Guwisdea,ddi ti onal i nformat
ASEAN MCCs and EU SCCs.

Not ably, both the ASEAN MCCs and EU SC
a boarder commercial contract between

while the ASEAN MCCs may be adapted an
(subject to the requiremendens lodws he talp
EU SCCs may not be changed. Both the A

include definitions of important ter ms

Aiprocessingo as well as obligations fo

data, for exampleas:in the foll owing ar

T Lawfulness of transfer;

T Purpose | imitation and specifying th

T Accuracy

1T Data minimisation;

T Stor@mgetention) | imitation;

T Security and confidentiality;

T Onward transfers;

T Data subject r i gphatrst y( ibnecnleufdiicnigartyhirridg
redress); and

1T Responsibility/accountability for tr

The Joint Guide also provides informat

requirements applicable to the ASEAN M

di spute resolution, termination and su

ASEAN Cybersecurity Cooperation Strate

On the cybersecurity front, the growin
cyber threats has triggered regional e
achieving a safe and secure cyberspace
endor sREEAN Cybersecurity Cood@®2Z'@&)Y i on

subtitled fiBroadening and deepening cy
secure and resilient ASEAN cyberspaceo
establishment of an ASEAN Regional Com
TeanCHR®I) to give national CEtRiTghtefhor m
coordination and bolster the overall e

response capabilities.

SAvail ahbtltep sat/ /| asear .eonrtd/uwgd o a dBuU i2the® 8 E ANBo/ dIébi mttr aCc taweale-E USt an dCeornd r act ual

Clauses

. pdf

TAvail abtlitepsat/ /| asearn.enrtd/upd oads-CPBEMA$ CHIOAHRERN I @athegy . pdf



https://asean.org/wp-content/uploads/2024/02/Joint-Guide-to-ASEAN-Model-Contractual-Clauses-and-EU-Standard-Contractual-Clauses.pdf
https://asean.org/wp-content/uploads/2024/02/Joint-Guide-to-ASEAN-Model-Contractual-Clauses-and-EU-Standard-Contractual-Clauses.pdf
https://asean.org/wp-content/uploads/2021/08/ASEAN-Cybersecurity-Cooperation-Strategy.pdf
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ASEAN membeASEAMtes have
Cooper2202%)hi St bat €dg 0820
id by the earlier strateg:
n the following areas:

More recently
Cybersecurity
| a
i

’

foundati on
initiatives

(1Advancing Cyber Readiness Cooperatior
(2%trengthening Regional Cyber Policy
(3Enhanci ngCyThreurssp d me ;

(4Regi onal Capacity Building; and

(5hnternational Cooperation.

8Avail ahbtitepsat/ /| asceart . enrtd/upd o aASE AT D2e/r 6 2eCcdudrpietryRd p-dM2210 2 5 -p BomaRl2. pdf



https://asean.org/wp-content/uploads/2022/02/01-ASEAN-Cybersecurity-Cooperation-Paper-2021-2025_final-23-0122.pdf
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Legal Framewor k

1. What are the main | aws governing data
i n Brunei Darussal am?
On 8 January 2025, Brunei has enacted |
OrdeRDRA&) . The PDPO will be i mplemented
organi sati ons -yaeraer ggirvaecne apeornieod to full
obligations thereunder.
Prior to the PDPO, there was no gener al
Brunei-6éemmmmiocati ons regulatory -aut hori
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data protecti
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Data Protet$cé¢ome Lafw Appl icati on
2.What is the intended objeRDP®?2 or main

Al Tl has explained in its Response t hat

PDPO i s:

(ajJo provide for the protection of ndi
sector organisations which seek to cc
process personal data for their purpc

(bJo0 facilidboadercfdoows of personal dat ¢
devel opment of the digital economy i

Accordingly, the PDPO sets out the oblI

organi sations with respect to their <co

processing of individual sdé personal da
relation to the procedsastiang of their pe
3.What is the scope of personal data pro

Under the PDPO, the term fipersonal dat

true or not, about an individual who ¢

or (b) from that data and other inform
or i s i kely to bawbkbiasaccaessiii Rél atddat

refer to a natural person, whether | iv

Based on the definition of personal da

forms of personal data, including pers

el ectronic form. While the PDPO does n

sensitive personal datwahisucheddéfi wiou

personal dat a Organi sations which are

PDPO would need to take into account t

for example, when notifying individual

data or whméenidgtéehe appropriate secur
put in place to protect the data.

Business contact information falls out

data protection provisions. Such infor

individual s name, position name or ti

business address, busi rse 03 luedtnresrsi d a

number and any other similar informati

provided by the individual solely for
4. Who must comply with the PDPO?

The PDPO applies to organisations, whi

company, association or body of person

whet her or not they are formed or reco
resident or have an sffincBronepl ace of

However, the PDPO does not apply to in

domestic capacity or as an empl oyee
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As noted above, the PDPO applies only

does not apply to public agencies, whi
Brunei (including any ministry, depart
any tribunal appoi mtwed ammdd em ya mpy ewrcirti tb
statutory body. Public agencies in Bru

of Brunei 6s data protection rules

Cybersecuiibtgypkawf Application
5.What is the intended objective or main
Act ?

Th€ybersecurity Act enables the Commi s
fCommi ssdopbnto require or take measures
respond to cybersecurity threats and i
owners of comput er scyrsitteintsald eisn fgonramaetdi
infrast€lolgture (A0

6. Who must comply with the Cybersecurity
Owners of computers or computer system
Commi ssioner must comply with obligat:i
Pursuant to Section 9 of the Cybersecu
designate a computer or computer syste
(a) the computer or computer system is
delivery of an essenotriatomproeomcee ahdt
computer or computer system wil/| have
availability of the essential service
computer or computer system is |l ocated
Darussal am
The Schedule to the Cybersecurity Act
services. These services relate-to the
communications; heal t hcar e; banking an
emergency servicesoniawvg adfi oGo; v etrhnemef nutn;c
water.

Data Protection Authority, Enforcement a
7.Which are the key authorities that adm
What powers do the key authorities hav
Al' Tl is the authority that administers
4(1) of the PDPO). I't is the national
regional and international pl atforms o
protection. I't is resmpwagiemles sf om pmradm
protection, as well as providing advis

to personal data protection.
Al Tl may, upon receiving a complaint o1
investigation under Section 43 of the |
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is complying with the PDPO. This incl ui
written notice, an organisation to pr o
information (Section 44), to examine oI
acquainted with the facdtst amd( $e ¢tciuons t 4
to enter any premises with advance not |
search warrant (Section 47).
Under Sections 36 and 37 of the PDPO, |
organisation that has not complied wit/|
directions to:
T Stop collecdinanglosbsenggpersonal data |
the PDPO;
Y Destroy personal data collected in c¢
T Provide access to or correct persona
T I f the organisation intentionally or
to regqymeoaft pa financial penalty of urg
of the annual turnover of the organi
B$10 million (whichever is higher)
8.1ls there an avenue for appeal against
made under the PDPO?
Under Section 40 of the PDPO, where an
aggrieved by a decision or direction m
powers under the PDPO, they may make a

reconsider the
organi sation
against the de
Where a
a Dat a
of t he
asi de t

n appea
Pr

DPAP an
he deci

Cybersecurity Au

may

ot eCootminont DAREEL R alf rom among

deeirniadn ved ydi meact indmnuyvi
appeal to t beA®ata Pr
cision or direction made
the DPA
t he
an ap
whi ch

I is | odged with
d the

sion

heari
recti

DPAC
or di

ng
on

t hority, Enf orcement and

9.Which are
Cybersecur
the PDPA?

t he
ity

The authority
Cybersecurity
Commi ssioner .

Commi ssi on
This incl
e power to
l ation to
andard of
t h

e
t
T
r
s
w any cod

h
e
t
[

admi
t he |

hat
do

authorities t
? What powers

> x
(R IN¢]
<

admi |
Br

for the

esponsi bl e
ct Security

r
A is Cyber
er has a broad
udes:
i ssue directions to the

a cybersecurity threat, ¢
performance, appoint an ¢
e of prdotrimaecer, Ptaandain c

range of |
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cybersecurity exercises, or for any ¢
the cybersecurity of the ClI1; and

T The power to investigate and prevent
including issuing requests for inforr
directions for remedi al measures to I

Depending @womphe amere, penalties may incl
of i mprisonment.
10l.L.s there an avenue for appeal against

Cybersecurity Act?

Person a deci s

Act ma
Il nfoco

B) DATA PRI

Obl i gat.

s who are aggrieved b
y make an appeal to t
mmuni cations against

y i 0
he Minister
a decision

VACY AND DATA GOVERNANCE OBLI GATI

ons CRéll ®&tcitna@nt, o Us e, Di scl osure a

Per sonal

Data (Data Privacy)

11What a
PDPO?

Under
an org
unl ess

aut hor i

Consen

Consen
throug

I n add
whi ch

(aWher
purp

(bhf t
reas
orga

(cWher
adve
for
reas

Except

Section 14 of the PDPO states that

and/ or

t
circumstances or for purposes set o

These

re the | egal bases for processin

Section 8 of the PDPO, an indivi
anisation collects, uses or disc
coll ection, use or disclosure wi
ised by | aw obheaPD@Ocappi oersunde,]
t and Deemed Consent
t may be explicciirtc uomms tiampcleise,d fforro
h an individual 6s actions or i nai
ition, Sections 11 and 12 of t he
may arise in the following circuli
e an individual wvyelrsomnhaidildatmar édwi
os e, and it is reasonabl e that tt
he collecti on, use or disclosure
onably necessary for the concl us
ni sation and the individual; or
e the organisation conducts a pr e
rse effect on the individual, not
coll ection, use or di scl osure of
onable period of time for them tc¢

ions to Consent under the PDPO

an 1
he
ut |

disclose personal data (as

incl ude:
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(agxceptions relating to the vital i nt e
(bgxceptions relating to the public int
(cgxceptions relating to legitimate int
(dgxceptions relating to business asset
(egxceptions relating to research and &
12Does the PDPO i mpose other requirement
processing of personal data?
Purpose Limitation
Organi sations may only <collect, use or
PDPO for purposes that a reasonabl e pe.]
in the circumstances and that are rele)
reasonably necessary flér oft $ hpuPP&POEs
Notification
I'n additi on,muosrtg agreinseartaildnys i nform indiyv
for the collection, use or disclosure
collecting the personal data although
form in which notice must be given (Se
13Does the | aw i mpose separate or additi
to specific categories of personal dat
data) ?
As noted above, the PDPO does not incl
sensitive personal dat a. However, such
definition of personal data under the
need to take into account ftohre esxeannspiltei,v
when determining the appropriate secur |
pl ace to protect the dat a.
Obligations Relating to Care of Personal

l14What obligations does the PDPO i mpose

personal data?
The PDPO imposes the following obligat

Accuracy

Organisations will be required to make
personal data it has collected is accur
used by the organisation to make a dec
is |ikely tbhoy bteh ediosrcglaonsiesdat i on t o anoth
(Section 21).

Retention Limitation

Organi switlilonbse required to cease to ret
personal data, or remove the means by v
associated with particular individuals
assume that the purpose f orolwheiccthe dt hiast
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|l onger being served by retention of the
|l onger necessary for | egal or business

Data Subject Rights

15What rights do data subjects have unde]|

The PDPO pmavivdiesals (data subjects) w

Right of Access

I ndividuals wil.l have the right to req
with their personal data that is in thi
the organisati on, and information about
data has been (ousemhayorhadvies chlecesned i n th
period preceding their request. This r|
including, for exampl e, i f the infor mat
another individual (Section 18).

Ri gh of Correction

I ndi idual s will have the right to req!
or omission in their personal data that
control of the organisation. This rightf
including, fori oemxamplog, niirmonr alagta kept
evaluative purposes (Section 19).

Right to Withdraw Consent

I ndi i ual s wi I | have the right, at an
to withdraw any consent given, or deemi
to the collection, use or disclosure of
cannot prohibiwiithdraewdongl sohsemt al th
not affect the consequences of such wif
Right of Private Action

An individual who suffers | oss or dama
contravention by an organisation of <cel
commence a private civil action in coul
a decision in respect rafvetntd omr, gadrhies atii
private action is only exercisable aft:
exhausted (Section 59).

Remedy of Erasure

While individuals do not have a right
is in the possession or under the cont
above, AI TI has the power to direct an
data that has beraventilerntefd ti me cPDRPO
36
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C)SECURI TY OBLI GATI ONS A NDOTOAFTIAC BTRIEGANC H

Protection of Personal Dat a
l16What security obligations are i mposed
the processing of personal data?

Under Section 22 of twiel |IPDRO,r eogrug a neids at
personal data in their possession or u
reasonabl e security arrangements to pr.

(aynaut horised access, coll ection, us e,
modi fication or disposal of personal

(bhoss of any storage medium or device
stored.

Obligations under the Cybersecurity Act

l17What are the security obligations unde
Under the Cybersecurity Améch&hil smsvnanmnc
processes for the purposes of detectin
incidents in respect of the CI I, as sef

practice.

The Cybersecurity Code of Practice for
(Gybersecurity CoderefuiPrastCkl owners

security configuration baseline standal
applications, network devices and ot he
with the cybersecurity risk profile of
baesl ines must address the following sec
T removal of inactive or unused account
T password management (default passworc
passwords shalll be stored in their he
T removal of unnecessary services and ¢
T closure of unused or unnecessary net.\
T enabling only external physical conne
operation of the CI1I;
f protection against mal ware; and
T timely wupdate of pattcwase and securit
Notification of Security Incidents and D
18Are there notification requirements to
and affected data subjects of a data b
for such notification?
Under Sections 26 and 28 of the PDPO,
soon as is practicable, but in any cas:
the assessment that a data breach:
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(aResults in, or is likely to result, =
individuals; or
(blh)s, loirkeilsy to be, of significant scal
The terms fAsignificant harmo and fisign
the PDPO. However, in the Response, it
account international norms and issue
these ter ms.
Organisations must also notify the aff
notifying Al Tl wiflthesddata lbreashl i kel
significant harm to the affected indivi
wai verexaegpti ons set out in Section 28
19Are there notification requirements in
events? What are the timelines for sucl
The Cybersecurity Act requires owners
of the occurrence of any of the foll ow

(a) pprescribed cybersecurity incident i
(b)prescribed cybersecurity incident i
computer system under the control 0
interconnected with or that communi
(c)any other type of cybersecurity inc
the Commi ssioner has specified by w
At the time of writing, the types of ¢
under this notification obligation hav
D)OUTSOURCI NG ANBOBGREBRSTRANSFERS
International Data Transfers
20Does the PDPO impose requirements in r

data to other jurisdictions? What are |
requirements may be met ?

Under Section 24 of the PDPO, organi sa
data to a country or territory outside
requirements prescribed under the PDPO
personal data will bfe pacocdoercdea d na tshtaand
comparable to the protection under the
I n the Response, AITIlI states that it i
speci fiboradreasg ransfer mechani sms that
PDPO at a | ater date.
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The ClIIl owner must also ensure that it
its agreements with external parties i
regul atory requirements.

E)ACCOUNTABI LI'TY AND OTHER COMPLI ANCE OBLI

Data ProtecApmmni rntawe n't o f Data Protecti ol

Accountability Requirements

23l.s there a requirement to appoint a da:
I f so, what is the scope of rtehseproensi bi |
any requirements in relation to the DP!
experience?
Under Section 7 of the PDPO, organisat|
person to be responsible for ensuring
the PDPA, who is referred to as the DP(
The PDPO does not state any specific r
requirements relating to the qualificat

24Are there other obligations under the
handling processes or compliance with

Section 7 of the PDPO states that orga

(apevel op and i mplement policies and pr
it to meet its obligations under the
receive complaints;

(bCommunicatei hbormatsbaf about such pol
practices; and

(cMake information available to indivic
policies and practices.

CybersecuiiAtgobawability and Compliance

25Does the CybersecobiigaAcobnismpoase espec
demonstrating that compliance with the

Under Section 17(1) of the Cybersecuri
carry out an audit of the compliance o
and the applicable codes of practice al
|l east once every bBwooybaersarihedaodit b
approved or appointed by the Commissi ol
Additionally, Section 17(1) of the Cyb:¢
conduct a cybersecurity risk assessmen:
and manner at | east once a year.
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A)OVERVI EW

Legal Framewor k

1. What are the main | aws governing data

in Cambodi a?

f

Cambodia has not yet enacted any compr e
data protection | egislation although ¢t
Tel ecommunNRTa@)i caasnn(ofiunced in 2021 that

the Personal Data Protection Law after
Law. AsJofemRd@d24, the two drafts are st
devel oped.

Under current practices, matters pertai
fall broadly under the right to privacy
constitution, and certain provisions wur
Code, and other spelcawien| Blwsctsuami @asCa
(E:ommerce Law) and the Law on Banking

Those | aws generally protect the right
cover personal dat a.

Data Protet$cé¢omme Lafw Application

2.What is the intended objective or mai

| aw?

The Itdhhsave data protection and dat a

n

pr

the Constitution, t-Bem@evce LCadear antdat

gener al applications that would be appl
private/ public organi sat ieodh.asT hae sCuwopnrsetn
|l aw of the country while the Civil Code
issues such as contracts, famil-y | aw, g
Commerce Law is a specialisedmmawcgovaer
Cambodi a and boedtiwee eann dC aanbbr o a d .

3.What is the scope of personal data prot
protection | aw?
There is no |l aw or regulation defining
the term Adatao waf€othméronedLawdewht bk
that regul ates eedomastoinbmeancdke carcasisvi ti es
and into Cambodi a, rass, ficah agrraocutpe rosf, nsuymibbe
messages, images, sounds, videos, infor
that are prepared in a form suitable fc

systemo.
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4. Who must comply with the data protectic
The Constitution, t-Bem@evik Cadeaandl atl
gener al application and do-treatridont ailn
application of the | aw.

CybersecuiiSBteopkeawf Application

5. What is the intended

| aw?
The cybersecurity | aw i
6. Who must comply with the

Not applicable.

DatPar ot ection Authority,

objective or

n Cambodi a

Enf orcement

7.Which are th
protection |
t

e
aw? What
i on

data protec Il aw?

There are no key authorities
substanti al powers over

are the authorities

Law and Cybercri me tloaw her
extent:

T Ministry of Post and
T Ministry of I nterior
T Ministry of Commerce.

avenue for
dat a

8.ls there an
under the

Not applicable.

Cybersecurity Authority,

key authorities th
powers do t

handling the
dmiad h te dr d laavtse

protection

t

dat a

a
he

mai n

i s st

cybersecurity

and

admi
key

although t
protectior
dr af ti

Tel ecommuni cati c

appeal
|l aw?

Enf orcement

9.Which are the key authorities that
cyberselcaw? tWhat powers do the key
the cybersecurity | aw?
There are no key authorities altho
substanti al powers over cybersecur
the authorities handling the draft

Cybercrime Law:

f Ministry of Post and
f Ministry of Interior.

Tel ecommuni

agai nst

and

admi
aut h

catio
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10l s t hervenaure f or
cyberselcaw?ty

Not applicable.

appeal

NA

against a

deci s

B) DATA PRI VACY AND DATA GOVERNANCE OBLI GATI

n

C

C

t
C
|

(o))

L

Obligations Relating to Collection, Use,

Personal Data (Data Privacy)

ll1What are the | egal bases for process
There is a gener al recognition of the
protect data faomessauHbweveed no | eqgi
consent, which means no specific conse
that a person obtains consent, there
required

12Does the data protection | aw impose ot
collection and processing of personal
Not applicable

13Does the | aw i mpose separate or additi
to specific categories of personal dat
Not applicabl e

Obligations RelReirsgnab Date 6Data Gover

l4wWhat obligations does the data protect
the care of personal dat a?
There are no specific | aws regulating
retention of personal data in gener al
basic guidelines for how l ong i nformat:i
across various segayrresl.l Floaed gexrasmpdtegu |l d
for at | east three years.

Data Subject Rights

15What rights do daunad esrubtjheec tdsathaa vper ot ec't
Al t hough there is no comprehensive dat
could be i mpliCedimender Lalwe Eor exampl e
subject has the right to access, opt o
Commerce Law.
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C)SECURI TY OBLI GATI ONS AND DATA BREACH NOTI

Protection of Personal Dat a

l16What security obligations are i mposed i
of personal data?

Al't hough the Personal Data Protection 1
Commerce Law addresses (to some extent)
surrounding personal -Cloartnee.r cler tLiacw er e3g2u ic
any person who stores elrecdednarcy dat a t
measures to ensure that the data is r1eeé
unaut horised access, use, alteration, I
party), unl ess authorised by the data s
However, the | awhati dc ;mrmogt istpwetca d§ yinecess

Obligations under lLaws Governing Cyberse:

l17What are the security obligations under

aw in Cambodia is st

The cy I
a ss security obligatior

regul

Notificationdnnafi d&@emdisr iatnyd Dat a Breaches

18Are there notification requirements to
and affected data subjects of a data bl
for such notification?
No. There are no | aws or regulations tF
notifications or procedures.
19Are there notification requirements in
events? What are the timelines for suct
No. There are no | aws or regulations tfF
notifications or procedures.
D)OUTSOURCI NG ANBOBRER®STRANSFERS
International Data Transfers
20Does the data protection | aw i mpose r e
transfer of data to other jurisdiction:¢
these requirements may be met ?
No. There are no regulations or provisi
transfers of data, except for personal
and financial institutions, which are r

Management Gui deI i nes.
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Appointment of Data PParcteyw sWersdamsd Third

21What are the requirements and relevant
appointing a data processor to process
the da controll er?
There are no |l aws or regulations explic
of data controllers and data processor ¢
|l aws related to appointing a data proce

22What obligations does the cybersecurit)
relation to outsourcing arrangements?

here are no | aws or regulations i mposi

relation to outsourcing arrangements.

E)ACCOUNTABI LI TY AND OTHER COMPLI ANCE OBLI

Data Prot ecApipooni nitaament of Data Protection

Accountability Requirements

23l.s there a requirement to appoint a dat
so, what is the scope of responsibiliti
requirements in relation to the DPOb6s ¢

No. There is no requirement tbP@ppoint
24Are there other obligations under the ¢

to its data handling processes or compl

protection | aw?

Not applicable.
CybersecuiiAtgobawability &®ReduCompleindarrsce
25Does the cybersecurity |l aw impose oblic

demonstrating that compliance with the

The cybersecurity |l aw in Cambodia is st
26What other key compliance obligations

i mpose?

The cybersecurity law in Cambodia i s s
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A)OVERVI EW

Legal Framewor k
1. What are the main | aws governing data ¢
in Indonesi a?

Data Protection

The main | aw governing personal data pr
27 of 2022 on ProtecRDPNoOpyY Wekrseslbnahas De
enact edOootno hlef/r 202 2. I'ts i mplementing r
i ssued However, as of | ate 2024, the N
DigitalMBECEDAprevi{dBusly known as Ministr
Communication aMOCd)nf oramatdicrsc lfiat ed a

government regulation under the PDP Lavy
By the completion of the transitional I
PDP Law, all provisions issued under ot
personal data protection wil!/ remain Ve
with the PDP Law. Tdatsa imrcdtuel®etsi @rer prom
outlined in |l aws such as Law No. 11 of

Transactions E&a§ amenBGeder (fhent Regul at
of 2019 on the Organisation of Electror
71/ 2019MQ®CI aRa@gul ati on No. 20 of 2016 o
Personal Data in Reguirmonion)3Ps2®&ms (i
I'n addition, provisions related to per s
found i nspediufsita yregul ati ons. For insta
under Law No. 10 of 1998 on Banking ( as
unaut horised disclosuoenofiofieortmmei 8a, [
details of customers and their funds. |
Services Authority issued Regul ation 22
Protection in Financi al Services, whict
protecti osn apsr ipmnacritploef mar ket conduct to
and privacy, and are prohibited from st
consent, with -pemplitaescsef o8i miohar !l y, in
under Law No. 17 of 2023 opaHeahthp doc
medi cal conditions, data and records.

Cybersecurity

Thendonesian Réehab @&ndemfg Hukuim Pi dana
iIKUH®) has | ong been instrument al in pr
instance, fraud has been used to addr es
activities, forgery applies to the fal s
property damage can be sagpgl iiend tthe Hecki
or alteration of data. Nonet hel ess, KU}
its lack of specificity to digital cont
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NYali e, there are no regulations specifi
However, gener al provisions pertaining
within the EI'T Law, as it specifically
against el ectronic i nfhoerima trieosnp/edcotci wnee nst
such as hacking, wiretapping, phishing,
of electronic information/ documents. Tt
provisions related to electronic transe
net wor ks.
I n addition, the regulation of National
Sandi dan Si B&S&ISNNashooht, afiso be obser\
governmental institution under and has
President, which is responsible for car
field of cybersecurity and cryptography
cybeusety efforts
Data Protetc$dome Lafw Application
2.What is the intended objective or main
Personal data protection is a citizenos
protected by the Indonesian Constitutic
reflects the need to protect individual
processing of per sotnradn idca tednacwnroatnh er, al
the use of data processing tools. The |
per sonal data that could be experiencec
entities
3. What is the scope of personal data prot
Al'l forms ofwpetbenaél!l daelaepentirco mirc nsomd
regardl ess of the degree of sensitivit)y
Pe onal Datado means the data of an it
pe fically or in combination with ott
ndirectly, throueH eaxn relnd ct rsg/rsitce mar Trhc
es Personatt edpatiaesnto two ca
Speci fic Dat
s_en5|t|ve . Gener al Dat
essing of w h i
i ficant i mpac
di scriminat:.
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a.health data and a.complete name
b.gender
b.biometric dat a ) .
c.nationality
c.genetic data . )
. d.religion
d.criminal record
. e.marital statusg
e.childrends dat a .
f.combined dat a
f.personal financi : .
which certain
g.other data refer ) . .
be identified,
relevant | aws ar
number and I P
4. Who must comply with the PDP Law?
The PDP Law applies to any individual
international organisation that perforr
a.within the territory of Indonesi a; an
b.outside the territory of Indonesia, t
i .within the territory of Indonesi a;
iion I ndonesian data subjects outside
However, the PDP Law does not apply to
individual for personal or househol d a

Cybersecuifit

v p PAapapfl i cati on

5. What i s th

I nformati o
significan
rapid soci
government
certainty
cul tudaét h
cruci al ro
operations
6. Who must c
The EI'T La
citizens)
Law, whet h
consequenc

interests.

e intended objective or main
n technology, media, and comr
t transformanhdonsvi hi hamaonbe
al, economic, and cultural cft
recognizes the i mportance of
in their utilization, consi de
aoal approaches. Among these,
l e in addressing security di s
to ensure |l egal certainty.
omply with the EIT Law?
w applies to all individual s
and | egal entities engaging i
er within or outside I ndonesi

es widbinhesoma andsimag h@ar m | n

DatPar ot ecti on Authority, Enforcement and

7.Which are the key authorities that admi
Law? What powers do the key authorities
One of the forthcoming devel opments of
establishment of the Personal Data Prot
formed by and directly accountable to t
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ave substanti al authority to i mplement
rotection measures, including formul at
ersonal data protection, supervise the
rotection, impose admonompriaanve wianhbt
DP Law, and facilitate alternative di s
s also granted the authority to issue
onduct investigations into complaints,
ummardiivi dual s or public entities, and
ocuments regarding alleged violations
s a reference, the administrative sanc

he PDP Law by the PDP Agency include:

©

—_— N O
<)

('DO\CD:S

- ”w n

o — =
-~ = 0

u
0
t
i

DO T !

b

ore, the criminal sanctions unc
iolatioBGsyeangiofg fmpmi doenment
n of fines. Apart from this cr
s can al sor mbeofi mporsfeids ¢ amt it e o f
from criminal acts and payment

oo <3

he cri minal acts a itted by &
be i mposed is up t mes of t he
Law. I n addition t f he
tional crimiopain s &

e omm
i

i ne, t

c
10
h
i n the

r m
(o] t
o t s
nction
.confiscation of
criminal activi
.suspension of a
.permanent prohi
l osure of al/l
tivities;

[ ment of neglected obligations;
of compensati on;

ion of licenses; and/or

tion of the company.

ofits and/ or assets

or part of the comp
tion from engaging
f

p
i
I
i
r part o the company

t
I
b
0]

[

nt
vocat
s | u

ough the PDP Agency has yet to be ¢
he PDP Lawds i mplementation is cons
M

re an avenue for appeal against e
nder the PDP Law?

he PDP Law does not specifically outl:i
anctions imposed by the PDP Agency. Ho
i sputes regarding personal data protec
rbitration, litigati on,utoironotnmeecrh aanitsem
ccordance with the provisions of the
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ties see
ent with
Court a
rth.efrare

tration di sputes, pa k
a request for annul
if the Distric
o the cPwprtemea i@
the District Co t being t
rt, and then fur er to the
di sp dl ed by alternative instit:
appdblce within those institutions.

r i
m t
t nr
d
u
t

s
r
h
v

n addition, the PDP also regul ates the
i s psuettet | ement s outside of court. Howeyv
he Presidenti al Regul ation on the este
overnment Regulation detailin t he I my
ection wil/l need to betupdataé epoegul

I
d
t
G g

S és

Cybersecurity Authority, Enf orcement and

9.

Whi ch are the key authorities that admi
Law? What powers do the key authorities

There ar 0 s pdeecsiifginca taeudt htoor istuipeesr vi s e

i mpl emen ion of the EI'T Law. Accordin
(GR 711/ 2 ), the I ndonesian minister r
informatics affairs (currently, the MOC
oper ateloenctorfoni c systems. Furthermor e,

supervision over electronic systems 1in
the relevant ministries or institutions

y, the EIT Law specifies tha
the provisions of the Cri min
Nati onal Police. However, ap
t hi n rtrheen tgloyv eurnndeern tt h(ec uMOCD A
ion technology and el ectroni
on authority. These authorit
conducting inspeakéedown eki
ormation and electronic syst

—asa
oW

<
= @® — <0
—-Q-w——:5
.=

OO0 T Twmw — ">
S5 55 DS QY Q
_.,_..Q,B

_‘
D DWW >SS
- S =35m0 —
So—o0o~w—o
SO ~+®sSs —
—_

arding sanctions imposed under the E
type of wviolation and-1c2anbirlalnigoen ffrio
years of imprisonment.

N~ O
1
=0
= o
N

10l.L.s there an avenue for appeal against &

Law?

n to the criminal sanctions
s can file |l awsuits against j
information technology that ¢

t hr ougheraralitterandtoinverdiogput e r
s ms.

«Q v =

I
i
u
s
m
The appeal process remains consistent v

response to Question 8 at paragrapt
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B)  DATA PRI VACY AND DATA GOVERNANCE OBLI GATI

Obl i

gat.i

ons CRéll ®&tcitn@nt,o Us e, D i

sclosure a

Per sonal

Dat a

11What

Dat a
dat a
i ndi
i ndi
dat a
proc
a. Ex

co

=+ —~+ ¢+ oo

5 —
O—h

— < << 7 7 -
— _——

Q
SO T UTUT T T

S cCcCc®MO~-S®MmCcCOC
Qo——~=-~-o0Q —

12Does
proc

Pl ea
proc
cons
requ

13Does
to s

Ye s,
peop

are the
subject
. Wh e n
vidual ,
vidually
process
essing o

p it a
n I

o piien g s H-n Bien Ml 3 —_ —
- -
[olN 9]

®®D®D®D®DdD D

- =

PDP
essing o

se refer
essing o
ent prov
i rement

the | aw
peci fic

the PDP
l e with

(Dat a
|l egal

(O] con

processing

publ i c
or jo
i ng. B
f pers

nd val
The

s of

processing period;
t

jectbds righ

any ¢

Subj ecth amrgieor

Law i
f pers

to
f pe
ided

1
i mpos
catego

Law s
di sabi

basi s r
es of r
relevance of t
period of e
t

Privacy)

bases for processinc

sent S
r
i ns t
i subjyegc
el ow i s
onal da

sub
state

id consent of
controll er

dat a

for p
data p

t he

ocessing
ocessing
he dat a
documen
ion col |
and

t h
the infor ma
S .

hanges t above i
t making the

er an ag
tds requ
s obliga
sts of
ses r el
cC inter
r.

rest
|1 r

o ”m

S ’
e S

requireme

int (a) under Questic
onal data must be cor
n the I ndonesian | anc
enldlerand ev ociodn.s ent t o

addi t i c
dat ¢

e separate or
ries of personal

t hat
be

the pr

tipul ates
|l ities must handl e
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approval from the parents or guardians
disabilities,or using certain communi ce
di sabilities.

Sensitive personal data is not expressl
only recognizes general and specific pe
requirement applies. Elucidation of t he
personal data t hwltd hdvera ceersesaetder ciomp a
personal data subject, including acts ¢
to the personal data subject. Given spe
or information |listed in Question 3 abc
data), these may be recognized as sensi
countries

Obl igations RedfatPemmgsdmalCabDa&t a ( Dat a Gove

l14wWhat obligations does the PDP Law i mpos

personal data?

The care of personal data is generally

of a data controller, as foll ows:

a.Ensuring the accuracy, compl etion and
verification

b.Updating or correcting any mistakes o
hours of receiving a request; i nf or mi
outcome of the update or correction.

c.Maintaining records of all their dat a

d.Providi
processi

n data subjects with access t
i
within 7

g
ng history during the data re
2 hours of receiving a reques

e.All owing data subjects to modify thei
i.it affects the security, physical o
or ot hers;
iii.t impacts the disclosure of anothe
iiiit negatively aftd exnd sneacurointayy; def e
f.Assessing the i mppctotefctpe®msomalcadatsa
data processi Agvpeds epxntae nhtiigh ri sk to
Thi s -l heivgeh ri sk may be a result of:

i .aut omat i emakeicig iwint h a significant |
subject ;
iispecific data processing;
i iliarsgceal e data processing,;
ivdata processing for the pu
t

pose of
scoring or monitoring of e

r
h subj ec
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v.data processi ngihfaotrc htihneg pourr pcoosneb i ni 1
of dat a;
vithe use of new technology in data p
vidata processing that | imits the exe
g.Protecting and ensuring the security
creating and i mplementing operational
data from unl awful processing interfe
security Il evel by consiadetrhegdatha. nat

h.Protecting the confidentiality of the

i .Supe sin
nt I r

o Q
QO

rvi i n
r ol e S C

j.Protecting data from unauthorised pro

k.Preventing data from being accessed u
system and/ or by processing the perso
secure, and responsible electronic sy

| .Stopping the data processing upon the
consent within 72 hours of receiving

m.Del aying and | imiting the data proces
within 72 hours of receiving a del ay
apply if
i.the | aw does not allow delaying or
iithe delay or | imiting could harm ot
iithe subject is bound by a written a
that prohibits delaying or | imiting

n.Terminating the data processing when
the purpose of the data processing ha

termination request is received from

o.Del eting data when it is no longer ne
the data processing, the subject with
del etion request from the subject, or
processed unlawfully.

p.Destroying the data in the event that

i.the retention period has expired an

destroyed according to the archive
iithere is a deletion request from th
iiiit is unrelated to the resolution o
ivt he data was obtained or processed

qg.Notifying the subject of the deletion

r.Being
accoun

|l e for the data proces
for complying with its

- =
v D
o wn
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Data Subject Rights

15What rights do data subjects have under

Data subjects have the right to, among
a.obtain information related to the cl a
the purpose and use of their personal
of any party requesting the dat a;
b.complete, renew and amend mistakes or
according to the purpose of the dat a
c.access and obtain copies of their dat
d.terminat e, erase and destroy their da
e.withdraw any consent to the processin
controll er;
f.object to anymakitngrprdece ss otnhat i s b
automatic processing, including profi
economic condition, health, personal
behaviour, | ocation, oirc helleeca dso ntioc |meog
i mplications and significantly i mpact
g.postpone or | imit the processing of a
according to the purpose of the dat a
h.file a civil | awsuit and receive inde
the confidentiality of their dat a;
i.obtain and/or use their data provided
recognised forms and formats or in wa
el ectronic systems; and
j.use and submit their data to another
relevant systems are capable of safel
in accordance with the data protectio
However, the above rights are exmluded i
and security, | aw enforcement processes,
state administration, supervision of the
policy, payment systems, financi al syste
of statetadminiost saatistical interests a

SECURI TY OBLI GATI ONS AND DATA BREACH NOT

Protection of Personal Dat a

l16What security obligations are i mposed |
of personal data?
Personal data controllers are required
of the personal data they process, by |

measur es:

a.Developing and implementing operatior
protect personal data from interferer
that is contrary to the | aws and regl
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b.Determining the | evel of security for
account the nature and risks associat
must be protected during processing.
Obligations under EIT Law
l17What are the security obligations unde
Under the EIT Law, there are no specifi
the gener al requirement for electronic
the security of their services. Additi
users about the meplceaméntye dneias utresi i el e
systems.
However, B S SNRetghurl cautgi ho ni tNso . 8 of 2020 ¢
Systems in the | mplement  gohatf oBI ect |
8/ 2020further obligeas €£SOsmentcotnaducdt e
systems as foll ows:
a.Strategic electronic system, i .e. thec
public interests, pablaind ssercwirdd,y.s tTe
providers of strategic electronic sys¢

(1T$NI 1 SO/ 1 EC 27001;

(iot)her security standards related to
the National Code Cyber Agency,; and

(iotther security standards related to
the relevant ministry or agency.

b.High (risk) electronic system, i.e. t
interest of certain sector and/or r ec
electronic systems must i mplement:

(i $NI I SO/ 1 EC 27001 and/ or other secu
cybersecurity established by the Na
and

(io)her security standards related to
the relevant ministry or agency.

c.Low (risk) electronic systems, i.e. ¢
categorised under the strategic or hi
above The providers of low (risk) el

i mpl ement

(iI$NI I SO/ 1T EC 27001; or

(iand/ or other security standards r el
established by the National Code Cy

Aft er war éa,s stehses nseenltf resul t must be rep:«
verification and determinati on.



)

$/

%3 ) |

NA

Notific&etcani by I ncidents and Data Breac

. h
b.when and how th
t

19Ar e t
event

EI'T L
i ssue
howev
(@1 R
incid

minimise future risks. CIRT

e ements to
c a data b
under tlhne tPhDeP elvaewn,t of a failure t
ata controller must deliver writt
e relevant data subject and the P
currently r &foer getf@erteme eMOECRBA) ur e
a failure to protect the confi de:
ata. This incl des security breac
entional, |l ead g to the drestruct
haccesed to the ata sent, stored

- Cc

otification must at |l east contain
data breac
data is breached

e : ar
he failure and effort s

i mpact of

l ur e.

wi ng

t to the MOCD.,

mat i on i
ir
t

n
tion as it de
troll er to no
s would occur

bae¢ach disrupts public services;
data breach has a serious i mpact

guirements in

here notification re
ti melines for suc/|

s? What are the

aw is silent on the req
d BSSN Regulation No. 1
er , requires all ESO to

tasked with managing
ents to relevant author
s

a.national Cl RT;
b.sector al Cl RT; and
c.organisational Cl RT,

cons
parti

t h
ste
cto

o< >

I
S
S

Howev
event
for t

sting of representatives from BSS
es/ authorities.

e event of a
ms, the repor
ral ClI RT, wit
er, the regulation
s, but explicitly st

he organisers in the strategic se
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on public interest, public service, naf
economy) .

Al so note that if this incident invol vi
requirement referred to in Question 18

D) OUTSOURCI NEROPM¥BORDER TRANSFERS

Il nternational Data Transfers

20Does th
data to
require

e PDP
ot her
ment s

Law i mpose r
jurisdictio
may be met ?

Under tcrasnsfer

t
party (
foll owi

he PDBoLder
i e. the personal
ng hierarchical
1. The sending party must
a personal data protection
provisions in the PDP Law.

ui
nce of adequate
e requiremen
n consent fr
r transfer.

ts in
om t he
owever, from our
btaining

ven i f t
ecause,
ersonal
onsleased model for

btaining the dat a
emains necessary.

he conditions in
in principla¢, dtahea
and

data processing

dat a

- oo0TOTO®O T

bot h
transfer of
mu st be

_‘
>— o ~

her mor e, as
ffect t he
ties
ori s

T

D —
C 5 S5 C
— —+

o abroad

t he
e rec
r (a

reqguest to the
and

t

ns

=
o—ro>

rep
unt
e t

= = 0
< T
-~ ~+ O
™ 5 5

o]
h
2.An advocacy

necessary,

t on the
s is provided by

dat a
manner :

ensur e r
| evel that

rement in No. 1.
and

Nos.
dat a

corwemterf adratar dgssansfers
it ems
tcrommsdfiednut @fs

GR 71/ 20109
, personal da:
t done in
ed official:instituti

personal
name,
this is

obligation

control |

t he e

i t r
i

S no
bi ndi ng
1. and 2.
subject

interpretation of the

rema
Nos. 1

the PDP L.

processing. Tt
s tbhojredcetr 6 sd act can st e matn sff

and MO

COO|
on, in thi

dat ¢
the tr
pr o\

gover nment

i mpl ement ation of 't he
t he

MOCDA) .
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Nonet heless, the enforcement and i mpl e
are insufficiently not yet clear at pr
rules and the effective reorganisation
example, followingOCheinest MOEDAri ngsof
directorates are expected to also be r
procedures forboredpeor tpergsacmalssdata trar
the designated directorate may change.

Appoi nt ment o f Dat a PPRParcteys sVearsdamsd Third

21What are t e
appointing a da
the data contro

ments and relevant
ocessor to process

When a
cord
mai n
e
r

Of—f
D
ot o
>
()
(9]

ot h
e p

o T o
o35S DO
S —7® 3>
- =

-/ a0
—

T

D

5 =

—

V< —TOoO W
o

-

me of the controllerés obligations a

-0
oo

a.ens
ver.i

ur ccuracy, compl etion and c
i f ;
b.recor
t e
i

(@]
0 o

Q0O —
o
""39>

heir data process
ensure the securi
ting operational
I processing inte
el by considetrhhieg

0

i

c.pro
and
from
secu
d.prot
e

t

t

< c S

< — —
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confidentiality
y party engaged
control; and

data from unauthorised pr

AY Y =~ M ) = e
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con
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2
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22What obligations does

he EI'T Law i mpo:
outsourcing arrangements?

t
t
e the EIT Law may not explicitly ai
he | aw and common practices sugges:
r the EI'T Law must parudpyphealed vwlkters
sourcing). This cocludescembiudeémigi
l'iance with relevant regulations, a
untability for the processing of p
third party.

- Q 0O~
OO O0Oo
O3ca
Q0T D T —

y under Regulation 8/2020,
ecurity system management
reement mu st be entered i
requiredatlifonB®3Nthotsi pe 0
e sanction in the form of

- wo 3 —
wpmn oo
~mme ~ >

® o —

Jow—~o
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E)ACCOUNTABI LI TY AND OTHER COMPLI ANCE OBLI

Dat a Pr ot ecApipooni nLtanme n t of Data Protecti on
Account Reigluii r y ment s

23l.s there a requirement to appoint a daf
I f so, what is the scope of responsibil
any requirements in relation to the DP
experience?

Yes, the PDP Law obliges a data control
a data prot ebcPt@G)oni fof ficer (A
a.the data is processed for the purpose
b.the data controllerds core activity r
| arsgceal e moni toring of the personal d
c.the data controlleroéscaloeeprectevsitiyg.i
specific personal data or personal de
However, there are no specific qualifi:
requirements fofftbeabppNeweéedhel ess, i
the upcoming implementing Government R
on this matter

Under the PDP Law, a DPO must have at I

a.informing and advising the controller
with the prevailing | aws and regul ati

b.supervising and ensuring compliance \
controller or processordés policies;

c.providing suggestions upon assessing
processing and overseeing the perforr
processor; and

d.coordinating and acting as a | iaison

processing.

24Are there other obligations under the |
handling processes or compliance with
Yes, please refer to Questions 14 and

CybersecuiiAtgolbatwability and Compliance |

25Does the EIT Law impose obligations in
that compliance with the | aw is met?
Under the EIT Law, ESO must ,sewpmlrastse sp
|l egislation, ensure that their electrol

mi ni mum requirements:

c infc

a.capable of displaying electroni
the reter

entirely in accordance with



)

$/

%3 ) |

NA

Generally, under Regulation 20/ 2016,
5 years;
b.able to p
and acces
systems;
c.operable in accordance with the proce
for their operation;
d.equi pped with procedures or guidelin
information, rr symbols understandahb
en
i d

the availability, int
ity of electronic infor

€
o] I
e.maintain continuous mechani sms to S

accountability of procedures or gu €
Al t hough t he
within the E
t hem.

se requirements are set ou
I' T Law mandating the demon:
to categ:

Nonet hel es s, ESO are re d
t 0O as per o
t
u
i

S quir
pursuant o Regulation 8/ 20
there are no specific oblig

e
2
a ons to di
requirements as set qutl aitn oQ
h

i
esstaiters It h
S

the BSSN noecoimpés amecmre with t provi si
sanction in the form of a written warni
26What other key compliance obligations ¢
Anot her significant aspect of the EI T 1
ensure protection for children who use
fulfilling this obligation, ESO must

a.proviindieor mati on regarding the minimum
can use their product r services;

s o

b.establish mechanisms for verifying ch

c.establish mechanisms for reporting mi
features that violate or potentially

As per our response in Question 25, whi

there are no specific provisions mandat

compliance with them.
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A) OVERVI EW
Legal Framewor k
1. What are the main | aws governing data ¢

n Mal aysi a?

The main | aw governing data protection
Protecti onPR®A) .2 0MthCe (PDPA must be read
subsidiary |l egislation, such as the fol

f

Personal Data Protectt oBeRegmudlatbatnas
Protection Re@ft2Déli3o Re g100) athiaovres been
introduced pursuant to Section 143 of
concepts and requiremefgD4d3uReéegul aheé oF
serve as a supplement to the PDPA to
seven principles of data processing;
Personal Data Protection (Class of Da
201BhRer sonal Data Protection (CIlass
201(3"he Qr)deprrovides for the classes o
have to be registered as a data contr
Personal Data Protection (Registratio
Re |l ati ofsr 2048 Data Protection (Re
Us s) Regulpatoivimdes2F03 the procedur ¢
t a
on

a controll er;

al Data Protection: (tFreee sPBe rRegrud
Protection (Fees) Regulations 20
that may be i mposed for access re
onal Data ProtecRdromorSalan@atrad Rr0d
dar @thh2e0 1250 15 ®StH)amsearsdout the mini
dards to be observed by data cont
onal data, the retention period,
tion to personal data that apply
el troni sadl pepsonas data. The 2015
intended to be a minimum requirement
Per sonal Data Protection (Compounding
2016hRer sonal Data Protection (Compou
Regul ations 2016 outline the offences

- O Q
SRR V2 T D i

Pe
Dat
fe
Pe
St

st

pe
re

O — " = 0
D0 990N SISO

processing of personal data in the
required to adhere to the provisior
ot hesrpesxedticcr | egi sl ation that cont a
rements such aes thcet F2i Onla3n cwhail c hS egr o
mation relating to the affairs or
uti on; and the Private Healthcar e
als and Other Private Healthcare
provisions prohibiting the remova
private medical <clinic or dent al
tion of the fact that separate s
y practtilkesmamner!|ianiwhi ¢lo per so

ui
or
ti
pi
nsa

OO0 >SLUnLW—~+~aoomomo —

t
t
i
m a
ogni
ustr



- 1,1 93) !

UNA

handled and/ or may have deployed uni gque

specific data protection rules, the PDF

designation by the Personal thata Prot ec

Commi ssdopnef data controller forums, ar

of practice for specific sectors/indust

I'n this regard, there haveptecidatce chaer

practice introduced for the foll owing,

controllers that have been registered

PDPA:

f Code of Practice for the Bgnking and

T Personal Data Protection Code of Prac
Sectior

f Code of Practice on Personal Data Pro
Takaf ul I ndustrises in Malaysia 2017

T t hkRer sonal Data Protection Code of Pr
Communications Class Data Users 2017

T t hkRer sonal Data Protection Code of Pr
the Healthcgare I ndustry

T t hkRer sonal Data Protection Code of Pr
(Wat;er)

T t hkRer sonal Data Protection Code of Pr
(El ecfrandty)

T the Gener al Code of Practice of Perso
apply to the classes of data controll
of practice, and have no data control

code of practice.

Pursuant to the Schedule of the Personaé
Users) Order 2013, data controllers ar e
sectors including communications, banki
insurance, heal t h,i ds,urtirsam samalr thatsipan ,al
direct selling, services, real estate,
Cybersecurity in Malaysia on the other
separate pieces of I egislation, includi
Communiiomans and Multimedia Act 1998, th

Penal Code, Strategic Trade Act 2010, L
PDPA mentioned above. Such |l egislation
cyber offences and the security of per s

The Cyber SecuCSA)y, Awhi @0 24s (fihe first
cybersecurity Il egislation in Malaysia,
along with four regulations, namel y:

T Cyber Security (Period for Cyber Secu
Regul ati otnlse 20RhHern ASecurity Risk Asse
Regul ad)i;ons

T Cyber Security (Notification of Cyber
2024 hefiCyber Security Incided); Noti fi

T Cyber Security (Licensing of Cyber Se
Regul ati otnlse 20®2hen ASecuRiegyl hd)tensi ng
and


https://platform.dataguidance.com/legal-research/personal-data-protection-code-practice-banking-and-financial-sector-2017
https://www.dataguidance.com/legal-research/personal-data-protection-code-practice-transportation-sector-aviation-2017
https://www.dataguidance.com/legal-research/personal-data-protection-code-practice-transportation-sector-aviation-2017
https://platform.dataguidance.com/legal-research/code-practice-personal-data-protection-insurance-and-takaful-insurance-industries
https://platform.dataguidance.com/legal-research/code-practice-personal-data-protection-insurance-and-takaful-insurance-industries
https://www.dataguidance.com/legal-research/personal-data-protection-code-practice-communications-sector
https://www.dataguidance.com/legal-research/personal-data-protection-code-practice-communications-sector
https://www.dataguidance.com/legal-research/code-practice-private-hospitals-healthcare
https://www.dataguidance.com/legal-research/code-practice-private-hospitals-healthcare
https://www.dataguidance.com/legal-research/personal-data-protection-code-practice-3
https://www.dataguidance.com/legal-research/personal-data-protection-code-practice-3
https://www.dataguidance.com/legal-research/personal-data-protection-code-practice-5
https://www.dataguidance.com/legal-research/personal-data-protection-code-practice-5
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T Cyber Security (Compounding of Offenc

Apart from these, sectoral regulators ¢
Mal aysia and Securities Commission of N
mandatory policies and guidelines requi
capital mar ket entities etdo ccyobneprdsye cwirtiht
related measures including the preparat
plans. For purposes of this chapter, st
Bank of Malaysia and Securities Commi s s
considered as gtemey aarapmpdt cafbility.
Data Protetc$c¢ome Lafw Applicati on

2.What is the intended objective or main

The PDPA was enactedpull i2d 10on foi cenrh@aer ca&
with ongoing enforcement, to mitigate e
incidents, to improve the efficiency ar
coll ection and management and to ensur e
personally fiadremdtiiforabl®hae nPDPA confers
(flat a s whj et sr el ation to the collectior
(Mrocesysiofgot heir personal data, and pl
persons/ entities pdraotcae scsoinotyr.otlkl dedresa me ( f
PDPA, all data controllers, defined as
or in common with other persons proces:s
control over or authorise the processir
required to comply wvbistihditahrey HDRJA salnadt iiat
processing personal dat a.

The act of processing, in relation to i
PDPA includes collecting, recording, h o
or carrying out of any operation or
including:

e organisation, adaptation, or alte
e retrieval, consultation, or use o0
e disclosure of personal data by tr
ssemination, or otherwise making av
e alignment, combination, correctio
ersonal dat a.

The PDPA embodies seven Personal Dat a F
t h@ener al Principle, Notice and Choice
Security Principle, Retention Principle
Access RBRriemcihplod which are enumer ated
PDPA. The PDPA also provides for, among

a)the registration of certain data cont
controllers specified in the Data Pro
Order 2013 as mentioned above; and
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b)the establishment, and powers a
the Appeal Tribunal; the Person
Personal Data Protection Adviso

.What is the scope of personal dat

Per sonal data is defined to mean
commer ci al transactions, whi ch:

T is being
aut omat i
T is reco
process
T is reco
it shou

that relates di
identifiable f
possession of ont
expression oft hoepidnatoan saubbojuetct ; bu
information that 1is processed
business carried on by a credi
Reporting Agencies Act 2010. T
of fisteinse per sonal dataod, which i
consisting of information as to t
a data subject, his political opi
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must comply with the PDPA?

PDPA
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s the primary | egislat
ata and applies to any
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nso Iis defined to mean
ntractual or not, which

(¢
ST OO Wm0
S I
S oSo<O0O® 00~
- o
> — O
o oo o ma ™

C O ~—SoSDwLoo
D
—

W0V T ST

processed in Malaysi a.

>

—
Vg 0550

a pe
Mal a
t of
llgiesh
Mal a
ot he
proce
of the
y Principl

s~ T
D DD
T T S =
n -
nw -5

5 O

0
n
X
g
n
a

- — o
—Ozsw-0o0
r—rOm@

© n S
> ® —

T ow

—Y cmwmo—~cT T
<
E_‘

O T T O
om0~ oSC
I o~ So0 -
T Too0wnmwom~

exclbangeroicgesodsThe PDPA
ata processed outside Mal a

nd f un
al Dat
ry Con

a prot

any ir

s d
he phy
nions,
mrby h

ende omebri angamaher personal data a

rotect
, Subj

on t ha
persor
nsact
edpat ac
I n

S
i a
i

—_a) — -+

ny
ncl
s h
y s

rson
ysia e
t hat e
ment ,
ysi a,
r wi se
ssing
data c
e as ¢



- 1,1 93)

I'n this rega

rd a proc
empl oyee of th

t

s

t es
a control
ta contro
purposes

i
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e
on behalf of h
for any of hi

=R eoRN RN eN

e
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The PDPA does
State Gover nment
data is subject

ot owever, apply to

S

t
Aiconfidentialo o]

e

h

t

h t
f Mal aysi a.r eNloatwéd d h
being classified as
Onesfriwbiedowithere
an official se u <]
transfer of wh \ I
duly authorise d

nder OSAg, Ohhdct &
erseas is genera
0 so.

cr
i c
d

Cybersecunbtepkeawf Application

5.What is the intended objective or main

The CSA aims to establish an overarch
designed to fortify national cybersecu

(aty h
(b9 h
Se
(cHh
i n
i n on i nfrNaGltlr uvednttuirtei eesnt i t i es
(dth management of cybersecurity thr
to national critical NQIDJs manidon i n
(eth ty
I

bl i shme@ybef $SédeuNatyoGammit
es and powers of the Chief E:
CAgerdc Exq,ut i ve

ions and duties of the nati
ct urNeClsle csteocr 9l reaaladesa d(sha | crit

- c
= = O 0

BU)C_'CUJ

t a
[
ty
nct
tru
ati |

® "D O DO

(¢}

regul ation of the cybersecuri
ensing

(@]

and to provide for related matters.

.Who must comply with the CSA?

The CSA is i nt entdeerdr ittoorhiaavle eemxplriac at i or
to any person, irrespective of nationa
effect outside as well as within Malay
St ate Governments teree CBIAs ¢ ad u hjoagth ttd e
Il iable to prosecution for any offence
persons (including Government Entities
an NCIIl sector designated as an NCII e
cer todiln gati ons under the CSA.

In this regard, fAGovernment Entityo me
of fice, agency, authority, commission,
body, of the Federal Government, or of
established under ang, wahttanyl bBwcal a
NClIl sector | ead may, in respect of th
appointed, designate in such manner as
Executive, any Government Entity or pe
nati onal ocmationanli nhfastructure sector

Government Entity or person owns or op
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information infrastructure. An NCI I i s
computer or computer system which the
the computer or computer system woul d
the delivery of any servided emseentfioalei
relations, economy, public health, pub
Mal aysia, or on the ability of the Fed
Governments to carry out its functions
The NCI I sectors identified under the
government ; banking and finance; trans
security; information, communication a
water sewerage and wastecwmhhagemandt ; e
plantation; trade, i ndustry and econom
innovation. The CSA, read together wit
Regul ati ons, al so mandates that <cybers
security operati oer wiemd randno(niiit)orp exrge tsi
service shalll obtain a |icence under,
conditions and other duties imposed by
Licensing Regul ations.

Data Protection Authority, Enforcement a

7.Which are the key

au rities that adm
PDPA? What powers do

t ho
the key authoriti

The Department of PerBemar toDants Rmot ec
agency uimMdersthg of Commun(MCaM@Gi)ons and
established on 16 May 2011 after the P
to the PDPA The Commi ssioner is the D
Pursuant to the PDPA, the Commi ssioner
administration and enforcement of the
In enforcing the PDPA, the Commissione
classes of data controllers. The Commi
inspections of any personal data syste
al so accepts and inveddtigadlels] eotmpl agdg al
controllers. Where the Commissioner re
an act, practice or request, among oth
the provisions of the PDPA, including
Commi ssi omerpbwsr tto carry out an inve
the relevant data controller to ascert
reqguest specified in the complaint con
PDPA

Further, an authorised officer may inv
of fence under the PDPA. For purposes o
of ficer shall have al/l or any of the s
whatever rank i n relannd oinn toeipmdblce da:
provided for under the Criminal Proced
enforcement, following the completion
practice or request specified in the ¢
the opineonetbaaant hdata controller 1is
the PDPA, the Commissioner may serve o

6 |
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an enforcement notice to, among others
controller to take such steps as are s
remedy the contravention or, as the ca
occasioning it within shie he mpfeorricoedmeanst i
noti ce.
A person who fails to comply with an e
of fence and shall, on conviction, be
RM200, 000 or to imprisonment for a ter
bot h. I n relation to tPOPRAartbas offen
Commi ssioner may, with the consent in
compound any offence committed by any
prescribed to be a compoundable offenc
person suspected he bbhencemmottempoun
of fence upon payment to the Commi ssi on
exceeding 50% of the amount of maxi mum
such time as may be specified in his w
t he ommi spirosecuthnon for an offence wu
be instituted except by or with the wr
Prosecutor
8.1ls there an avenue for appeal against
ma d under the PDPA?
Any person who is aggrieved by the dec
the PDPA may appeal to the Appeal Tri b
SSection 83) by filing a notice of app
if such decision relates to matters in
a)the registration of a data controll e
PDPA,;
b)the refusal of the Commissioner to r
Section 23(5) of the PDPA;
c)the failure of the data controller t
or data correction request under Diyv
d)the issuance of an enforcement noti c
PDPA;
e)the refusal of the Commi ssioner to v
notice under Section 109 of the PDPA,;
f)the refusal of the Commissioner to c
investigation initiated by a compl ai
A decision of the Appeal Tribunal shal
to the appea
Cybersecurity Authority, Enforcement and

9. Which are th

e key authorities that adm
What powers do th

e key authorities hav
t CSA, the

suant to Section 5 o he
t CSA is the C

ur f
he administration of he
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secretary to the Committee. The Chief
powers under the CSA, which includes:
a.the power to gather information by d
information and evidence or produce
14 of the CSA;
b.the poiwevedtoi gate cybersecurity incioc
directive on the measures necessary
t he cybersecurity i ncdylearts emur it toy pirr
from occurring in the future under S
c.the power to issue |licences to cyber
With regard to enforcement, the Minist
for cybersecurity may in writing autho
the powers of enforcement under the CS
the CSA wil!l d ecpenmpct ecarm ntdh emaryon ncl ude f
and/ or terms of i mprisonment . For inst
the CSA, the failure to comply with di
provide and produce information may re
RM200, 000m@amidgd ommént for a term up to
Notwithstanding the foregoing, no pros
CSA shall be instituted except by or w
Prosecutor
10lLs there an avenue for appeal against
CSA?
Persons aggrieved by the refusal of th
|l icence or by the revocation or suspen
writing against such decisions to the
cybersecurity within 30ndwystahgenofbedl
decisions After considering the appea
aside the decision appealed against.

B) DATA PRI VACY AND DATA GOVERNANCE OBLI GATI

Obligations Relating to CollRPRredensi WG eoq!
Personal Data (Data Privacy)

l11What are the | egal bases for processin

Section 6 of the PDPA i mposes a@aomntorbdlilgert
to obtain consent of a data subject befo
personal data, subject to the foll owing

necessary:

a)for the performance of a contract to

b)for the taking of steps at the reque:c
entering into a contract;

c)for compliance with any |l egal obligat
the subject, other than an obligatior

d)in order twvipalbtiectetdets of the dat a

e)for the administration of justice; or
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f)for the ex

any | aw.
Al t hough the
understood t
clear, and e
when relying
consent may
PDPA, some o
personal dat
subg¢gt where
a)the disclo
detecting
di scl osur e
order of a
b)the data c
the right
c)the data c
had the co
the disclo
di sclosur e
d)the disclo
circumstan
protection

I n relation
consent of
described
some of th
data may b
prescribed
context of
Questi onw 2a0
data may be
Further
the dat
a)where pe
crime or
b)where pe
prosecut
c)where pe
any tax
d)where pers
ourtesear ch,
any other
the resear
data subj e
e)where pers
with any

NA

ercise of any functions cor

term ficonsentodo has not be:¢
hat consent must be freely
asily withdrawn, and organi
on congeretr sypexilfdgalsibasa
not be required are set ou:

f which are set out bel ow.
a, a disclosure may be mad
sure is necessary for the
a cri me, or for the purpos
was required or authorise
court ;
ontroller acted in the rea
to disclose the personal d
ontroller acted in the rea
nsent of the data subject
sing of the personal dat a
;ooor
sure was justified as bein
ces as determined by the M
of personal dat a.
to the processing of sensi
he data subject may not be
Question 13 below Not e h
exceptionsihg pbpélatehenttoe
subject to further condit.i
y the Minister responsi bl e
ransferring personal dat a
dbreedsoses certain circumstanc
transferred without the co
he above, other exemptions
ject 6s consent i nclude:
onal data is processed for
or the purpose of investig
onal data is processed for
n of offenders;
onal data is processed for
duty or any other imposit|
onal data is processed for
provided that such persor
purpose and that the resul:
ch are not made avail able
ct;
onal datthae ipumpepacses safr yo rf oirrn
orde or judgement of a cou
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processing of personal data?
As mentioned in Question 11,
consent of a data subject bef

dat a. Further, personal dat a

a)t he
an a

proces
ata con
e perso

relation to t
the consent of
a)for any p
was to be
for any p
pur pose;
b)to any
speci fi
of the

pose other tha
i sclosed at t h
ot her tha

> @D S

y other than a t
n the notice giyv
(usually known

DT "
oo

egard, Section 7 of
n notice in the nati
English, infor
y Section om(al) ,daitmac
rocessed by or on b
ed above, the class of
or
d

o —

may disclose the
n &se soon as pract

Sag—--zo—
O~ DV OV S

w0 S

the dat a
personal

subject is fi
dat a;

fwhere personal data is processed for
regulatory functions if the consent |
prejudice the proper discharge of th
g)where personal data is processed onl"
artistic purposes, provided that the
view to the publication by any perso
artistic material; thebdhtaveenthatl|
into account the special i mportance |
expression, the publication would be
data controller reasonably believes
compliance witédqgutiheememseing i ncompat.
journalistic, l'iterary or artistic p
The Minister responsible for personal
Commi ssioner's recommendati on, introdu
requirement to obtain the data subject
dat a.
Does the PDPA impose other requirement ¢

generally,
ore proce:
shal l not
sed f a
troll er;

nal dat a i

te but not

he discl o:
the dat a

the pur pos
ti me of cc
a purpose

hird part.y
en to the
as a fApriv
the PDPA
onal | ang
m a data

louditrhge tdhai
ehal f of 1
third pal
personal
icable by

r st asked
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b.when the data controller first collec
subject; or

c.in any other case, before the data cc
t he dudbtjeecst for a purpose other than
personal data was collected, or discl
party.

13Does the | aw impose separate or additi

to specific categories of ppeerrssoonnaall dat

data) ?

Pursuant to Section 40 of the PDPA, in

data, the data controller shall not pr

dat subject except in accordance with

a)the data subject has given his explic
the personal dat a;

b)the processing is necessary for the ¢
performing any right or obligation wt
|l aw on the data controller in connect

c)the processing is necessary in order
the data subject or another person, i
be given by or on behalf of the dat a
cannot reasonably be exmptecdfedt e dddtte
subject;

d)the processing is necessary in order
another person, in a case where conse
subject has been unreasonably withhel

e)the processing is necessamnundfeont akkhedi c
by a healthcare professional, or a pe
owes a duty of confidentiality which
arise i f that person were a healthcar

fthe processing is necessary for the g
any | egal proceedings;

g)the processing is necessary for the

h)t he processing is necessary for the g
exercising or defending | egal ri ghts;

i )the processing is necessary for the &

j)the processing is necessary for the e
conferred on any person by or wunder ¢

k)the processing is necessary for any c
thinks fit; or

I Ythe information contained in the per s
as a result of steps deliberately ta

Obligations Relating to Care of Personal

l14What obligations does the PDPA i mpose i
personal data?

Security Principle
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obligation on the

The PDPA i mposes an
the processing of per

(
processor (where f
processor on behalf of the data control
protect the personalusdeat anofdriofm caantyi olno s :
unaut horised or accident al access or di
The data controller and the data proce:
by having regard:
a)to the nature of the personal data ar
such |l oss, misuse, modification, unat
di sclosure, alteration or destructior
b)to the place orpkosanabndahar est bBéeor e
c)to any security measures incorporatec
the personal data is stored;
d)to the measures taken for ensuring ¢t
competence of personnel having access
e)to the measures taken for ensuring tt
personal dat a

Retention Principle

Further, in relation to the retention ¢
of the PDPA provides that the personal
shall not be kept | onger than i s neces:
pur pose cTomet reidalalled r t ake al |l reasonabl e
al |l per sonal data is destroyed or per m;
required for the purpose for which it

Data Integrity Principle

The PDPA requires a data controller to
that the personal data is accurate, col
t@ate by having regard to the purpose,
purpose, for whi ch ctohlel epcetresdo naanl d dfautrat hwe

processed. In this regard, Regul ation |
that for the purposes of Section 11 of
process the personal data in accordanc ¢

set outti nier otmo ti me by the Commi ssioner.

Data Subject Rights

15What rights do data subjects have unde

Right to access personal data

The PDPA provides that the data subject
bydata controller whether his personal
on behalf of the data controll er.

Right to correct personal dat a

I'n the event a data subject knows that
data controller is inaccur attegdati ev,cotmpéd
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Section 21(1) of the CSA provides for
i mpl ement measures, standards and pro
of practice or any alternative and ad
processes for the purpacue idfy erfsurisndNCi
| mpl ementation of measures, standards
written | aw for the purpose of ensur.i
which is not in contravention with th
be co i
21(2)

u

Il i amtn Wilt. h N®a atiit hst anding t he

rovides that NCII|I entities may |
measures, standards and processes, pr o
that such alternatives provide equal oI
NG I owned or operated by the NCII ent i

Additi o
additio
establii
cyberse
framewo
me d
ndar
tten
not
e h
e of

pursuant to Section 21(
e measures, standar ds a
t the measures standar
b |
e e
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ased on international
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r
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o d
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The PDPA defines fipersonal data breachid
dat a, |l oss of personal dat a, mi suse of
access of personal dat a.

e PDPA, where a
data breach ha:
in the manner z
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T may resul

t in physical arm, fi Ci ¢
records or damage to or | 0oss or prope
T may be misused for illegal purposes;
T consists of sensitive personal dat a;
f consists of personal data and other g
combined, could potentially enable ic
T i ssomgnificant scal e A personal dat a
isignificant scaleo if the number of
one thousand (1000) .
The notification to the affected data ¢
unnecessary del ay, not | ater than 7 da\y
notification is made to the Commissi on:¢
It is however unclear whether the afor
19Are there notification requirements in
events? What are the ti elines for sucl
The CSA considers a fAicyber security inc¢
out on or through a computer or comput
authority, that jeopardises or adversel
computer or comput ermpsuytsetre no rorc oampouttheerr
Under Section 23 of the CSA, there is
security incidents Specifically, i o0t
entity that a cyber security incident |
of the NCII ownetdeoNCbperatetdybyt he NCI
Chief Executive and its NCII sector | e:
The period for such notification provi
Notification Regulations is summari sed
T i mmedi ately, when comes to the knowl €
cyber security incident has or might
T within 6 hours from the time the cybe
required particulars, such as the tyrg
security incident, the sevedraittey aonfd t t
time of the occurrence of thet c.y;ber ¢
T within 14 days after tkReumaotiyfi &zt iden
provide to the fullest extent practic
i nformati on,arstuicchulaasr st hoef pNCI | aff ect
number of hosts affected, the partict
actor, the impact of the cyber securi
taken, etc. ;
T from time to time as may be required,
the cyber security incident as the Ct



- 1,193) !

NA

D) OUTSOURCI NG ANBOBRERSTRANSFERS

International Data Transfers
20Does the PDPA i mpose requirements in r
data to other jurisdictions? What are
requirements may be met ?
Section 129(2) provides that a data co
data of a data subject to any place ou
a.there is in that place in force any
the PDPA; or
b.that place ensures an adequate | evel
processing of personal data which 1is
of protection afforded by the PDPA.
Notwithstanding the foregoing, a dat a
per sonal data to a place outside Mal ay
a.the data subject has given his conse
b.the tr ammexfeesrsairsy for the performance
the data subject and the data contro
c.the transfer is necessary for the co
contract between the data controller
entered into at the request of the d
the data subject;
d.the transfer is for the purpose of a
purpose of obtaining | egal advice or
defending | egal rights;
e.the data controller has reasonabl e g
circumstances of the case the transf
mitigation of adverse action against
practicable to obtain thebgensehbdb it h
transfer, and if it was practicabl e
subject would have given his consent
f.the data controller has taken al/l re.
exercised all due diligence to ensur
that place be processed in any manne
Mal aysia, would be a contravention o
g.the transfer is necessary in order t
data subject
Appoint ment of Data PPartew sYWarsdamgd Third

21What are t
appointing
the data ¢

As stated
any person
processes
does not p
processing

t
r

e requirements and relevant
a data processor to process
ntroll er?
n Question 4 above, the PDP
other than an employee of
he personal data solely on
ocess the perponapabsdat aWher
of personal data is carried
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of the data controller, the data proce
Principle as specified in Section 9 of
Further, per paragraph 4 of the 2015 S
personal data is processed electronica
appointed third party with a contract
personal data activities

22What obligations does the CSA i mpose o0
outsourcing arrangements?
To date, there is no obligation i mpose
outsourcing arrangements under the CSA
above in Question 21 in relation to th
context of provision o€thcwmpmherpeteaentt gl
provided as part of an outsourcing arr
service provider s kelelpiomhbys erewgeuitrheenerndcs

mandated by the CSA on each occasion i
cybersecurity seegpiimtgsagnd nmdiundti aign ikreg |
records:

a.the name and address of the person er
cybersecurity service provider for 1t
b.the name of the person providing the
of the licensed cybersecurity service
c.the date andectumetygf seybéece that was
l'icensed cybersecurity service provic
the Ilicensed cy®Dl OEARAONt Y service
d.details of the type of cybersecurity
e.such other particulars as may be det e

ACCOUNTABI LI'TY AND OTHER COMPLI ANCE O

Data Pr ot e€Apipooni nLtanwe n t o f Data Protecti ol

Accountability Requirements

23lLs there a requirement to dDPWYi?ntl fa sda
what is the scope of responsibilities
reqguirements in relation to the DPOO&s
Section 12A of the PDPA provides that
or more DPO who shall be accountable t
compliance with the PDPA. Where the pr
carried out by a data praocceosnstaroldmerheh
processor has the duty to appoint such
Data Protection Guideline on Appoint me

(ththe DPO Ga) dewhineh is to be read toget

Commi ssioner 6s2@2% cUA@mapo Nmt mdrht of Dat
Oof ficer), provides for the scope of re
reqguirements in relation to the DPOO&s

ers and data processors a

Data cont I
i f ot r processing of personal d

DPOs
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onal data or more than 20,000 da!
itivaapgear saarcdludi ng financi al i nf
data subjects; or

i vities that

per s
sens
than 10, 000
acti
dat a

require regular and

The DPO Guideline provides several exa

regular and systematic monitoring of p

form of activity where data subjects a

of fline for pur posess nogf widhawieo wroanls i adde

activity which requires regular and sy
data, which in turn requires the relev
to appoint one or more DPOs.

The roles and responsibilities of DPO,

the data controller or data processor

assisting the data controller or dat a

assisting with data proteernswomi ngnp@arcdp «

breach and security incident managemen
with data subjects and the Commi ssione

With regard to the DPO6s qualification

mi ni mum professional qualifications re

a DPO (unless otherwise determined by

processor or the Coomibeméepnelrnfaoy e€ve

controller or data processor must ensu
demonstrate a sound | evel of the follo

T knowledge on the PDPA, requirement ul
practices in the country (including
protection | aws, where relevant);

f understanding of the data controller
operations and the personal data pr o
carried out;

T understanding of information technol

T personal qualities such as integrity.
governance and high professional et h

T ability to promote data protection c

24Are there other obligations under the |
handling processes or compliance with

As stated in Question 16, the PDPR req

and i mplement security policies that ¢

set out in the 2015 Standards. I'n this
establishes the secuwrailt yadtaa md arcckes sfedr
el ectronic-alkegtaondinahl y. Pursuant to

some of the manners in which the dat a

personal data, among others, include:

a.registering all employees involved i
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b.terminating an e
hi s/ her resignat
agreement, or ad
organi sati on;

c.controlling and
for the purpose
dat a;

d.establishing mphy
e.maintaining a pr
and making such

NA

mpl oyeeds access ri
ion, termination, t
justment in accorda

giedalr esecurity
oper record of acces
recordwheni tbhbéet €dr |

the Commi ssioner.

The PDPR also requires a data control

di sclosures to third parties in relati

that has been or is being processed by

Standards may akspepubwvetenfotottdevelo

processes and maintain records. With r

di sposal of personal data, the 2015 St

a.maintaining a proper record of perso
and making such record available for
the Commi ssioner.

b.di sposing pedlklbeati on forms used in
transactions within the period not e
the forms carry |l egal values in rela

c.preparing a personal data disposal s
24 month period. The personal data d
mai ntained properly

CybersecunAtgobawability and Compliance
25Does the CSA impose obligations in res
compliance with the |l aw is met?

Section 22(1)(a) o
Assessment and Aud
a cyber security r
operated by the NC

Under Section 22(
Ri sk Assessment a
audit by an audit
compliance with t
hi gher frequency
particular <case.

Pur suant to Sectio

assessment report
Executive within t
cybersecurity risk

f the CSA read toget
it Regulations also

i sk assessment in re
I I eenatri.ty at | east o

)(b) of the CSA read
d Audit Regul ations,
r approved by the Ch
e C8mwnoatyelaesstoromde s
s may be directed by

n 22(2) of the CSA,

or audit report shal
he period of 30 days
assessment report o
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26What other key compliance obligations
Under Section 24(1) of the CSA, the Ch
cybersecurity exercise for the purpose
NCIIl entity in responding to any <cyber

incident.

Under Section 20 of the CSA, there is
provide information relatingvhteom iitts NC
procures or has come into possession o
computer or computer system which in i
any materi al change is made to the des
operation of its existing NCII
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Legal Fr amewor k

1. What are th
in Myanmar ?

e main | aws governing data

The Telecommunications Law (2013) pri m:
telecommunications sector, albeit with
cybersecurity The main purposes of thi
cybercrime activities involandhg tel ecol
preventing unauthorised disclosure of |
encrypted systems to third parties

The El ectronic Transactions Law (2004,
facilitates electronic transactions an:
protection and cybersecurity I't recogl
signatures as | egally bi ncdyibnegr carnidme smpsou
as hacking and unauthorised data acces.
The Law for Protection of Personal Pri
Citizens is aimed at protecting indivi
provides for several ri ghts, including
from unauthorisesgosmavegatdt ¢éanckket aillni md
before collecting and processing perso
prohibits the unauthorised collection,
data. Violations are subject to penalt.i
proviissidoesi gned to protect individuals
and the requirements for consent befor.
personal data, as well as the prohibit]
use, or disseminati on osfu sppeernsdoenda |s idnactea .
2021.

On January 1, 2025, My anmar 6s State Ad]
Cybersecurity Law No. 1/ 2025, which ai |
digital security and online activities.
i mpl emented and will confei eednthboy ftohrec eMyoa
president. The | aw regulates and over si
activities especially on digital pl at f «
services providers, and VPN providers.
Additional | ys;peniitfhiicn sseeccttoorrs, t he Fi nan
mandates that banks must maintain conf
informati on, including accounts, recor
protection within the financi al i ndust |

Data Protect$a

ome Lafw Application

2.What i s the
Tel ecommuni

intended obj

j ve oOor main
cations Law a | e

ctronic
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cations w was enacted
aims of i
o}

L

t |l aw are to
on techno

y

c

s
gy, expand t|
, pgeosvitdee gui d
providers, e
feguard tel e
is law is de:
i epfr oipnevrotlyv itnh

n e
ns and sa
diti t h
g onro nneiys cohr
ions networ ks. It al s
on, wrongf ul restrain:
eats made using any t

Transactions Law, enact e
med at facilitating the
nol ogy. I't acknowl edges
rds amd | cygtad meDdaecdd ,on
sactions and computer ni
e public's personal dat

t h

ersonal data without (

iMorleaow eari matt achsewaadt c

ope of personal data pr o

w ?

is defined in the EI ecf
t identifies or is capal
does not explicitly cl al
hecomic¢e uddatnag, ndacti on 4 (
ity to any electronic |
at the | aw primarily co

i n gsueinsshi tai vsee ppaerrast o
al | personal dat
protection under |

with the El ectronic Tr

s to any individual, col
Il I ect , us e, or disclose

scope of the Electroni
kind of electronic reco
of-c cmmenrea icd la | a atnidv intoine s,
t errannastai cotniad n sd,e aal ri rnagnsg, e nhe
tracts, exchanges, and
sdiction overceaowpdper sol
the country or from i n.

tosri dfer ammeouw ountry to inside th

ransactions technology.

Il i cabl e

| aw pp
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Application

5.What is the inte
Law?
The primary obje
resources, criti
protect and safe
being harmed by
the application
take action agai
system based on

6. Who must comply

nded objective or main

ctive of the Cybersecul
cal information infras:
guard the sovereignty
cyber drhrewhdesr, miydbegeatt
of electronic technol of
nst cybercrimes, and t
cyber resources.

with the Cybersecurity

Government, private organisations and
information infrastructure, cybersecur |
services, establishing a VPN or provid
this | aw.
Data Protection Authority, Enforcement a
7.Which are the key authorities that admi
El ectronic Transactions Law? What powe:l
n

have under the Electro

ic Transactions

The El ectronic Transactiamtshadamriwt iess afbd
admini stration and enforcement: t he Cel

Transac@BBNs a(nid
(BT C®B) .

the Electronic Transac

The CBET is responsible for planning e
transactions technol ogies, fostering c
domestic organisations in this field,
Control Boar d. I t ihrar,d sr eavd tsheg r iotry stea ca
deci sions made by the ETCB, and | egal |
requires prior approval from the CBET
The ETCB, established with the CBET's
|l icenses to certification authorities
aut horities and subscribers 't al so h:
access, inspect,atahdncbokec&ompet epesyst
of i nvol veuoeesntunidnero ftfheen | aw. Further mor
identification documents fraocensinidmvdc ase
of wviolations by certification authori:
admi ntiisver aorders, including fines, as w
cancellation of |icenses.

Penalties for contravention of this | a
1 to 15 years and/or fines ranging fro
depending on the cevweommiyt tefd.t he offen
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Additionally, certification authoritie:
or convi cteesd uonfd eorf ftehni s Law face admini
including fines and suspension or canc¢
8.ls there an avenue for appeal against
under the Electronic Transactions Law?
person/ andioggatniisfaitednwi th any order
the certification authority, such as t|
suspension of a certificate for a spec
certificate, may apply for rHewimsithre to
date of the order or decision. I f a pe
decision, or administrative decision m
for revision to the CBET, whose deci si
Regarding criminal acticonnsamnmemmdeondihd er d
cogni salkée dfidemust be submitted as cor
respective township police station.
Cybersecurity Authority, Enforcement and
9. Which are the key authorities that admi
cybersecurity? What powers do the key |
|l aws on cybersecurity?
Central Commi ttee for Cybersecurity, S
Cybersecurity, the designated Ministry
and enforce the Cybersecurity Law from
Central Committee and St eareisrpgp nGd mrhiet tf
adoption and i mplementation of cyberse
or action plans. Thehaglke gmawerd tDe piag d U
|l icenses for cybersecurity services ani
establishingdangPNPOr spreovices. The des
has the power to grant approval for thi
VPS services within the national cyber:
are no responsible Ministr.y or Depart mi
10l.s there an avenue for appeal against
|l aws on cybersecurity?
Under Cybersecurity Law, there are admi
penalties depending on the types and d:
The designated Department can i mpose a
warning or fine or temporary suspensi ol
cancelling of Iicense if cybersecurity
pl atform services pr olvaidrerrse smparcoimpil liiatl
by the | aw.
Any person or entity, dissatisfied wit!l
Department, can appeal to the Ministry
that administrative actions. Addition,
within 60 days ifamméedalsadeccifsieadn why hMit
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deci sion of the Centr al Commi ttee i s f|
admini strative actions.

Any criminal judgments by the competen:
courts in accordance with .the Code of
B) DATA PRI VACY AND DATA GOVERNANCE OBLI
Obligations CRell a&tcitngnt o Us e, Disclosure a
Per sonal Data (Data Privacy)
l1l1What are the | egal bases for processin
The | egal bases for processing personal
contdeexppendencon®ikesntehe pri mary | egal ba
El ectronic Transactions LaBy, iats ihd grhdti ¢
sol e basis. This secftoironu nsatuitphuolraitseesd paecl
concerning personal data, emphasising
consent .
However, there are specific circumstan
consent is not required for pCocessing
outlines these exceptions, mai nly rel af
enf orcement, as foll ows
i . Preventi on, search and enquiry, i nve
evidence in court by a government al
CBET, an Investigative Team or a rul

cybersecunaittwcksybe&yber Terrmai sm, C
cyber accidents or cri mes;

ii.Search and enquiry, investigation, g
charge, or the giving evidence in co
department authorised by the CBET, a
of Ilaw team mandated to work on a c¢r

ii i Enquiry, investigation, gat hering in
information undertaken if cybersecur
of concern to state sovereignty, pea
security.

When carrying out aceSteictiitoineg idut)l,i nede |

relevant department, or organisation a:

with distinct authority and is require:

standar ds.

12Does the Electronic Transactions Law i |
for the collection and processing of pi¢

The EIl ect

ro ¢ Transactions Law does i |
personal da
t

ni
ta may be coll ected, used,
-B, Spet sonakR7data can onl
0
i

1
According y b
di scl osed, r processeoedefodispetl §icel
the activities of the entity collectin
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I n addition, accAr@8hgototBBectawon 2hie I
Management PODMB)cemwsf{iarefrain from proc
data contrary to the objectives set ouf
subjects must be informed about the pul
being collected and processed. The not
time of the data collection or as soon

13Does the | aw impose separate or additi
to specific categories of personal dat
data) ?
As per the response to Question 3, the
additional requirements for distinct c.
sensitive personal dat a. Il nstead, the |
concerning electronnicc treancracd,i oalse c terl @
messages, and electronic signatures wi !
processing activities.

Obligations Relating to Care of Personal

l14wWhat obligations does the Electronic Ti
relation to the care of personal dat a?
This | aw imposes sever al obligations r
including the requirement to systemati
per sonal data in accordance with its 1t
specifically prohdibsdclsos hree exiami oamami oag,
di ssemination, coordination, restricti
personal data as evidence without cons.
refrain from processing personal dat a
the Addvi.ti onally, there is an obligatio
retained within a designated period af:

Data Subject

15What right
Law?

managing s

s do data subjects have unde:

aw does not provide the da:

I

ht to access, correction, da:
ct to the processing of pers:
tailo nd aotfa .p eTrhseonl aw del i neat es
n handling and processing pe
provisions. This indicates t|
the overarchi ng eirntoennmatl odfatta
e duties and obligations it |
uch dat a.
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SECURI TY OBLI GATI ONS AND DATA BREACH

Protection of Personal Dat a

l16What security obligations are i mposed |
of personal data?
While the Electronic Transactions Law
obligations in relation to the process:
comprehensive duties for th&,PDM@sePur
duties include t he psryostteecnaitoinc, satnodr apgreo c
personal data according to its type ani
the | aw. Additionally, the PDMO is prot
examination, disclosure, informing, di
alterati oonn,, dceosptyriuncgt,i or submission as
data without the consent of the indivi
PDMO is also required to refrain from |
that are contrary to the mb§tectives se
systematically destroy al/l personal daf
designated retention period These pr o
framework for the secure handling of pi¢
the | aw.

Obligations under Electronic Transaction

l17What are the security obligations wunde|
Law?
The Electronic Transactions Law outl i nq
el ectronic transactions, which include
ensuring the authenticity and integrit:
messages, protecti mgegudrastd magl edaetca,r oann
and certification authorities.
Section 40 allows individuals and enti
transactions to determine the required
electronic records and electronic dat a
empowered to select, use, andeiimpl emen:
security requirements

Notification of Security Incidents and D

18Are there notification requirements to
and ffected data subjects of a data b
for s h otification?
There are o explicit requirements for
affected data subjects in the event of

19Are there notification requirements in
events? What are the timelines for suc!|
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They do not specify notification
event s.

D) OUTSOURCI NG ANBOBRERSTRANSFERS

requi

Il nternational Data Transfers

20Does the Electronic Transactions aw il
relation to the transfer of data o] t |
ways in which these requirements ay b
The | aw does not explicitly impose req!l
other jurisdictions However, it does r ¢
the transfer of personal dat a, unl ess
is no mentiondofdument spelbmif $€i on P |
relevant authorities for data transfer
does not detail any formalities or con:
contractual arrangements in this conte:

Appointment of Data PParcteys sWersdamgd Third

21What are the requirements and relevant
appointing a data processor to process
the data controller?
The Electronic Transactions Law does n
requirements and obligations related t
process personal data on behalf of a di
does emphasise the prot ewattildm ecsf tprher s o
responsibilities of the PDMO in handl i
accordance with the | aw.
The PDMO is required to ensure the sys!
processing of personal data in accorda
Additionally, the PDMO is responsibl e
such as the examjnianfonmi dgsctliiossemi nat
transmission, alteration, destruction,
data as evidence without the consent o
permi ssion. Furthermore, the PDMO must
acti vi twietsh atlhiegnobj ecti ves set out in t
data retained beyond the designated e
destroyed.
No additional sectoral reqguirements X |
processing.

22What obligations does the Electronic T
parties in relation to outsourcing arrtr .,
This |l aw does not specify obligations |
arrangements. However, it does outline
authorities, subscribers, and other en:
transactions. These oblgi ¢ghtei oms$ eignclk yd



el ectronic signatures, complying with
services provided, and following secur |
dat a.

E)ACCOUNTABI LI TY AND OTHER COMPLI ANCE OBLI

Data Pr ot ecApipooni nLtamme n t o f Data Protectior

Accountability Requirements

23l.s there a requirement to appoint a daf
I f so, what is the scope of responsibi
any requirements in relation to the DP!

experience?

The | aw does not explicitly require thi
of fiBR®) (AThere are also no rules and
DPO. However, the |l aw does outline the
who is tasked with the systematic stor
personal data according tmompglsi anype vaint
the |l aw. The PDMO must also prevent un:
examination, disclosure, informing, di
alteration, cdoepsytirnugc,t ioorn submi ssion of p
evidence without proper consent or | eg:
PDMO is required to ensure that al/l pr
objectives set out in the | awegmwmadt hat
the designated retention period is sys:
No requirements are specified for the
experience.

24Are there other obligations under the
relation to its data handling processe:
El ectronic Transaction Law?
The | aw does not specifically require
processes to demonstrate compliance, n
mai ntenance of records of data process|
no requirement under & hpgrsotleaom itoon ciompdaia
assessment or similar risk assessment.
The only requirements relevant to dat a
as outlined in the response to Questi ol

CybersecuiiAtgoblbawability and Compliance

25Does the Cybersecurity Law impose obl i
demonstrating that compliance with the
The | aw does not impose obligations 1in
compliance with the | aw is met.
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ot her key compliance obligations
e ?

ey compliance obligations i mposed
ce providers include storing user
relevant | aws and regulations; r e
e inapproprdsatienfcornmetnitqgn stulceht c au
pts unity, spreads false news, or
ro acting promptly to block, remo:
ropriate content identified indep:
rietyaining relevant information r e
d of three years for personal dat
set by the depart ment; and col |l ab
ng committees whentydetahlrienagt swi t h ¢
attacks, or any process involving
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