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A)Southeast Asia and ASEAN
Sout heast Asia is a very diverse region
across the following 11 countries:
Brunei Darusy Cambodiaf I ndonesi a
Lao Peopl eds] Mal aysiaf Myanmar
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|l egal framework in respect of th
to develop a data protection | a

inmsadyi catlisoon sh@apecisfeicd odata protecti
requi rreaneanttbsnmgkfitaog exmampglienanci
, healthcar e,ectoenineecrdaems@re ciat i ons

requirements are not addressed in this g

Tabl Pata protection | aws in Sewpteltaddtc As

| avmannd regul ator)y requirements

Juri sdi|jLaw Year En¢

Brunei Personal Data Prote2025

Dar ussa

Cambodi|Per sonal Data ProteUpcomi ng¢

I ndonesfLaw on Protection 02022
(Law No. 27 of 2022

Laos Law on ElectroniNo.D2017
25/ NA

Mal aysi|Per sonal Data Prote2010
709)

MyanmarfLaw Protecting the (2017
of Ci(tUmekean Parl i am
5/2017)

PhilippData Privacy Act of{2012
10173)

SingapogPersonal Data Prote2012
26 of 2012)

Thail anPersonal Data Prote2019
2562 (2019))

VietnanPer sonal Dat a (Praow e 202

91/ 2025(QEepbprced th
Personal D a tl1a3 / P2rOo2t 3ef

CPwhich had been )en
Data protection | aws in the region are a
the first three jurisdictions to enact |
in Iine with more recemat adbelivied opmazat me n
European Unionbds Gener al Data Protection

7 ¢ Ht Wa VY LLbs



/| 6%26) %7 ! .$ 13%! . &2! - %7/ 2+3 NA

law in 2021/2022 to introduce severa
eased penalties for contraventions.
oduce new obligations on data contro
eased penal theaemnsgesamolhhge oRhiielri pcpi nes |
ulted on proposed. amendments to its
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Whitlrere are some similarities among th
Sout heast Asia, there are also signific
approaches taken and a desire in each |

rht

considerations. Forl eaws mpd we maquyi rod md
the foll owing:

T Limits on processing of personal dat a |
purpose of processing, notification of
processing);

T Care of personal
and accuracy of p

M Data subject righ
of personal dat a) .

data (e.g. requiremen:
ersonal data); and
ts (e.g. requirements

However, there are differences among t he
scope of -méet aboed requirements (e.g. in
processing or data subject rights that a
There ar e relqud retmeenrt s whi ch may be found
the |l aws (e.g. requi-bemeéen sdated atti amgs ft or
notification of data breaches).
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Not abhgre are significant differences in
jurisdi Btuonaes. DhpnpMaslsayasnifiech ai L, afdr exampl e
key focus is on the regulation of cybers
infrastructure.

Singap,orerdst he other hand, has recently
to go beyond the regulation of critical
cover other entities such as designated
rely opnartthyi rodwinteidc a | i nf or naast iwoenl |i nafsr aostthr
systems such as fisystems of temporary cy
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My an macrybbser secur ity | aw, which came into
regul ates cybersecurity service provider

Thehili pdd netst prlreswen itahmat specswiitchal | y de
critical information infrastructure. I ns
and cybersecurity practices can be found

| awsowevePhith@epi nes has an upcoming Cr it
Infrastructure Protection Act.

scybersecurity |l aw similarly does not
rastructure, but rather, cybercri me.
t a new draft cybersecurity |l aw ai me
ucture as we$tb pesrsemali ceéatuaei s under

n ~ =

rent cylbeew scerc uGyilteyr semomyr i ty ( No
doynl'y i mposes requirements in
t I for national security,

~ 0
>
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n 10 December 2025 and
idates and refines obl i
he Law onNoNet work | nfo

ogcTac< b
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Own
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oqmm*“ogc

I ndonaebgse@adoot ldedi cated cybersecurity | a
informationrandateyYstams t hat contain gen
pertaining to cybersecurity.

At pr €asembodieanot have a dedicatedheyber s«
hawehe text of ctubre edirtafyt ilnaw hies process o

devel opment as of | ate 2025.

Tabl EyBersecurity | aws i n Soudpeaisfti AAsi a
|l aws)

Jurisdi|lLaw Year En

Brunei CybersecygChaptaAa|{202

Dar ussa
Cambodi|Cybersecurity L|Upcomin

I ndones{Law on El ectron|{2008
and Transaction

2008)

Laos Law on Preventi|2015
Combating Cyber
61/ NA

Mal aysi|Cyber Sec20r2i4 y( A2024
854)
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Myanmar|Cybersecurity L|{2025
Philipp/Cybercrime Prev|[2012

2012
Singapo|Cybersecurity A|2018
Thail anf]Cybersecurity Al2019

2562 (2019))
VietnamLaw on Cybersec|2018

24/ 2018/ QH14)

*(Upcoming Law (

Cybersecurity p

December 2025 a

into effect on

Ti mbesalkeso does not have a cybersecurity

on a draft aw and

due cour se.

cybercri me | may be exp

have othe
requirement

Several jurisdictions may al so
cont ai ns pseeccitfoirc cybersecurity
di scussed in this guide.
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data protect
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Regi onal Cooperation at ASEAN

the transformation
sslptopéelied byl lka

areas including da
opment and endo
uni fatedodppheae
the ASEAN Digit
ASEAN Tel ecommun
( TELMI N)

At a
esti

in respect
Thi s I
by ASEAN t
efforts ha
previously
Technol

regi onal l evel,
mated to grow tlp
of several
d to the devel
acilitate a
been | ed by
own as the
ni sters Meeting

[/ www. wef orum. or-lgu ialgtéinuisptg-20 214/ 01/ asean

economy/ #: ~:

text=0ne%®20such%20huge%20o0opportunity%20i s,

2023%20and%204. 8
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. ASEAN Framework on Personal Data Prote

A key foundational frABMEANNTrkr ameWSEWKRNOTK
Personal Dat(&#DPr 6rec@®@wbonkh was entered
ASEAN TELMIN in 2016. While ttd nRIDmMhgFTr
(Paragraph 2) ,sertvesst attoe ss ttrheantgtihteni t he

personal data in ASEAN and to facilitat
Participants [ ASEAN member states], wi!f
promotion and growth of regional and gl

informatPanagraph 1).

The PDP Framework seeks to achieve its
Participants to adopt a common set of |
in their deDPsPrcobamhe¢de continuing t
facilitate free flow of information ama
(Paragraph 3.1).
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(7Account abOtgagi sations should be acco
with measures that give effect to the
making information available about it
practices.

iASEAN Framework on Digital Data Govern:

ASEAN expanded its scope of cooperati ol

ASEAN TELMI N enASEAN Fmamewhrek on Digit

Gover n@bDcG Fr améejdonrek DDG Fr amewor k sets

regionbds strategic priorities in 4 key

area, in order to guide member (ssteaet es |

Figure 1 below).

FigurSsummary of the DDG Framework (Sour

Framewor k)

Strengthen Data Ecosystem | Harmonise Legal and Regulatory Frameworks | Foster Data Innovation

Data Life Cycle &
? Ecosystem

Outcomes

* Data governance through
the data lifecycle (e.g.,
collection, use, access,
storage)

Adequate protection for
different types of data

Initiative

* ASEAN Data Classification
Framework

Digitalisation Legal,
Cross Border T
Data Flows E and Emerging _l_ Regulatory and
“  Technologies . Policy
Outcomes Outcomes Outcomes
* Business certainty on cross * Data capacity * Harmonised legal and
border data flows (infrastructure and skills) regulatory landscapes in
* No unnecessary development ASEAN (including personal
restrictions on data flows * Leveraging new data protection)
technologies * Development and
adoption of best practices

Initiative

¢ ASEAN Cross Border Data
Flows Mechanism

Initiative

* ASEAN Digital Innovation
Forum

Cybersecurity | Capacity Building | Enforcement Cooperation

Initiative

* ASEAN Data Protection
and Privacy Forum

The first sthaattae gliicf eprdyocrliet,yalhac ExS®@s yan
the i mportance of data governance at e
and how that can contribute to the ove
This includes measures to track and en
use of datat éopuappseprand i mplementin
access controls and security measures.
priority was theASEAN|IDpMmantMamdgeéement

Framewdrilkch was issued in 2021 (see bel
The second stCabegi Bopdeor DaeaofGhowses

i mportance of data to the digital econ
maxi mise the free flow of data within

transferred data is accorded the neces

under t

hi s

str adneegd ct hper i doervi etlyo pemevnits io f

Endorsedv1. pdf
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Cross

decided to develop
Model

Certi

devel opment .

Border Data Flows (CBDF) Mechani

t wo mechABEAMS unde

Contradqtsweael fQlrdahseasAlBEIANW) and th
fication for Crdadve Bander Ddt avhFlIc

For the thirdDstgridtad gisatproinoraintdy Emer gi

Technol,ogihees key focus is on | everaginhng
human capacity building, in order to e
organisations and their employees) wit
trends and technologies. Thriomityaitsv
establishment of the ASEAN Digital I nn

Finally, the f oulretghals,t rRaetgeugliact oprryi oarni dt yF
focuses on the development of a har mon

environment for dat
Framewor k. The init

a protection within
iative under this s

establ i shment of an annual ASHEArNumat a

for ASEAN member st
di scuss the initiat

i ASEAN Data Managem

ates to facilitate
ives under the DDG

ent Framewor k

The ASEAN Digital Senior Officials Mee
ASEAN Data Managem®mMiBY)iFr ae2vlo,r kas fian i 1
under the DDG Framewor k. I't is aimed a

in ASEAN participat

e in the digital ec

governance measures throughout the dat

protect ieorne nfto rt ydpiefsf
and may be adapted

of data. -Ohed DM i s
to meet varying bus

The following are six foundational com
explained in greater detail in the DMF

(1overnance and lom
organisation (gui

(2Rolicies and proc
management polici
the data I|ifecycl

(3Data invehtdenvyi fi
understanding of

elresmegrhttat i on of t he
dance to employees)

edDeaél dpmemenodo b dat
es and procedures b
€,

cation of data use
data taxonomy and d.

(4hmpact/ ri sk :adamacmhmemnmtssessment i f co

integrity or avai

“Avail ahbltepsat/ /| asearn . .eanrt d AMBRIEABE sMiah a g e e mime wo r k

lability of data is

.Final . pdf
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(5ControDesign and i mplementation of ¢
(6Moni toring and cont i:nuMounsi tiompirnogv,e me n:
measurement, analysis and evaluation
components in order to ensur-eothey a
dat e.
i vASEAN Model Contractual Cl auses

ASEAN
(MCC&% ur suant

ba
i n
j u
pr
by
cl
or

pe

Th
su
Ph
t h
re
me

Th
pr
fo
t o
da
of
us

i mp

Ea
no

=A =4 =4 =8 4 A

al so ASsEsAMled ea S€entofactual Cl
to the DDG Framewor k. Th
seline set of contractual terms that
their | egal agreements when transfe
ri sdictions within ASEANdaTlhei ICCs s
e

I

has

otected based on the principles in t
t he aw of an ABWESAINN eneseb rarsd aftreee t
auses, or adopt other clauses, that
business arrangements or rely on ot
rmitted under teare APEHPAN craebmbee rl asmt aotfe .

haeeobeened
Singaporeobs
nesd® National
gui dance mater.
ions expressly
i s m-bfoorrd ecrr odsast a

by several dat a
Personal Data Pro
Privacy Commi ss
als or public st
recognise the wu
transfers.

oOoQ ® T O O

MCCs i
ocessor
rmer may

necl whi ch

D

ude two fAmodul eso,
and data controller to data
be used in situations where
a data i mporter whvoe nmmdagyr b(er eaf ecrornetd at
ta processor or data intermediary) t
, and for the purposes of, the dat a
ed in situations where the data expo
orter whoesnayt pe data for its own p

c h
ted

cover.
by the

udes c¢cl auses
be amended

ncl
may

modul e i
above,

ng
par

def i
obl i
obl i
obl i
addi
boil
wi t h
t er mi

nit
gaf

ons,;
bhe data exporter;

gafi bheg data i mporter;

gafi bosh parti-esoffopl tenttohbhhsf
ttieornnasl f or i ndividual remedies; a
ecpbbhases (referred to as ficommer ¢
matters such as choice of | aw,

nation of contract, undertaking:

Final . pdf
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Joint Guide to ASEAN MCCs and EU St and

ASEANOGs MCCs are al so a -buosredfeurl draetsaour c
transfers between an ASEANSEANiIi sdictio

jurisdictions. At present, several ot h
own set of model or st a%@G@y)d wha rcthr arcatyu
be used, i f not required, for data tra
include, for exampl eEWbW) heCleiuma@a,peldandnK
New Zealand. The growing number of SCC
organi sations oper ambyngegldobal tyawsf er
two or more jurisdictions (that is, wi

jurisdictions and not just from one ju

To aid organisations transferring dat a
and a jurisdiction in the EUJOABSEAN an
Guide to ASEAN Model Contractual Cl aus
ContractugfoChauws§gabeefirst part of the

referred to as the Reference Guide, pr
ASEAN MCCs and EU SCCs, including info
di fferences between them. The second p
Il mpl ement atpirooniGuwisdea,ddi ti onal i nf ormat

ASEAN MCCs and EU SCCs.

Notabl vy, both the ASEAN MCCs and EU SC
a boarder commerci al contract between

whil e the ASEAN MCCs may be adapted an
(subject to the requiremendmrss lodwsg he talp
EU SCCs may not be changed. Both the A

include definitions of important ter ms

Aiprocessingodo as well as obligations fo

data, for exampleas:in the foll owing ar

T awfubhessansfer;

T purpbsmitation and specifying the pul

T accuracy,

T datmd ni mi sati on;

1 stor(argeet ention) | imitation;

1T secuandyconfidentiality;

T onwatrrdansfers;

T datsaabject rightpatitigwgcbedehgcthrydrig
redress); and

T responlsabécountyability for transferrec

SAvail ahbtltep sat/ /| asear .eonrtd/uwgd o ad@uU i2the® 8 £ AN/ dIébi mttr aCc tawesle-E USt an dCeornd r act ual

Clauses.

pdf
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The Joint Guide also provides informat
requirements applicable to the ASEAN M
di spute resolution, termination and su

ASEAN Cybersecurity Cooperation Strate

On the cybersecurity front, the growin
cyber threats has triggered regional e
achieving a safe and secure cyberspace
endor sREEAN Cybersecurity Cood®2Z'@&)Y i on
subtitled ABroadening and deepening cy
secure and resilient ASEAN cyberspaceo
establishment of an ASEAN Regional Com
TeanCHROI) to give national CEtRiTghtefhor m
coordination and bolster the overall e
response capabilities.

ASEAN membeASEAMNMtes have
Cooper2202%)hi St bait €dg 0820 .
id by the earlier strateg:
n the following areas:

More recently
Cybersecurity
| a
i

’

foundati on
initiatives

(1Advancing Cyber Readiness Cooperatior
(2%t rengthening Regional Cyber Policy
(3Enhancing Trust in Cyberspace;

(4Regi onal Capacity Building; and

(5hnternational Cooperation.

"TAvail ahbtltepsat/ /| aseoart .eqrtd/uwd oads-CRBEA ¢ ChloMiREWM I atnegy. pdf

SAvail ahbltepsat/ /| aseart .eqrtd/uwgd o aAISH ANy Dbx/r s2eCcdudrpietryad p-BMm2210 25 - Bora2l2. pdf
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This chapter wa85| dsahuapya?2@?d6on

A)OVERVI EW

Legal Framewor k

1.What are the main | aws governing data
in Brunei Darussal am?
The main | aw governing protection

dat a
Personal Data ROQtWeIcPt@)omMh©r BPPO was en:
on 8 January 2025 and fully came into f

Prior to the PDPO, there was nho gener a
Brunei-demimmhiocati ons regul atory -authori
communications TecAlnigl,o gy slureddu sat rpyu b(Ifi ¢
consultation paper in May 2021 on a pr.
data protection for tIKenpuiltataedane Ptapre
Al TI subsequently issued a response to
public consultati oRied modDse eSmbnecre 2t0h2eln ,( |
conducted a number of industry engagemi
moved to approve the PDPO in early 202
Apart from a general data prsopteeccitfiiocn |
frameworks that contain requirements ali
(although not necessarily defined as s
scope of obligationsneasalcdadmpar @ed owietch i
example, for the telecomenmunseclasdcoinsern e
informBU®YN i(sh proteappdi caldkee €Cbédes of
i ssued under the Tel ecofmmaeaecahtcbodeOt
foll owing:

T Code of PtaetiTebetommunications Sect
(Mel ecommuni caad) ohesf fCoadtei ve 20 Februa

T Code of Practice for Gener al Duties
Sect@Gendmal Dud) e6S€odred | ssue effect
November 2025).

EUSI i s defi nedbuats niontc hiidmimgetdi otho,r egar
end user 6s b|||ing name, identificati ol
number, I P addr ess, l ocation informati
other inffetmabmmon{ cati ons Co9gde,Thearag

General Cbdeipsohibits undertakings or
angommer ci g elaattpinvgdtt ot s or services wi
teIecommunicatni(Bmynsedacl(cMmfrdxrert Blygeas
from using or disclosing UsSi except f
Gear al Bodees®r ot herwise Wltlhserhe cons .
concerGeeacer((@al Duties Cdde, paragraph 8.

rtycularly in relation to cr
ed in Brunei under the Cyber:

7 ¢ HU Wa Y LAY
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(Gybersecur@ttlyerAcltaws that may affect <c
the PDPO (in relation to pgrhet €otmpairt eaf
Mi suse Act ((Chhaipaherprid®hMi)bi ts various cr
Sectoral frameworks may also include r
cyber sé&our ietxyampl e, the Brunei Darussal
i ssued notices on early detection of ¢
requiring financi al institutions and b
identi hiscasisomment, responses and monito
incidents, among other things.

Data Protetct$dome Lafw Appl icati on

2.What is the intended objective or main

Unl i ke, for exampl e, Singaporeds Persol
PDPO does not include an express provi
purpose. Alomevheas explained in its Resp
for introducing the PDPO i s:

(ayprovide for the protection
sector or gvdnichatsieerks to col |

f indiwvi
ect
process personal data for th

(0]
Cc , us e,
e

ir pur pc

(byydbacili t-tadred err ofslsows of personal dat a
devel opment of the digital economy ir

sets out the obl
spect to their <co

Accordingly, the PO
re
idual sé6 personal da
c ed
he

P
organi sations with
processing of indi
relation to the pr shshi anrge | caft i-tohne itro pcer
border transfers, t PDPO includes a
transfer personal data out of Brunei i
requirements to ensure the transferred
compar ablIPDPtOa tHbevever, as of January 2
i mpl ementing this requirement have not

.What is the scope of personal data pro

nw o <T
S5t~ =
oo =
®OPODOCL

S oo

o]
a
rooi
i a

, wWhet he

>
o

SO>SO ®B oS

personal da
cluding pers
PDPO does n
uchedadaé¢ i wiou
ns which are
to account t
g individual
ri ate secur.
e dat a.

T QYT OO +E

cCOOoOgOD®OD®— O

~ = T7g-S>S0O-W0”
OU)

o
xé:-—r—ﬁ
QO ®» TTO OO

~ I3 o~

-5 -

7 ¢ HU Wa Y LY



"25. %) $125331 ,1 - NA

Business contact information falls out
data protection provisions. Such infor
individual 6s name, position name or ti
business address, busi rse 03 luedtnresrsi d a
number and any other similar informati
provided by the individual solely for
4. Who must comply with the PDPO?

The PDPO applies to organisations, whi
company, association or body of person
whet her or not they are formed or reco
resident or have an sfincBronepl ace of
However, the PDPO does not apply to in
domestic capacity or as an empl oyee

As noted above, the PDPO applies only
does not apply to public agencies, whi
Brunei (including any ministry, depart
any tribunal appoi mmtwed anmrdd em ya mpy ewrcirti tb
statutory body. Public agencies in Bru
of Brunei s data protection rules

CybersecunbBteypkawf Applicati on

5.What is the intended objective or main
Act ?

The Cybersecurity Act enables the Comm
flCommi ssdpnto require or take measures
respond to cybersecurity th
owners of computer systems
infrast€lolgture (A0

reats and i
designated

6. Who must comply with the Cybersecurity

Owners of computers or computer system

Commi ssioner must comply with obligat:i
Pursuant to Section 9 of the Cybersecu
designate a computer or computer syste
(a) the computer or computer system is
delivery of an essenoiatompremicee ahdt
computer or computer system wil/| have
availability of the essential service
computer or computer system is |l ocated
Darussal am.

The Schedule to the Cybersecurity Act
services. These services relate to the
i nfocommunicati ons; heal thcare; bankin
security; emergency semvinge®f &overinome
medi a; and water.

7 ¢ HE Wa Y LY



"25. %)

$!

2533! , ! -

Data Protection Authority,

7.Which are
PDP® What

the key

powers do the

1 as
protect

he

n 44)

O R il

@O OS> =~ wnw s —
—_ —

- DODC O TFTOOD®—

OSSO  Fow

t
t
r any
w

Sections 36 and 37
sation that has

i
tions to:

- =5
Qo
® Q9 D

r
n
C

ep!| |l ecting, usi
e PDPO;

stpreorys on al dat a
ovacdceess to or
he organisation
reqymeetpof
the annual
10 million

ng or

col |

= 4 —a
o T~ T a T’
B0 F =0 >~

a f
turnover
(whi c
there an av
made under t he
Section 40 of the
ved by a decision
under the PDPO, t
ider the
sati on
t the

may appeal
decision or

n —"unu o

Where a ppeal i s
tecti on DRAEEaf
P and

deci si

a
o}
A t he

n
Pr
DP
he on or di

aut hor

y that
t is
tional
s mavrag ielnlees sf @mrm
providing

Secti
PDPO.
origfaine ¢ ad 0o ounme rot P r @n
, to
facts

es with

not

ected in
correct
intentionally
i nanci al
hever i s

appeal

|l odged

DPAC

NA

Enf orcement a

ities that adm
key aPuDPf®oriti e
ni sters
nati onal

platforms o
prad m
advi s

admi
t he

i on.

a complaint ol
on 43 of t he
This incl ui
examine oI
and circumst
advance not

of the PDPO, .
complied wit|

di scl osi

ng pe
contr a
personal dat
rne

0

penalty
ani
)

0
t

of the org
hi gher

against
PDPO,

or di
hey

where an
rection m
may make a

deeirniaan veld ydi meact indmn v i

to t DbeA®@)ata Pr
direction made

with the DPA
r€mmemmbhget H &
hearing an ap
rection which
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Cybersecurity Authority, Enf orcement and

9.Which are the key authorities that admi

Cybersecurity Act? What powers do the |
t héybersecurity Act

The authority r
Cybersecurity A
Commi ssioner .

esponsible for the admi |l
ct is Cyber Security Br

The Commi ssioner has a broad range of
Act. This includes:

T t hppower to issue directions to the ow
relation to a cybersecurity threat, ¢
standard of performance, appoint an &
with any code of pr aomtainccee,orp asrtta ncd gorac
cybersecurity exercises, or for any ¢
the cybersecurity of the ClII (Sectior

T thpeower to investigate and prevent cy
including issuing requests for inforr
directions for remedi al measures to
Cybersecurity Act).

Depending @womphe ameme, penalties may in

terms of imprisonment.

10l.s there an avenue for appeal against

Cybersecurity Act?

Perswhe are aggrieved by a decision ma:
Act may make an ppeal to the Minister
I nfocommunicati

(Section 19 of

s against a decision
e Cybersecurity Act).

B DATA PRI VACY AND DATA GOVERNANCE OBLI GATI

Obligations Relating to Collection, Use,

Personal Data (Data Privacy)

l11What are the | egal bases for processin;
PDPO?
Under Section 8 of the PDPO, an indivi
an organisation collects, uses or disc!|
unl ess collection, use or disclosure w
aut horised by | aw theaPDOcappioersunde
Consent and Deemed Consent
Consent may be explicit or implied frol
through an individual 6s actions or i na

7 ¢ Ht Wa Y LLERY
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I'n addition, Sections 11 and 12 of the
which may arise in the following circul
(awhemana individual voluntarily provides
purpose, and it is reasonable that tI
( bi)tthe coll ection, wuse or disclosure of
reasonably necessary for the concl usi
organisation and the individual; or
(cwhethe organisation conducts a presct
adverse effect on the individual, not
for collection, use or disclosure of
reasonabl e period of time for them tc

Exceptions to Consent under the PDPO

Section 14 of the PDPO states that an ¢
and/ or disclose personal data (as the
circumstances or for purposes set out
These include:
(agxceptions relating to the vital i nt e
(béxceptions relating to the public int
(céxceptions relating to |l egitimate int
(déxceptions relating to business asset
(egxceptions relating to research and
12Does the PDPO impose other requirement
processing of personal data?
Purpose Limitation
Organi smaatyi oomsl y col |l ect, use or disclos
PDPO for purposes that a reasonabl e pe
in the circumstances and that are rel e
reasonably necessary for itd)purposes |
Notification
I'n additi on,muocsrtg agreinseartaildnys i nform indiyv
for the collection, use or disclosure
collecting the personal data although
form in which notice must be given (Se
13Does the | aw impose separate or additi.
to specific categories of personal dat
data) ?
As noted above, the PDPO does not incl
sensitive personal dat a. However, such
definition of personal data wunder the |
need to take into account ftohre esxeannspilte ,v |
when determining the appropriate secur |
pl ace to protect the dat a.
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Obligations Relating to Care of Per sonal

l4What obligations does the PDPO i mpose

personal data?
The PDPO i mposes the following obligat:

Accur acy
Organi switlilonbse required to make a reaso

personal data it has collected is accurt
used by the organisation to make a dec
is Ilikely to be dssatiosetdtobpnbhbeor gapg:
(Section 21).

Retention Limitation

Organi swaitlilonbse required to cease to ret
per sonal dat a, or remove the means by v
associated with particular individual s,
assume that the purpose f orolwheiccthe dt hiast
l onger being served by retention of 't he
|l onger necessary for |l egal or business

Data Subject Rights

l15What rights do data subjects have unde|

The PDPO provides individuals (data sul

Right of Access

I ndividuals wil/| have the right to req!
with their personal data that is in thi
the organisation, and information about
data has been (ous emhyorhadvies chlepesn®rd i n t h
period preceding their request. This r|
including, for exampl e, i f the infor mat
another individual (Section 18).

Right of Correction

I ndividuals wil/| have the right to req!
or omission in their personal data that
control of the organisation. This righ
including, fori oemxa@mplog,i niironr elagta kept
evaluative purposes (Section 19).

Right to Withdraw Consent

I ndividuals wil!.l have the right, at an:
to withdraw any consent given, or deem
to the collection, use or disclosure o
cannot prohibiwithdraeawdongl sohsemt alth
not affect the consequences of such wif

7 ¢ Ht Wa Y LLERY
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Right of Private Action

An individual who suffers |l oss or dama:
contravention by an organisation of Pal
subst aretqgiuMa ements relating to collecti
of personal data) may commence a priva:
where AI Tl has made a decision in resp:¢
contravention, the rightseaoldfl erafvtagre alcl
avenues of appeal have been exhausted |

f Erasure

di viduals do not have a right
e possession or under the cont
I TI has the power to direct an
t has beravemwmtilectefd time cPDRPO

C)SECURI TY OBLI GATI ONS AND DATA BREACH NOTI

Protection of Personal Dat a
l16What security obligations are i mposed
the processing of personal dat a?

Under Section 22 of twiie IPDRO,r eogrug arneids at
per sonal data in their possession or ul
reasonabl e security arrangements to pr.

(agnaut horised access, collection, use,
modi fication or disposal of personal

( bty hleoss of any storage medium or devic
stored.

Obligations under the Cybersecurity Act

l17What are the security obligations wunde|
Under the Cybersecurity Act, Cl | owner ¢
processes for the purposes of detectin
incidents in respect of the ClIIl, as sef

practice.

The Cybersecurity Code of Practice for
(Gybersecurity CoderefuiPrastClkl owners

security configuration baseline standal
applications, network devices and ot he
with the cybersecurity risk profile of
baesl i nes must address the following sec
T removal of i nactive or unused account
T password management (default passwor

passwords shall be stored in their he
T removal of unnecessary services and &
T closure of unused or unnecessary net.\
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T enabling only external physical conne
operation of the CI1I;
f protection against mal ware; and
T timely wupdate of softw@ybkbenasdcseicuyiC
of Practice, paragraph 5.9.2.)
Notification of Security Incidents and D
18Are there notification requirements to
and affected data subjects of a data b
for such notification?
Under Sections 26 and 28 of the PDPO,
soon as is practicable, but in any cas:
the assessment that a data breach:
(aesults in, or is likely to result, S
individual s; or
( biy, or is likely to be, of significan:

The terms fisignificant harmo and Asigni
the PDPO. However, in the Response, it
account international norms and i ssue |
these ter ms.

Organisations must also notify the aff
notifying AITlI wiflthesddata lbreashl i kel
significant harm to the affected indivi
wai ver and exceptions set .out in Secti
19Are there notification requirements in
events? What are the timelines for sucl

Under SecthieonCylb6erosfecturi ty Act requires
the Commi ssioner of the occurrence of

(a) prescribed cybersecurity incident i
(b) prescribed cybersecurity incident i
computer system under the control 0
interconnected with or that communi
(c)any other type of cybersecurity inc
the Commi ssioner has specified by w
At the time of writing, the types of ¢
under this notification obligation hav
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D) OUTSOURCI NG ANBOBREBERSTRANSFERS

Il nternat

i onal

20Does t
data t
requir

Under

dat a t
requir
person
compar

he

he PDPO
o other
ement s

Section
O a coun
ements p
al dat a
able to

Dat a

may

Transfers

ments in r
Wh at

i mpose
jurisdi
be m

require
ctions?
et ?
24 of the r i
try or territory o i
rescribed under th D
wi || bf e pacoctcerca e do na tshtaa
the protection under t

PDPO, o

D CQ

Appo.

Al TI states that it il

mechani s ms

Response,
i f thooraodreas s ransfer

t
ec
PO at a | ater dat e.

owv —

nt ment o f Dat a PPRParcteys sVearsdamsd Third

21What

rel evant
process

and
or to

i ement s

r
process
r ?

ar e
appointi
the dat

o 9 O

u
a
| e
Data processors, who are

behafllihodo her organisati on
exception under the PDPO.

organi sat.
or public
Section 3(2)

ons
age

proces
writin
f ol

(a
(b
(cdatha
(d

Organi

obliga
proces

22Wh at 0
rel at i

Under

respon
engage
functi
The ClI
out sou
cybers
Code o

| owi

S person
g will o
ng obli

prot ecft iper sonal
netewmtfi @prer sonal

each not

)r ansff eger sonal

stahtaito nesngage

tions

un
sed on t

bligatio
on to ou

he
i bl e

t

s

s
ons,
I

r

e

f

al

nly
gations

data pursuant to a co
beeqeguéemedt sor ebapli |
(which are summa

dat a;
dat a;
cation
dat a

i foi obligation;

outside Brunei

an.

a data processor wil
der the PDPO in respect
heir behalf by the data |

t he
ng

ns do
tsour

es

Cybersecu
Ci t

arrangemen

rity Code
ountabl e f
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e Cybersecurity
their agreement
bersecurity of t
bersecurity risk
rms stipulating:

Code of Practices r e
s with the external |
he CI I and to reduce
S ass.ocTihaitse ds hwailtlh itnhc

M thteype(s) of access that the external

considering the ClIl owner 6s business
cybersecurity risk profile of the CII
T thebligations of the external party t
cybersecurity threats and report cybe
T threights of the ClII owner to commissi
partyds cybersecurity posture in relzé
activities or operations; or to requi
copy of the audit repdryt csohmomilsds itome e
audit for thepseapgpuapbs8s7. 3)
Furthermore, the ClIIl owner must establ
external partyds compliance with the t
above and any other terms in the agree.l
(paragraph 3.7. 4)
The ClIIl owner must also ensure that it
its agreements with external parties i
regul atory (pguageamemt3. 7. 5)

E)ACCOUNTABI LI'TY AND OTHER COMPLI ANCE OBLI

Data ProtetApmmni rntamwe nt o f Data Protecti ol

Accountability Requirements

23l.s there a requirement to appoint a da:
I f so, what is the scope of responsibil
any requirements in relation to the DP

experience?

Under Section 7 of the PDPO, organisat.
person to be responsible for ensuring
the ®DPvho is referred to as the DPO.

On 4 June 2025, AITIlI issued the Appoi nt
l evel of expertise and skills of DPOs
DPOs under the PDPO.

24Are there other obligations under the
i th

handling processes or compliance w
Section 7 of the PDPO states that orga

ti

(adevedmep i mpl ement policies and c
und he

it to meet its obligations
receive complaints;

pra
er t
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(bommunitwaties staff information about
practices; and
(cmakienf ormation available to individua
policies and practices.
On 4 June 2025, the AITI issued the De\
Management PrDPgWPd mmeri d®@, which sets ou
and practical guidance for organisati ol
CybersecuiiAtgoluawability and Compliance
25Does the Cybersecurity Act i mpose obl i«
demonstrating that compliance with the
Under Section 17(1) of the Cybersecuri:
carry out an audit of the compliance of
and the applicable codes of practice al
| east onXxyee aervser yThe audit is to be carr
approved or appointed by the Commissi ol

Additionally, Section 17(1) of the Cyb:e
conduct a cybersecurity risk assessmen:
and manner at | east once a year.

26What other key compliance obligations

i mpose?

The Commi ssioner may conduct cybersecul
of testing the state of readiness of CI
cybersecurity incidents. Cll owners mu:
i
S

exercise i f dir eot edy itrhewrCotnm ¢ stio ndkea
the Cybersecurity Act).

Additionally, if there is a change in
Cll, the relevant person must inform t|
ownership not |l ater than 7 days after f
(Section 15 of Achte) .Cybersecurity
Additionally, Cl | owners may al so be r
Commi ssioner, information such as inf ol
configuration and security of the CI 1
computer system under t hies cionntterroclo nonfe ctt!
communicates with the ClIIlI, among other
Cybersecurity Act).
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A)OVERVI EW

Legal

Framewor k

1. What are the main | aws governing data

p
p

Cambodia has not yet enacted any ¢
t

n Cambodi a?

ompr e
rotection | egisdaafonvalshongbfthae
rotection Law is being made availabl e

while the draft wversion of the Cyberse

i
b

C

Dat a

ntmarni steri al |l evel as, otfhe atrwoy dNroavfetnd
eing discussed and developed.

der current practices, matters pert al
1 broadly wunder the right to priveza
nstitution, and certain provisions I
de, and other spediafwi onl &Ewecsuohmias C
ommerce Law) and the Law on Banking
hose | aws generally protect the right
over personal dat a.

Protec®$c mme Lafw Appl i cati on

2.What is the intended objective or main

00~ ~oQ "~
DO VWY DO TT

aw?

e Iltehvasave data protection and data pr
e Constitution, t h@o nitmevrid e Cloadve , a raen dl
neral applications that would be apj
ivate/ public organisatied. a3$ha €f€apset
w of the country while the Civil Co
sues such as contracts, family- 1| aw,
mmerce Law is a specialise€edmmawcgoVvaer
mbodi a and Dboedtiwae eann dC aanbbr o a d .

3.What is the scope of personal data prot

rotection | aw?

o law or regulation defining

datao waf£odemkerced Lawde whi béa |
| at es ehomasetopinmmearncdke carcassvi ti es
odi a, asr di,a ghamugpctodr sr,u mbyemb o |
o]

n
i
u
b
e sounds, vi deos, information o
ared in a form suitable for wuse in
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4. Who must comply with the data protectic

The Constitution, t h@o Cmevrid e Cloadve arnad It

gener al application and do ntoer rciotnotraiice
application of the | aw.
CybersecuifiBtepkeawf Application
5.What is the intended objective or main
|l aw?
The cybersecurity |l aw in Cambodia is st
6. Who must comply with the cybersecurity
Not applicable.
Data Protection Authority, Enforcement and
7.Which are the key authorities that admi
protection | aw? What powers do the key
data protection | aw?
There are no key authorities although
substanti al powers over data protectio
are the authorities handling the draft
Law Cyber seauwmrdi tCy bleaw,r i me Law or might
|l aws to some extent:
T Ministry of Post and Telecommunicatic
T Ministry; odantdnterior
T Ministry of Commerce.
8.1ls there an avenue for appeal against
under the data protection | aw?
Not applicable.
Cybersecurity Authority, Enforcement and A
9.Which are the key authorities that admi
cyberselcaw? tWwWhat powers do the key auth
the cybersecurity | aw?
There are no key authorities although
substanti al powers over cybersecurity 1
the authorities handling the draftin
Cybercrime Law:

inistry of Post andandiél ecommuni cati g
inistry of Interior.
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10ls there an avenue for appeal against
cyberselcaw?ty

Not applicable.

B) DATA PRI VACY AND DATA GOVERNANCE OBLI GATI

Obligations Relating to Collection, Us e, D
Personal Data (Data Privacy)
li1What are the | egal bases for processin
There is a gener al recognition of the r
protect data from unauthorised access.
consent, which means no specific conser

that a person obet aisnsnoc ocsnpseecnitf,i ct feorr m o
required.

12Does

the data protection | aw i mpose ot
col l ecti C

ion and processing of personal
Not applicable

13Does the | aw i mpose separate or additic
to specific categories of personal dat ¢

Not applicable

Obl igations Relating to Care of Per sonal D

l14What obligations does the data protecti
of

the care personal data?

There are no specific | aws regulating t

retention of personal data in general e

basic guidelines for how l ong informat:i
S

across variou s exayrresl.l| Floed gexrasmpd lkequ | d
for at | east three years.

Data Subject Rights

15What rights do data subjects have under

Al though there is no comprehensive dat e
could be i mplCedimender Lalwe Eor exampl e,
subject has the right to access, opt ol

Commerce Law.
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C)SECURI TY OBLI GATI ONS AND DATA BREACH NOTI

Protection of Personal Dat a
l16What security obligations are i mposed i
of personal data?
Al't hough the Personal Data Protection 1
Commerce Law addresses (to some extent)
surrounding personal -Cloartnee.r cler tLiacw er e3q2u ic
any person who stores elretceodnarcy dat a t
measures to ensure that the data is r1ez¢
unaut horised access, use, alteration, |
party), unless authorised by the data s
However, the | awhat dc gt istpwetca d yinecess
Obligations under Laws Governing Cybersecu
l17What are the security obligations under
The cybersecurity |l aw in Cambodia is st
regul ations address security obligatior
Notification of Security Incidents and Dat
18Are there notification requirements to
and affected data subjects of a data b
for such notification?
No. There are no | aws or regulations tF

notifications or procedures.

19Are there notification requirements in
events? What are the timelines for suct
No. There are no | aws or regulations t}

notifications or procedures.

D)OUTSOURCI NG ANBOBRE®S TRANSFERS

I nternational Data Transfers

20Does the data protection | aw i mpose r e
transfer of data to other jurisdiction:
these requirements may be met ?
No. There are no regulations or provisi
transfers of data, except for personal
and financi al institutions, which are
Management Guidelines.
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Appoint ment o f Dat a PPRParcteys sVearmsdamsd Third

21What are the requirements and relevant
appointing a data processor to process
the data controller?
There are no | aws or regulations explic
of data controllers and data processor ¢
|l aws related to appointing a data proce

22What obligations does the cybersecurit)
relation to outsourcing arrangements?

here are no | aws or regulations i mposi
relation to outsourcing arrangements.

E)ACCOUNTABI LI TY AND OTHER COMPLI ANCE OBLI

Dat a Pr ot ecApipooni nLtanwe n t o f Data Protection (

Accountability Requirements
23l.s there a requirement to appoint a dat
so, what is the scope of responsibiliti
requirements in relation to the DPOb6s ¢
No. There is no requirement tbP@ppoint
24Are there other obligations under the ¢
to its data handling processes or compl
protection | aw?
Not applicable.
CybersecunAtgoblbawability and Compliance Re
25Does the cybersecurity | aw impose obl ic¢
demonstrating that compliance with the
The cybersecurity |l aw in Cambodia is st
26What other key compliance obligations
i mpose?
The cybersecurity law in Cambodia i s s
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A)OVERVI EW

Legal Framewor k

1.What are the main | aws governing data ¢
in I ndonesi a?
Data Protection
The main | aw governing personal data pr
27 of 2022 on ProtecRDanLoa)J Weirslbnabhs D¢
enacted on 17 October 2022. 1ts i mpl eme
issued. However, as of |l ate 2024, the N
DigitalMoCbEA prev{odusly known as Mlnistr
Communication aMOCId)nf oramatdicrsc (lfiat ed a
government regulation under the PDP Lav
By the completion of the transitional I
PDP Law, al |l provisions issued under ot
per sonal data protection wil!/l remain Ve
with the PDP Law. Tdatsa imrcdtuaeetsi @rermsrom
outlined in | aws such as Law No. 11 of
Transactions E&a§ amsnBGeder (flent Regul at
of 2019 on the Organisation of Electror
71/ 2019MQPCI aRegul ati on No. 20 of 2016 o
Personal Data in Rlegutil moniod )RBY tOehd ( A
transitional period has | apsed and the
enacted, the PDP Law is still the main
I'n addition, provisions related to per ¢
found i nspediufsita yregul ati ons. For insta
under Law No. 10 of 1998 on Banking ( as
unaut horised disclosuoenofiofieort mmei ©a, [
details of customers and their funds. |
Services Authority issued Regul ation 272
Protection in Financi al Services, whict
protecti osn apsr ipmnacritplof mar ket conduct to
and privacy, and are prohibited from st
consent, with -pemplitaesef o8i miohar |l y, in
under Law No. 17 of 2023 opaHeahtbhp doc
medi cal conditionsawddoa 3adudofet®9®ds.
Tel ecommuni cati el exlognanume guitti @enptopee at
the confidentiality of wuser data and ke
received data for poessble criminal i Ny

Cybersecurity

The I n
KUH®)
instan

donesi aKi Pabakn@edngg (Hukuim Pi dana
has |l ong been instrumental in pr
ce, fraud has been used to addr es
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activities, forgery applies to the fal s
property damage can be applied to hacki
or alteration of data. Nonetheless, KUL
its lack of tsplecéddntcextys.t o di gi

NYdlif e, there are no regulations specifi
However, gener al provisions pertaining
within the EIT Law, as it specifically
against electronic i ntfhoerima trieosnp/edcotci uwnee nst
such as hacking, wiretapping, phishing,
of electronic information/documents. TEF

provisions related to electronic transeé
net wor ks.

In addition, the regulation of National
Sandi dan Si BSSNNashooht, afiso be obser\
government al institution under and has
President, which is responsible for <car
field of cybersecurity and cryptograph)y
cybeusety efforts.

Data Protet3dome Lafw Applicati on

2. What is the intended objective or main
Personal data protection is a citizenbos
protected by the Indonesian Constitutic
reflects the need to protect individual
processing of persotnradnidca{eaan,ejcwnommhe:r, al
the use of data processing tools. The |
personal data that could be experiencec
entities

3.What is the scope of personal data prot
Al | forms of personal d aetlae, c twhoentihce ra ned e
regardl ess of the degree of sensitivit.y
AiPer sonal Datado means the data of an ir
specifically or in combination with ottt
indirectly, throuegH exnt relnd ct rsgyrsitce mr Trha
divides Personat eddpatiaes nto two ca

7 ¢ HU Wa Y LMY



$/ . %3) ! NA

Speci fic Dat
(i .e. sensitive
processing of w h i cemenal e
significant i mpac
such as discri min
a.health data and E'anmglafte name
b.biometric data -9 . .

) c.nationality
c.genetic dat a . )

. . d.religion
d.criminal record e marital st at us
e.childrenbds dat a ) . N

. f.combined dat a
f.personal financi Wwhich certain
g.other data refer be identified

rel evant | aws an ’
number and | P

4. Who must comply with the PDP Law?

The PDP Law applies to any individual,
international organisation that perforr
a.within the territory of Indonesi a; an
b.outside the territory of Indonesia, t
i .within the territory of I ndonesi a;
iion I ndonesian data subjects outside
However, the PDP Law does not apply to
individual for personal or househol d a
Cyvybersecuibtppkbawf Application
5.What is the intended objective or main
I nformation technology, medi a, and comn
significant transformations i n human be
rapid social, economic, and cultural ct
government recogni zes ntghes eicnuproirttya nacned o f
certainty in their wutilization, consi de
cultural, and ethical approaches. Among
cruci al role in addressing security di s
operations etgoalencseurteai nty.
6. Who must comply with the EIT Law?
The EI'T Law applies to all individual s
citizens) and |l egal entities engaging i
Law, whether within or outside I ndonesi
consequences widbinesora awdsimag h@arm | n
interests
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Aut hori ty, Enf orcement and

7.Which
Law?
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f mpmi donment

nes. Apart from this cri
al sor meofi mporsfeids ¢ at it hre df
and payment

the criminal

criminal acts
ommi tted by ¢

ti mes of t he
is fine, t he
on in the

nal acts are c
to 10

addition to h
mioam sé&ncti

(o] profits and/ or assets
ti

'l or part of the comp
bition from engaging
or

part of the company

p

activities;

ful fil ment
yment of

pa
.revocation of i
di s

gh the

of neglected obligations;
compensati on;
censes; and/ or

of the company.

PDP Agency has

yet to be €
Lawbés i mplementation is

C OonNnsEs
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8.ls there an avenue for appeal against ¢

under the PDP Law?
The PDP Law does not specifically outli
sanctions imposed by the PDP Agency. Ho
di sputes regarding personal data protec
arbitration, litigati on,utoirono tnheecrh aanitsem
accordance with the provisions of the
For arbitration disputes, parties seeki
may file a request for annul ment with t
Subsequently, if the District Court anr
may be made to thecDwprnemea i @dwsrthefPare
courts (with the District Court being t
the High Court, and then further to the
di sputes handled by alternative instit:!
appdblce within those institutions
I n addition, the PDP Law also regul at es
facilitate dispute settlements outside
i ssuance of the Presidenti al Regul ati or
Agency and a Governmenti Rpbgemaniatni det e
authorities, this section wil!/l need to
these regul ations.

Cybersecurity Authority, Enforcement and A

9. Which are the key authorities that admi

Law? What powers do the key authorities

There are no specific authorities desig
i mpl ementation of the EIT Law. Accordin
(GR 71/2019), the Indonesian minister r
informatics affairs (curerrendt [ty, otvheer sM@C
operation of electronic systems. Furthe
supervision over electronic systems in

the relevant ministries or institutions
Additionally, the EI'T Law specifies tha
l aw follow the provisions of the Crimin
I ndonesian National Police. However, ap
servants within rtrheen tgloyv eurnndreern tt h(lec uMOCD A
in information technology and el ectroni
investigation authority. These authorit
on reports, conducting inspeakedown eti
certain information and electronic syst
Regarding sanctions i mposed under the E
the type of violation and-I1c2anbirlalnigoen ffrio
2-12 years of imprisonment.
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10lL.s there an avenue for appeal against ¢
Law?
I'n addition to the criminal sanctions ¢
individuals can file | awsuits against i
utilising information technology that ¢
settled througheraralitterandtoinverdiogpute r
mechani sms
The appeal process remains consistent v
our response to Question 8 at paragrapt

B) DATA PRI VACY AND DATA GOVERNANCE OBLI GATI

Obligations Relating to Collection, Us e, D

Per sonal Data (Data Privacy)

li1What are the | egal bases for processing
Data subjectds consent is the main | egseé
data. When processing personal data, t}
individual, public institution or inter
individually or joisuby®cmuet théopmrpt
data processing. Bel ow is a detailed e
processing of personal dat a:
a.Explicit and valid consent of the sub
controller. The controller must state
i.the | egal basis for data processing
iithe purposes of the data processing
iithe type and relevance of the data
ivthe retention period of the documen
v.the details of the information col
vithe data processing period; and
vitthe subjectbés rights.
I f there are any changes to the above i
notify the subject prior to making the
a.Ful fil ment of obligations under an ag
to it or to fulfil the subjectds requ
b.Ful filment of the controllerdés obliga
regul ations.
c.Protection of the vital interests of
for serious medical care purposes rel
d.Performance of tasks for public inter
aut horisation of the controll er.
e.Fulfil ment of other valid interests,
and balance between the controllerés
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)

$/

%3 ) |

12Do
pr

Pl

pr
co
re

13Do
to

Ye
pe

88}
el
©

o o
"
O T

000 ~TT 0wy
O -SOD®D®D®S O

D T
mq

NA

es the PDP Law impose other requireme
oc sing of personal data?

int (a) under Questic
onal data must be cor
n the I ndonesian | anc
enldlerandh evociodn.sent t o

D
n

e e refer to
0 ssing of p
n e
r |

n
q

t provid
ement wi

cC”wow
- ®® O "

e
d
I

(2]
—

e he | aw i mpose separate or additic

cific categories of personal dat e

2]
©
()

S h

DP Law stipulates that the pr
o] h

di sabilities must be handl e
rom the parents or guardians
es, or usamgmetelrdds nf cwro npmaump Ice
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ecognizes gener al and specific pe
ement applies. Elucidation of t he
al data t hultd hav e ra coersesaetder ciomp a
al data subject, including acts «c
personal data subject. Gi ven spe
ormation |isted in Question 3 abc
, these may be recognized as sensi
ries.
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c

sing of speci fic personal dat a
ment (please see further informat

[} e]
D O
wn o
n n

Obl igations Relating to Care of Per sonal D

1 4Wh
pe

Th
of

a .

at obligations does the PDP Law i mpos
rsonal data?

s generally

e care of pers I i
tr r, as foll ows:

ona
a data con ol |l e
ensuring the accuracy, completion and
veri fjication

.updating or correcting any mistakes o

hours of receiving a request,;

.informing the data subject of the out
.mai nt arienctonrgds of all their;, data proce:

.providing data subjects with access t

processing history during the data re

.granting access within 72 hours of re

.all owing data subjects to modify thei
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i.it affects the security, physical o
or ot hers;

iiiLt i mpacts the disclosure of anothe

iiiit negatively aftd exnd sneacurointayy; def e

.assessihmgi mpact of personal data prot

data processi Agevpeds e tae nitiigh ri sk to

Thi s -lheiveelh ri sk may be a result of:

i .automati ecmakicngiwint h a significant |
subject ;

iispecific data processing,;

iiliarsgceal e data processing;

ivdata processing for the purpose of
scoring or monitoring of the subjec

v.data processi ng ffaotrc htihneg pourr pcoosneb i ni r
of dat a;

vithe use of new technology in data p
vidata processing that | imits the exe
.proteanidngnsuring the security of the
creating and i mplementing operational
data from unl awful processing interfe
security |l evel by considering the nat

.protetctthiengonfidentjyiality of the dat a

.supervasyngarty engaged in data proce:

controll erds control

.protedtaitmgfrom unauthorised processin

ng accessed unl awfu
system and/ or by pro
ns;i

cessing the perso
secure, and respo i bl e electronic sy
.st opptinegg data processing upon the dat a
consent within 72 hours of ;receiving

l'imiting the data processing
within 72 hours of receiving a del ay
f

apply i

i.the | aw does not allow delaying or
iithe delay or | imiting could harm ot
iithe subject is bound by a written a

that prohibits ;delaying or |limiting

.termi nahendata processing when the r

et
purpose of the data processing has be
ub

request is received from the data s
.del etdian@ when it is no | onger needed
the data processing, the subject with
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del etion requ m the subject, or
unl

processed ;

.destrayienglata in the event that:

i.the retention period has expired an

destroyed according to the archive
iithere is a deletion request from th
iiiit is unrelated to the resolution o
ivt he data was obtained, or processed

.not i ftyhiengsubject of the deletiamdor de

.bei mg@gsponsible for the data processin

accountability for complying with its

Subject Rights

15What rights do data subjects have wunder

Data subjects have the right to, among
a.obtain information related to the cl a
the purpose and use of their personal
of any party requesting the dat a;
b.compl et e, renew and amend mistakes or
according to the purpose of the dat a
c.access and obtain copies of their dat
d.terminate, erase and destroy their da
e.withdraw any consent to the processin
controll er;
f.object to anymalkitngrprdece s$ othhat i s b
automatic processing, including profi
economic condition, health, personal
behaviour, |l ocati on, oirc he | leecat drso nti oc | meog
i mplications and significantly i mpact
g.postpone or | imit the processing of a
according to the purpose of the dat a
h.file a civil |l awsuit and receive inde
the confidentiality of their dat a;
i.obtain and/or use their data provided
recognised forms and formats or in wa
el ectronic systems; and
j.use and submit their data to another
relevant systems are capable of safel
in accordance with the data protectio
However, the above rights are exoluded i
and security, |l aw enforcement processes,
state administration, supervision of the
policy, payment systems, financial syste
of statetaadminiostmcsaatistical interests a
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C)SECURITY OBLI GATI ONS AND DATA BREACH NOT|

Protection of Personal Dat a
l16What security obligations are i mposed |
of personal data?
Personal data controllers are required
of the personal data they process, by |

measur es:

a.Developing and i mplementing operatior
protect personal data from interferer
that is contrary to the | aws and regl
b.Determining the | evel of security for

account the nature and risks associat
must be protected during processing.

Obligations under EIT Law

l17What are the security obligations unde
Under the EIT Law, there are no specifi
the gener al requirement for electronic
the security of their services. Additi
users about the meplceaméntye dneias utresi i el e
systems.
However, BSSN through its Regulation N

Systems in the | mplement  gohatf oBIl ect |
8/ 2020further obligeas €£ESOsmentcotnaducdt e

systems as foll ows:

a.Strategic electronic system, i .e. thec
public interests, peelalnidc seemnuviicg, Jhe
providers of strategic electronic sys¢

(i$NI I SO/I EC 27001;

(iot)her security standards related to
the National Code Cyber Agency,; and

(iother security standards related to
the relevant ministry or agency.

b.High (risk) electronic system, i.e. t
interest of certain sector and/or r ec
el ectronic systems must i mplement:

(i $NI | SO/ 1 EC 27001 and/ or other secu
cybersecurity established by the Na
and

(iot)her security standards related to
the relevant ministry or agency.
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c.Low (risk) electronic systems, i.e. ¢
categorised under the strategic or hi
above. The providers of low (risk) el

i mpl ement :

(i$NI I SO/ 1T EC 27001; or
(iand/ or other security standards r el
established by the National Code Cy
Aft er war eéa,s stehses nseenltf r esul t must be rep:«
verification and determinati on.
fication of Security Incidents and Dat
18Are there notification requirements to
and affected data subjects of a data bl
for such notification?
Yes, under tihet PODPeveamt, of a failure to
the data controller must deliver writt
to the relevant data subject and the P
this currently r é&foer s etferteme eMOERBA) ur e
means a f ai ure to protect the confi de
the dat a is includes security breac|
I

, |l eading to thesurstomnuct |

t

|

Th
unintentiona
sed access to the data sent, :

unaut hor.i

The notification must at | east contain
a.the data breach;
b.when and how the data is breached; ar
c.the impact of the failure and effort:
failure.
Foll owing the notification to the MOCD,
information and clarification as it de:¢
also require the data controller to nof
According to the |l aw, this would occur
a.the data breach disrupts public servi
b.the data breach has a serious i mpact
19Are there notification requirements in
events? What are the timelines for suc|
EI'T Law is silent on the requirement f
i ssued BSSN Regulation No. 1 of 2024 ol
however, requires all ESO to establish
(@Gl ) tasked with managing incident r e
incidents to relevant authorities, and
mini mise future risks. CIRTs are organi
a.national Cl RT;
b.sectoral CIRT; and
c.organisational Cl RT,
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consisting of representatives from BSS|
parties/ authorities.

In the event of a cyber incident that
systems, the reporting flow starts frol
sectoral CIRT, with a copy sent to the
However, the regulation is silent on t|
events, but explicitly states that the
for the organisers in the strategic se:t
on public interesmatpoblailc deédrewnise, sec
economy) .

Al so note that if this incident invol vi
requirement referred to in Question 18

D) OUTSOURCI NG ANBOBRERSTRANSFERS

I nternational Data Transfers
20Does the PDP Law impose requirements i
data to other jurisdictions? What are |

requirements may be met ?

Under the PDBoLdwr ¢ransfer obligation

party (i . e. the personal data control |

following hierarchical manner :

1. The sending party must ensure the r1ec
a personal data protection | evel t hat
provisions in the PDP Law.

2.1 f the requirement in No. 1. is not
the existence of adequate and binding

3.1f the requirements in Nos. 1. and 2.
obtain consent from the data =subject
border transfer.

However, from our interpretation of thi

obtaining comoardterf alratar dgsansfers r ema

even if the conditions in items Nos. 1.

because, in principlaé, diahea tcroasgsfientefs

personal data processing and the PDP L.

consleamased model for data processing. Tl

obtaining the dat a s tbhojredcetrd sd actcan st e matn sff
remains necessary.

Further mor e, as both GR 71/2019 and MO

in effect, the transfer of personal daf
entities to abroad must be done in cool
aut horised officiali/institution, in thi

7 ¢ HU Wa Y LB



)

$/

%3 ) |

NA

l.areport on the planned personal dat a
country, the recipientdéds name, the tr
the transfer (a form for this is proy

2.anadvocacy request to the government,
necessary; and

3.areport on the implementation of the
for this is provided by the MOCDA).

Nonet heless, the enforcement and i mpl e
insufficiently not yet clear at presen
and the effective reorganisation of th

t he 1rO&€dt riuncttour M@QD Ao, f iM s di i

foll owing

expected to al so be reorgani zed. con:
reportifgrdeonsper sonal data transfers,
directorate Asmyofchdogember 2025, any

protectidonmarteleat ewi | IDi becuodatre tb®e Dig
Super voifs i MONCDA

Appoi nt ment o f Dat a PPRParcteys sVearsdamsd Third

21What are the requirements and relevant

appointing a data processor to process

the data controller?

When appointed by a controller, a proc

according to the controllerds orders. |

remains the controllerds liability. Thi

another third party p(rio.vd.dean dthhadr ipgr dca

the prior written approval of the cont

Some of the controllerds obligations a

t o:

a.ensure the accuracy, compl etion and c
verification;

b.record all|l their data processing acti

c.protect and ensure the security of ¢t}
and i mplementing operational technice
from unl awful processing interferenceée
security |l evel by consiadetrhhemgdatha; nat

d.protect the confidentiality of the dze

e.supervise any party engaged in the dez¢
controllerés control ; and

f.protect the data from unauthorised pr

22What obligations does the EIT Law i mpo:

outsourcing arrangements?

While the EI'T Law may not explicitly a

of the | aw and common practices sugges!

under the EIT Law must f{pardpyhesled viwlters |
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(outsourcing). This includes ensuring
compliance with relevant regul ations,
accountability or the processing of p.

f
to a third party.

Additionally, under Regulation 8/2020,
information security system management
di sclosure agreement must be entered i
from BSSN is requiredatlifonB®3SNtmotsi e o
administrative sanction in the form of

E)ACCOUNTABI LI TY AND OTHER COMPLI ANCE OBLI

Data Pr ot e€Apipooni nLtanwe nt of Data Protection (

Accountability Requirements
23l.s there a requirement to appoint a daf
I f so, what is the scope of responsibil
any requirements in relation to the DP
experience?
Yes, the PDP Law obliges a data contr o
a data protebcPt@G)oni fof ficer (A
a.the data is processed for the purpose
b.the data controllerés core activity
| arsgceal e moni toring of the personal d
c.the data controllerof6s-scakFe processiil
specific personal data or personal de

The above ir€omast it st bDesaNu@dwenrt

requ
151U X1202mending the PDP Law. Before
nily

DPO will o be appointed if all 3 act
However, there are no specific qualifi
requirements for the appointed official
the upcoming i mplementing Government R

on this matter.

Under the PDP Law, a DPO must have at I

a.informing and advising the controll er
with the prevailing |l aws and regul ati

b.supervising and ensuring compliance \
controller or processoroés policies;

c.providing suggestions upon assessing
processing and overseeing the perforr
processor; and

d.coordinating and acting as a | iaison
processing
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24Are there other obligations under the |
handling processes or compliance with
Yes, please refer to Questions 14 and
CybersecuifiAtgolbawability and Compliance Re
25Does the EIT Law impose obligations in
that compliance with the | aw is met?
Under the EIT Law, ESO must, unless sp¢
|l egislation, ensure that their electrol
mini mum requirements:
a.capable of displaying electronic infoc
entirely in accordance with the reter
Generally, under Regul ation 20/ 2016,
5 years;
b.able to protect the availability, int
and accessibility of electronic infor
systems,;
c.operable in accordance with the proce
for their operation;
d.equi pped with procedures or guideli ne
informati on, or symbols understandabl
e.maintain continuous mechanisms to ens:t
accountability of procedures or gui de
Al t hough these requirements are set oul
within the EI'T Law mandating the demon:
t hem.
Nonet heless, ESO are required to categ
pursuant to Regulation 8/2020 as per o
there are no specific obligations to d
requirements as set quwtl aitrn oQu esstaitcers 1 h
the BSSN neboimpés amee with this provisi
sanction in the form of a written warni
26What other key compliance obligations ¢
Anot her significant aspect of the EIT L
ensure protection for children who use
fulfilling this obligation, ESO must
a.provide information regarding the min
can use their products or services,;
b.establish mechanisms for verifying ch
c.establish mechanisms for reporting mi
features that violate or potentially
As per our response in Question 25, whi
there are no specific provisions mandat
compliance with them.

7 ¢ HU Wa Y LLBGY
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A) OVERVI EW

Leght amewor k

1. Wh
in

Th
Pr
su

f

Al
ar
ar

at are the main |l aws governing data
Mal aysi a?

e main | aw governing data protection
otecti onPRARK) .20Tthee (PDPA must be read
bsidiary | egislation, such as the fol
Personal Data Protect:t blhe rRegrudlatDbatnas

Protection Re@gli2Z@é¢li3o iRe g200) h3hiawres been
introduced pursuant to Section 143 of
concepts and requirements under the F
serve as a supplement to the PDPA to
seven principles of data processing;

Personal Data Protection (Class of Da
201t3hRer sonal Data Protection (Class
20 1(3he Qr)deprrovides for the classes o
e

hav to be registered as a data contr
Personal Data Protection (Registratio
201tBersonal Data Protection (Registra
Regul ati pnesv2de&8 for the procedure fo
controller;

Personal Data Protection: (tFreee sPBe rReagrud
Data Protection (Fees) Regulations 20
fee that may be i mposed for access re
Personal Data Pr ot ecRedrosnonSalanDatrad RrOal
Standar @thh2e0 1250 15 $fHamsecarsdout t he mini
standards to be observed by data cont
personal data, the retention period,
relation to personal data that apply
el ectroni saldl pepsonas data. The 2015
intended to be a minimum requirement
Per sonal Data Protection s Compoundi ng
Regul at i omnkRe2r0slobn a | Data Protection (
Of feshcRegul ations 2016 outline the of
compounded.

| processing of personal data in the
e required to adhere to the provisior

e otherpexadtiacr | egi sl ation that cont a

requirements such aes thcet F2 0Onla3n cwhail c hS egr o

in

formation relating to the affairs or
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institution; and the Private Healthcar e
Hospitals and Other Private Healthcare
contains provisions prohibiting the rer
from a private emdadilcall imliicniex ceerptd unde
recognition of the fact that separate s
industry practices in relation to the
handl ed and/ or may have deployed uni que
specific data protection rules, the PDF
designation by the Personal thata Pr ot ec
Commi ssdopnef data controller forums, ar
of practice for specific sectors/indust
I'n this regard, there havesptaidatce chaer
practice introduced for the foll owing,
controllers that have been registered
PDPA:

T Code of Practice for the Banking and

T Personal Data Protection Code of Prac
Sector

T Code of Practice on Personal Data Pro
Takaf ul I ndustrises in Malaysia 2017

1T t hkRer sonal Data Protection Code of Pr
Communications Class Data Users 2017

1T t hRer sonal Data Protection Code of Pr
the Healthcare I ndustry

T thkRer sonal Data Protection Code of Pr
(Wat;er)

T t hRer sonal Data Protection Code of Pr
(Electrandty)

T the Gener al Code of Practice of Perso
apply to the classes of data controll
of practice, and have no data control

code of practice.

Pursuant to the Schedule of the Personaé
Users) Order 2013, data controll ers are
sectors including communications, banki
i nsurance, health,i @o,urtirsam samar theotsipdn ,al
direct selling, services, real estat e,
Cybersecurity in Malaysia on the other
separate pieces of I egislation, includi
Communiioosms and Multimedia Act 1998, th

Penal Code, Strategic Trade Act 2010, L
PDPA mentioned above. Such I egislation
cyber offences and the security of pers

The Cyber SecuCSA)y, Awhi QW 24ds (fihe first

cybersecurity Il egislation in Malaysia,
along with four regulations, namely:

7¢HE Wa VY LBEY
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d for Cyber Secu
curity Risk Asse

T Cyber Security (Peri
Regul ati otnlse 20R2hHer( AS
Regul ad)i;ons

T Cyber Security (Notification of Cyber
2024 hei Cyber Security Incided); Notifi

T Cyber Security (Licensing of Cyber Se
Regul ati otnlse 20®2her( ASecurity Lodkxensing
and

T Cyber Security (Compounding of Offenc

(0]
e

rom t hese, s e
a and Securit
ry policies a
mar ket entit

ctoral regul ators ¢
ies Commission of |
nd guidelines requi

e s etdo ccyobneprdsye cwuirtiht
measures including the preparat
pl ans. For purposes of this chapter, st
Bank of Malaysia and Securities Commi s ¢

considered as gtemey aarapmpdt cafbil ity.

Data Protet3dome Lafw Appl i cati on

2.What is the intended objective or main

The PDPA was enacted in 2010 t
with ongoing enforcement, to m
incidents, to improve the e
coll ection and management a
personally identifiable inf
(dflat a s whj et sr el ati on to th
(Mrocesysiofgot heir personal data, and pl
persons/ entiimng etsh edradtzamecsq Mt)r.olUnedresr t he
PDPA, all data controllers, defined as
or in common with other persons proces:s
control over or authorise the processir
required to comprnd iwtid hs uthsei PiDPAYy al egi s
processing personal dat a.

The act of processing, in relation to i
PDPA includes collecting, recording, h o
or carrying out of any operation or set
including:

e organisatio
e retrieval,
e
s

n ptation, or alte
C
disclosure o
0
c

a

' tation, or use O
rsonal data by tr
her wi se making av
nation, correctio

seminati on,
e alignment,
er sonal dat a.

The PDPA embodies seven Personal Dat a F

t h@ener al Principle, Notice and Choice
Security Principle, Retention Principle

7 ¢ Ht Wa Y LLBEY
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S

Order

b)t he
t he

Pr iemccihp lod
The
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Per son

. What

S

Per sonal
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T i s
T i s

bei
aut omat
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T i s
it

t hat
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cons
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uder

The
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dat
has
resp
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whet
supp
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be f
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el
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rec
sho

rel
identi fi
possessi
expressi
i nformat
business
Reporti

n
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a

i mi
endé omebri angabaher

S
a

t he
by order

Sec

n
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a
n
n
t
c
r

mu st

PDPA

t
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enumer at ed
for, among

which are
PDPA al so provides

cont
Pr o

rtain data
in the Dat a
ed above; and
d powers and
the Personal
ion Advisory

stration of

ers specifie
13 as mentio
bl a
al

(¢}

c
d
n
n f un

Dat
Con

i shment ,

Tribunal ;
Protect
scope of personal data prot
data is defined to mean

al transactions, whi ch:

any ir

ed wholly o
response t
the intent

of such

r
r

®» = -
o

Q

—

Q
O!—f

on of on
on oft hoepidnaitoan saubboj
ion that 1is
carried on by a cr i
g Agencies Act 2010. T
personal datao, which is d
ng of information as to the phy
ubj ect, his political opinions,
r natureal tdged omoninmiss ®inomr by h
personal data a
for the protect
e Gazette, subj
DPA.

responsibility
published in th
tion 40 of the P

comply with the PDPA?
is the

dat a

primary | egislation tha
and applies to any persort
respect of commercial transacti.i
rol over or aubhhopessenadahedpt ac
of commercial transactions. I n
ionso is defined to mean fiany t
contractual or not, which incl.
r exchbangerof cgeods The PDPA she
data processed outside Mal aysi
er processed in Malaysia.

h PDPA ap
s establ
ot in th

shed in Mal aysi a &

plies to a person
i
e context of that e

t
n
r

S5 — 0

[0}
(0]
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ot her person employed or engaged by the
person is not established in Malaysia,
processing the personal data otherwise
through Mal aysi a Whereohal ¢gabaebssiogr
a data processor on behalf of the data
comply with the Security Principle as s
In this regard, fdata processoro is def
eml|l oyee of the data controller, who pr
on behalf of the data controller, and o
for any of his own purposes.
The PDPA does not, however, apply to th
Governments of Malaysi a. Notwil ehedaddi «
is subject to being classified as eithe
or firestricteddo,oft whicaclhasvsilfli aaetnideer t h
secret under the Of fOScA)a,l aSnedc rtehtes tArcan sl
which overseas is generally prohibited
authorised to do so.
CybersecuiibBteypkawf Application
5.What is the intended objective or main
The CSA aims to establish an overarch
designed to fortify national cybersecu
(ayhe establishment of the National Cy
(btyhe duties and powers of the Chief E;
Security CAgercEXJft,ut i ve
(cyhe functions and duties of the nati
i nfrastruct urNClsle csteocrtd 9lreadesa d(sfit i on a l
information i nfrNaGltlr vueanttuirtei eesnt i ti es
(dyhe management of cybersecurity thre
to national critical NQQIDJs; manidon i nf
(eyhe regulation of the cybersecurity
Il icensing
and to provide for related matters.
.Who must comply with the CSA?
The CSA is i nt entdeerdr ittoorhiaavle eemplriacat i or
to any person, irrespective of nationa
effect outside as well as within Mal ay

St ate Governments teree CBIAs ¢ ad u hjoagth ttd e
Il iable to prosecution for any offence
persons (including Government Entities
an NCIIl sector designated as an NCII e
cer todiln gati ons under the CSA.

In this regard, fAGovernment Entityo me
of fice, agency, authority, commission,
body, of the Federal Government, or of
established under ang, wahttanyl Awcal a
NClIIl sector | ead may, in respect of th

7 ¢ HU Wa Y LD
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appointed, designate in such manner as
Executive, any Government Entity or pe
national critical information infrastr
Government Entity oateeraomabwosalorcoip
information infrastructure. An NCI | i s
computer or computer system which the

the computer or computer system woul d

the deliveryessemanyakletroitlee security,
relations, economy, public health, pub
Mal aysia, or on the ability of the Fed
Governments to carry out its functions
The NCIIl sectors identified under the

government ; banking and finance; trans
security; information, communication a
water sewerage and wastecwmhhagemant ,; e
plantation; trade, i ndustry and econom
i nnovation. The CSA, read together wit
Regul ations, also mandates that cybers
security operati oer wieme randno(niiit)orp exrge ts
service shall obtain a l|licence under,

conditions and other duties imposed by
Licensing Regul ations.

Data Protection Authority, Enforcement and
7.Which are the key authorities that adm
PDPA? What powers do the key authoriti
The Department of PerBemar tdanits Rmot ec
agency uMdersthg of Commun(iMCaMiGi)ons and
established on 16 May 2011 after the P
to the PDPA. The Commi ssioner is the D
Pursuant to the PDPA, the Commi ssioner
admi ni stration and enforcement of the
I n enforcing the PDPA, the Commi ssione
classes of data controllers. The Commi
inspections of any personal data syste
al so accepts and inveddtigadel] eotmpl| agdg al
controllers. Where the Commissioner re
an act, practice or request, among oth
the provisions of the PDPA, including
Commi ssi omerpbwsr tto carry out an inve
the relevant data controller to ascert
reqguest specified in the complaint con

PDPA

Further, an authorised officer may inv
of fence under the PDPA. For purposes o
of ficer shall have al/l or any of the s
whatever rank in relannd oinn toeipmdblce da:
provided for under the Criminal Proced
enforcement, following the completion
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practice or reques
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controller to take
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A person who fails
of fence and shall,
RM200, 000 or to im
bot h. In relation
Commi ssioner may,
compound any offen
prescribed to be a
person suspected h
of fence upon payme
exceeding 50% of t
such time as may b
the Commi spiosecuyt
be instituted exce
Prosecutor
I s there an avenue
made under the PDP
Any person who is
the PDPA may appea
83) by filing a no
decision relates t
a)the registration
PDPA,;
b)the refusal of t
Section 23(5) of
c)the failure of t
or data correcti
d)the issuance of
PDPA,;
e)the refusal of t
notice under Sec
f)Ythe refusal fot
investigation in
A decision of the
to the appea

NA
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for appeal against

aggrieved by the dec
I to the Appeal Tri b
tice of appeal with

o matters including:
controll e

of a dat a

he Commi ssioner to r.
the PDPA;

e data controller t
n request under Diwv
n enforcement c

O =T

not i
he Commi ssioner to
tion 109 of the PDPA;
he Commi ssioner to
itiated by a pl

Appeal Tribuna
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Cybersecurity Authority, Enf orcement and A

9.Which are th

e key authorities that adm
What powers do th

e key authorities hav

Pursuant to Section 5 of the CSA, the
the administration of the CSA is the C
secretary to the Committee. The Chief
powers under the CSA, which includes:
a.the power to gather information by d
information and evidence or produce
14 of the CSA;
b.the poiwemvedtoigate cybersecurity incic
directive on the measures necessary
the cybersecurity incident and to pr
from occurring in the future under S
c.the power to issue |licences to cyber
With regard to enforcement, the Minist
for cybersecurity may in writing autho
the powers of enforcement under the CS
the CSA wil!l d ecpenmpct ecarm ntdh emaryon ncl ude f
and/ or terms of i mprisonment . For inst
the CSA, the failure to comply with di
provide and produce information may r e
RM200, 000mmamid¢ @amment for a term up to
Notwithstanding the foregoing, no pros
CSA shall be instituted except by or w
Prosecutor
10lL.s there an avenue for appeal against
CSA?
Persons aggrieved by the refusal of th
|l icence or by the revocation or suspen
writing against such decisions to the
cybersecurity within 30ndwystahgeofbel
decisions Af ter considering the appea
aside the decision appealed against.

B) DATA PRI VACY AND DATA GOVERNANCE OBLI GATI

Obligations Relating to Collection, Use, D
Personal Data (Data Privacy)
l11What are the | egal bases for processin

Section 6 of the PDPA i mposes an obligat
consent of a data subject before process
subject to the following exceptions wher

a)for the performance of a contract to

7 ¢ HU Wa Y LLBLY
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b)for the taking of steps at the reques
entering into a contract,;
c)for compliance with any |l egal obligat
the subject, other than an obligatior
d)in order to protect the vital i nter es
e)for the administration of justice; or
f)for the exercise of any functions cor
any | aw.
Al t hough the term ficonsento has not be:q
understood that consent must be freely
clear, and easily withdrawn, and organi
when relying on congeretr asgpexilfagalsihasl
consent may not be required are set ouf
PDPA, some of which are set out bel ow.
per sonal dat a, a disclosure may be mad:
sudg¢gt where:
a)the disclosure is necessary for the
detecting a crime, or for the purpos
di sclosure was required or authorise
order of a court;
b)the data controller acted in the rea
the right to disclose the personal d
c)the data controller acted in the rea
had the consent of the data subject
the disclosing of the personal dat a
di sclosure; or
d)the disclosure was justified as bein
circumstances as determined by the M
protection of personal dat a
I n relation to the processing of sensi
consent of the data subject may not be
described in Question 13 below Not e h
some of the exceptionsihg oéelathenttve
data may be subject to further conditdi
prescribed by the Minister responsi bl e
context of transferring personal dat a
Questionw 2a0d chreddsoses certain circumstanc
data may be transferred without the co
Further to the above, other exemptions
the data subjectds consent include:
a)where personal data is processed for
crime or for the purpose of investig:
b)where personal data is processed for
prosecution of offenders;
c)where personal data is processed for
any tax or duty or any other imposit:
d)where personal data is processed for
out research, provided that such per.
any other purpose and that the resul"

7 ¢ HU Wa Y LY
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processing of personal dat a?

As mentioned in Question 11,
consent of a data subject bef
dat a. Further, personal dat a
a)the personal data is proces
an activity of the data con
b)the processing of the perso
to that purpose; and
c)the personal data is adequa
pur pose
Specifically in relation to t
shall, without the consent of
a)for any purpose other t

was to be

h a
disclosed at th
for any h a

purpose other t

> D S

purpose; or
b)to any party other than a t

specified in the notice giyv

of the PDPA (usually known
I'n this regard, Section 7 of
by written notice in the nati
Mal aysia), and English, infor
required by Section om(all) ,daitmc
is being processed by or on b
mentioned above, the class of

7 ¢ Ht Wa
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the research are not made available
data subject;
e)where personal data is necessary for
with any order or judgement of a coul
fwhere personal data is processed for
regulatory functions if the consent |
prejudice the proper discharge of th
g)where personal data is processed onl"
artistic purposes, provided that the
view to the publication by any perso
artistic material; thebdhtaeveenthat]|
into account the special i mportance |
expression, the publication would be
data controller reasonably believes
compliance witdgutheememiseing i ncompat.
journalistic, l'iterary or artistic p
The Minister responsible for personal
Commi ssioner's recommendation, introdu
requirement to obtain the data subject
dat a.
Does the PDPA i mpose other requirement ¢

generally,
ore proce:
shall not
sed f a
troll er;

nal dat a i

te but not

the pur pos
ti me of coc
a purpose

hird part.y
en to the
as a fApriwv
t he PDPA
onal | ang
m a data

louditrhge tdhai
ehal f of
third pal
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di scloses or may disclose the personal
notice shall be given as soon as pract.

a.when the data subject is first asked
his personal dat a;

b.when the data controller first coll ec
subject; or

c.in any other case, before the data cc
t he duetjeecst for a purpose other than
personal data was collected, or discl
party.

13Does the | aw impose separate or additi

to specific categories of personal dat

data) ?

Pursuant to Section 40 of the PDPA, in

data, the data controller shall not pr

data subject except in accordance with

a)the data subject has given his explic
the personal dat a;

b)the processing is necessary for the g
performing any right or obligation wt
|l aw on the data controller in connect

c)the processing is necessary in order
the data subject or another person, i
be given by or on behalf of the dat a
cannot reasonably be exmptecdfedt e ddadtta
subject ;

d)the processing is necessary in order
another person, in a case where consce
subject has been unreasonably withhel

e)the processing is necessary for medi c
by a healthcare professional, or a pe
owes a duty of confidentiality which
arise if that person were a healthcar

f)the processing is necessary for the
any | egal proceedings;

g)the processing is necessary for the

h)the processing is necessary for the ¢
exercising or defending | egal rights;

i)the processing is necessary for the &

j)Ythe processing is necessary for the e
conferred on any person by or under ¢

k)the processing is necessary for any c
thinks fit; or

Il )the information contained in the per s
as a result of steps deliberately tak

7¢HU Wa Y LB
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gaRelomtsi ng to Care of Personal Data (D

l4What obligations does the PDPA i mpose i

personal data?

SecuPiitgciple

The PDPA imposes an obligation on the ¢
processor (where the processing of per:
processor on behalf of the data contr ol
protect the personalusdeat anofdrio m caantyi olno s :
unaut horised or accident al access or di
The data controller and the data proce:
by having regard:

a)to the nature of the personal data ar
such | oss, mi suse, modi ficati on, unat
di sclosure, alteration or destructior

b)to the place or | ocation where the pe

c)to any security measures incorporatec
the personal data is stored;

d)to the measures taken for ensuring ¢ttt
competence of personnel having access

e)to the measures taken for ensuring tl
per sonal dat a.

Ret enRriionnci pl e

Further, in relation to the retention
of the PDPA provides that the personal
shall not be kept |l onger than is neces:
purpose cTonet reioalallaed r t ake al |l reasonabl e
al | personal data is destroyed or per m:
required for the purpose for which it

Data Integrity Principle

The PDPA requires a data controller to
that the personal data is accurate, col
tawdate by having regard to the purpose,
purpose, for which ctohlel epcetresdo naanl d dfautrat hwe

processed. I'n this regard, Regul ation
that for the purposes of Section 11 of
process the personal data in accordanc:«

set outti nier otnro ti me by the Commi ssioner.
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15What rights do data subjects have unde
Right to access personal data
The PDPA provides that the data subject
by a data controller whether his perso
on behalf of the data controll er.
Right to correct personal dat a
I n the event a data subject knows t hat
data controller is inaccur attegati en,c otmpe
data subject may make a data correcti ol
controll er t haetr tnhaek edsa ttah ec onnetcreoslslary co
per sonal dat a.
Right to withdraw consent
A data subject ma by written notice wi

processing of personal data in respect
Right to prevent processing |ikely to
A data subject may at any time by writ!H
controller to cease or not begin the pi
specified purpose or in a specified mal
of which he is the deaatsao nssu btjoe chte, sitfa tbead
the processing of that personal data ol
for that purpose or in that manner i s
substanti al damage or substantial di st
Right to prevent processing for purpos
A data subject may, at any time by wri:t
require the data controller at the end
the circumstances to cease or not to b
for purposes of dh riexctt hmeard&koeenmmuwurgi, c avthii an
means of any advertising or marketing
particular individual s.

Right to data portability

A data subject may request the data col
data to another data controller of his
writing by way of electronic means t o |

7 ¢ HU Wa Y LLDLY
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OBLI GATI ONS AND DATA BREACH NOTI

Protection of Personal Dat a
l16What security obligations are i mposed i
of personal data?
As mentioned in Question 14, a data col
take practical steps to protect person:
modi fication, unauthorised or accident
or destruction wheragraoc &dhi POPRemre@mual
controller to develop and i mplement a
the security standard for personal dat:
electronically as set out in the 2015 .
Obligations under the CSA
l17What are the security obligations wunde]
Section 21(1) of the CSA provides for
i mpl ement measures, standards and pr oc:¢
of practice or any alternative and addi
processes for the purpacuegidfy erfsudrtisn NC
Il mpl ementati on of measures, standards
written | aw for the purpose of ensurin
which is not in contravention with the
be compl i amtn Wiltt h N®datiit hst anding the f
21(2) provides that NCII entities may |
measures, standards and processes, pr o
that such alternatives provide equal ol
NGl owned or operated by the NCII enti
Additionally, pursuant to Section 21(3)
addition to the measures, standards an:
establish and i mplement the measures,
cybersecurity based on iwmwbedsatbironally
framewor k Under Section 21(4) of the
deemed to have complied with Section 2.
standards and processes implemented ar
written | aw, t o ntehaes uerxetse n ts ttahnadta rsdusc ha nd
are not in contravention with the code
there have not been any proposed codes
date of writing.
Notification of Security I ncidents and Dat
18Are there notification requirements to
and affected data subjects of a data bl
for such notification?
The PDPA defines fipersonal data breachid
dat a, |l oss of personal dat a, mi suse of
access of personal dat a
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Under Section 12B of the PDPA, wher e a

believe that a personal data breach ha:
notify the Commissioner in the manner
Commi ssioner . I n thhe Pegsodal pDasaaPRt c
Guideline on Data Breach Notification,
the Commi ssionerés Circular No. 2/2025
notification shal/l be made as soon as |
hour s hfer omcturrence of the personal dat
Further, the data controller shall/l not i
breach if the breach results in or is |
the data subjects. A personal data brec
|l i kely to cawgendofisifgnihfereamts R risk th
per sonal dat a
T may result in physical harm, financi e
records or damage to or | 0oss or prope
T may be misused for illegal purposes;
T consists of sensitive personal dat a;
T consists of personal data and ot her g
combined, could potentially enable ic
T is or significant scale A personal
Asignificant scaled if the number of
one thousand (1000)

The notification to the affected data
unnecessary del ay, not | ater than 7 da\y
notification is made to the Commi SsSi O0n:¢

19Are there notification requirements in
events? What are the ti elines for sucl
The CSA considers a fAicyber security inc¢
out on or through a computer or comput
aut hority, that jeopardises or adversel
computer or comput ermpsuytsetre no rorc oampoutt heerr
Under Section 23 of the CSA, there is
security incidents Specifically, i o0t
entity that a cyber security incident |
of the NCII ownedeoNCoperatetdybythe NCI
Chief Executive and its NCII sector | e:

The period for such notification provi

Notification Regulations is summari sed
T i mmedi ately, when comes to the knowl €
cyber security incident has or might
T within 6 hours from the time the cybe
required particulars, such as the tyrg
security incident, the sevaedraittey aonfd t t
time of the occurrence of thet c.y;ber ¢

7 ¢ HU Wa Y LY
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within 14 days after the notificatior
provide to the fullest extent practic
informationpasuceubd€bheaffected, the
number of hosts affected, the partict
actor, the impact of the cyber securi
taken, etc. ;

from time to time as may be required,
the cyber security incident as the Ct

D) OUTSOURCI NG ANBOBRERSTRANSFERS

|l nt er ndtait@an dllr ansfers

20Does the PDPA i mpose re
data to other jurisdict
requirements may be met

i ments in r

guire
ons? What ar e

i
?

ection 129(2) provides that a data co
data of a data subject to any place ou
.there is in that place in force any |
the PDPA; or
.that place ensures an adequate | evel
processing of personal data which is
of protection afforded by the PDPA
Notwithstanding the foregoing, a dat a
per sonal data to a place outside Mal ay
.the data subject has given his conse
.the transfer is necessary for the pe
the data subject and the data contro
.the transfer is necessary for the co
contract between the data controller
entered into at the request of the d
the data subject;
.the transfer is for the purpose of a
purpose of obtaining | egal advice or
defending | egal rights;
.the data controller has reasonabl e g
circumstances of the case the transf.
mitigation of adverse action against
practicable to obtain thebgensehnhbd 1t h
transfer, and if it was practicable
subject would have given his consent
.the data controller has taken all re.
exercised all due diligence to ensur
that place be processed in any manne
Mal aysia, would be a contravention o
.the transfer is necessary in order t
data subject

7 ¢ Ht Wa Y LY
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Appoi ntoniendtat a Proces Pardsg varwe ndhoirrsd

21What ar e

the requirements and relevant

appointing a data processor to process
the data controller?
As stated in Question 4 above, the PDP
any person, other than an employee of
processes the personal data solely on
does not process the perpanpbsdat aWher
processing of personal data is carried
of the data controller, the data proce
Principle as specified in Section 9 of
Further, per paragraph 4 of the 2015 S
per sonal data is processed electronica
appointed third party with a contract
personal data activities

22What obligations does the CSA i mpose o0
outsourcing arrangements?
To date, there is no obligation i mpose
outsourcing arrangements under the CSA
above in Question 21 in relation to th
context of provision o€thcwmherpeteaentti gl
provided as part of an outsourcing arr
service provider s kelelpiomhbys erewgeuitrheenerndcs

mandated by the CSA on each occasion i
cybersecurity segpiimtgsagnd nmdiundti amign ikreg |
records:

a.the name and address of the person er
cybersecurity service provider for tt
b.the name of the person providing the
of the licensed cybersecurity service
c.the date andectumetygf seybéece that was
l'icensed cybersecurity service provic
the licensed cylpegrovyederity service
d.details of the type of cybersecurity
e.such other particulars as may be det e

7 ¢ HU Wa Y LY
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E) ACCOUNTABI LI'TY AND OTHER COMPLI ANCE O

Data ProtetApmmni ritamwe nt of Data Protection
Account Reigluii ryment s

23l.s there a requirement to appoint a d
I f so, what is the scope of responsibi
any requirements in relation to the DP

experience?

Section 12A of the PDPA provides that
or more DPO who shall be accountable t
compliance with the PDPA. Where the pr
carried out by a data praocceosnstaroldrerbeht
processor has the duty to appoint such
Data Protection Guideline on Appoint me

(ththe DPO Ga) dewhineh is to be read toget

Commi ssioner 6s2@2% cUAmapo iNmt mdrnt of Dat
Oof ficer), provides for the scope of re
requirements in relation to the DPOGb6s
Data controllers and data processors a
DPOs if their processing of personal d
T personal data or more than 20,000 da:
T sensitive personal data including fi/
than 10,000 data subjects; or
T activities that require regular and
dat a

The DPO Guideline provides sever al exa
regul ar and systematic monitoring of p
form of activity where data subjects a
of fline for purposess nogf whdhawieo wroanls i adde
activity which requires regular and sy
data, which in turn requires the relev
to appoint one or more DPOs.

The roles and responsibilities of DPO,
the data controller or data processor
assisting the data controller or dat a
assisting with data protecrnswomi ngnp@arcadp ¢
breach and security incident managemen
with data subjects and the Commi ssione
With regard to the DPO&6s qualification
mini mum professional qualifications re
a DPO (unless otherwise determined by
processor or the Coomieméepnelrnfaony eve
controller or data processor must ensu
demonstrate a sound | evel of the follo
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T knowl edge on the PDPA, requirement ul
practices in the country (including
protection | aws, where relevant);

T understanding of the data controller
operations and the personal data pro
carried out ;

T understanding of information technol

T personal qualities such as integrity,
governance and high professional et h

T ability to promote data protection c

For completeness, the Commissioner i ss

ai med at providing additional guidance

training standards, and professional d

appointed DPOs:

T Data Protection Officer Competency G

1T Management of Data Protection Office

Gui deline
T Data Protection Officer Professional
Training.Roadmap

24Are there other obligations under the |
handling processes or compliance with
As stated in Question 16, the PDPR req
and i mplement security policies that ¢
set out in the 2015 Standards I'n this
establishes the secuwrailt ydadtaa rpd arccks sfear
el ectronic-al kegtandioahl y. Pursuant to
some of the manners in which the data
personal dat a, among others, include:
a.registering all employees involved i
b.terminating an employeebds access rig!
his/ her resignation, termination, te
agreement, or adjustment in accordan
organi sati on;
c.controlling and I imiting employeesd
for the purpose of <collecting, proce:
dat a;
d.establishing physical security proce
e.maintaining a proper record of acces
and making such record available for
the Commi ssioner.
The PDPR also requires a data controlll
di sclosures to third parties in relatd.i
that has been or is being processed by
Standards may akspepgubwethenfotottdevelo
proceas@smai ntain records With regard
di sposal of personal data, the 2015 St
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a.maintaining a proper record of perso
and making such record available for
the Commi ssioner.

b.disposing peatswsowcal | ection forms wused
transactions within the period not e
the forms carry |l egal values in rela

c.preparing a personal data disposal s
24 month period. The personal data d
mai ntained properly.

CyvbersecuriAtgoblbawalmidl iCtoynpl i ance Requiremen

25Does the CSA impose obligations in res
compliance with the | aw is met?
Section 22(1)(a) of the CSA read toget
Assessment and Audit Regulations also
a cyber security risk assessment in re
operated by the NCII eenatri.ty at |l east o
Under Section 22(1)(b) of the CSA read
Ri sk Assessment and Audit Regul ations,
audit by an auditor approved by the Ch
compliance with the C8WNoatyelaeastoromde s
higher frequency as may be directed by
particular case.
Pursuant to Section 22(2) of the CSA,
assessment report or audit report shal
Executive within the period of 30 days
cybersecurity risk assessment report o

26What other key compliance obligations
Under Section 24(1) of the CSA, the Ch
cybersecurity exercise for the purpose
NCI | entity in responding to any cyber
i ncident.
Under Section 20 of the CSA, there is
provide information relatingvhteom iitts NC
procures or has come into possession o
computer or computer system which in i
any material change is made to the des
operation of its existing NCII

7 ¢ HU Wa Y LY
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This chapter wa$8| Hevempednt2d25bn
A) OVERVI EW

Legal Framewor k

1.What are the main | aws governi
in Myanmar ?

On January 1, 2025, My anmar 6s
Cybersecurity Law No. 1/ 2025,

ng data

The Tel ecommunications Law (2013) pri me
telecommunications sector, albeit with
cybersecurity. The main purposes of thi
cybercrime activities involandig tel eco
preventing unauthorised disclosure of |
encrypted systems to third parties

The Electronic Transactions Law (2004,
facilitates electronic transactions an:
protection and cybersecurity. It recogl
signatures as |l egally bi ncdyibnegr carnidme smpsou
as hacking and unauthorised data acces:!
The Law for Protection of Personal Pri
Citizens is aimed at protecting indivi
provides for several rights, including
from unauthorisesosmaveat ¢éancket ailni md
before collecting and processing perso
prohibits the unauthorised collection,
data. Violations are subject to penalt.i
provnissidoresi gned to protect individuals
and the requirements for consent befor
per sonal dat a, as wel |l as the prohibit)
use, or disseminati on osfu sppeernsdoenda |Is idnactea
2021.

St ate A
whi ch ai

digital security andcamenhe hasukwiddes
2025 The |l aw rewarlsadegstahdsecurity and

especially on digital platform servi c
provider s, and VPN providers.

Additional |l yspeniitfhiicn sseeccttoorrs, t he Fi nan
mandates that banks must maintain conf |
information, including accounts, recor .
protection within the financi al i ndust |

Data Protet$cé¢ome Lafw Appl icati on

2. What i s t

he intended

objective

or mai n

Tel ecommunications Law and El ectronic

W was enacted

Tel ecommuni cations La
this | aw are to

he
017. The main ai ms of

7 ¢ HU Wa Y LY
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ation technology, expand t|
hole country, provide gui d:
ation service providers, e
ations, and sBa$eguiacd peobdei
n addition, this |l aw is de.

on, or mischief involvini
nications networks. It al s
oargdiuonrestraint, defamat.i
r - threats made using any t.

ic Transactions Law, enact ¢
ai med at facilitating the
echnology. I't acknowl edges
ecords amd | cgtad mpeoseTds ,0on

ransactions and computer n.
the public's personal dat
f personal data without t h

nt.hiMorleaow eari matt acpgseaandt ¢

scope of personal data prof
Law?
ta" is defined in the EI ecit
that identifies or is capal
on does not explicitly <cl a
dathtecomicd udatng, nSeacti on 4 (
ability to any electronic |
that the | aw primarily co)
not distinguish a separat
cating that all personal dat
l evel of protection under

comply with the El ectronic Tr

pplies to any individual|, C O
at

coll ect, us e, or di scl ose

I scope of the El ectroni
kind of electronic reco

t errannastai cotniad n sd,e aal ri rnagnsg, e nhe
tracts, exchanges, and
sdiction overceaowdper sol
the country or from i n.

a
y

t ext of-c cmmenrea ica la | a atnidv intoine s ,
i
o]
r
i

5 T3S S

tosri dfer amhmeouwountry to inside th

c transactions technology.

the |l aw is applicable to al/
whet her they are established.
business in Myanmar or abroad.
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Application

5. What i s the int

Law?

The primary obj
resources, crit
protect and saf
being harmed by
the application
take action aga
system based on

6. Who must comply

ended objective or main

ective of the Cybersecul
i cal information infras:
eguard the sovereignty
cyber drhrewhdesr, miydbegeatt

of electronic technol of
inst cybercrimes, and t
cyber resources.

with the Cybersecurity

Government, private organisations and
information infrastructure, cybersecur
services, establishing a VPN or provid
this | aw.

Data Protection Authority, Enforcement and

7.Which are the Kk

ey authorities that admi

El ectronic Transactions Law? What powe:l

have under the

The El ectronic
admini stration

Transac@BBNs a(nfid

El ectronic Transactions

Transactions Law establ
and enforcement: t he Cel
the Electronic Transac

(BT C®B) .

The CBET is responsible for planning e:
transactions technol ogies, fostering c
domestic organisations in this field,
Control Boar d. I t ihrar,d sr eavd tsheg r iotry steda ca
decisions made by the ETCB, and | egal |
requires prior approval from the CBET
The ETCB, established with the CBET's
l'icenses to certification authorities
authorities and subscribers 't al so h.
access, inspect,atahdncbokec&ompet epesyst
of i nvol veuoeesntunidnero ftfheen | a w. Further mor
identification documents fraesinidmnvdc as e
of wviolations by certification authori:
administrative orders, including fines.
cancell ation of I|icenses

Penalties for contravention of this | a
1 to 15 years and/or fines ranging frol
depending on the cevweommiyt tefd.t he offen

7 ¢ Ht Wa Y LLBBY
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ditionally, certification authoritie:
convi cteesd uonfd eorf ftehni' s Law face admini
cluding fines and suspension or canc:

there an avenue for appeal against
der the Electronic Transactions Law?

ordei
uch a:
speci

any
s
a
itdhre t o
f
s
d

©

rfs@am or gdind sattiiofni ed wi t h
he certification ut hor it
ension of a cer icate f
i ficat for e
ecision.
ative deci
ET, whose

Yy,
or
0 ims
I
i

— o~ —~ ®

a
tif
ply
r d
str
B

_ O "+ = Wwn

may ap
orde 0]
adm i
to e

(%)
o
>
OO DO

r a
i on m
t c

n t [

h C eci si ¢

garding criminal acticonnsamnmemmdeondihd er d

ghi salké ¢ a@ridemust be submitted as cor
ctive

spe township police station.

Cybersecurity Authority, Enf orcement and A

9. Wh

cy
| a

Th
Cy
ad
t h
re
po
p o
s e
mi
pr
Cu
al
15

10LI s
| a

Un
pe

Th
W a
CcC a
pl
by

An
De

at admi

ich are h
he key

ber secu

t key authoriti
ri
WS n cyb

he es t
ty? What powers do t
ersecurity?

o

€e
be
mi

e

ntral Commi ttee for Cybersecurity,
.
n
I

spo
c
r
i

exrutthiet ydesi gnated Ministry and De
ster and enforce the Cybersecuri:
w. The Central Commiatrteee ndryd St e
st akdeo pftoiron and i mpl ementation of
ies, strategies, or action plans.
we to issue the |icenses for cyber s
rvices, establishing a .VPIN eord epsriogvniadti
nistry has the pobwéortohgrast abdppsbwm
oviviNsngr vi ces within the national cyb
rrentliwyo rtlkekepensi ble Ministry or Dep
thobh@hntral Committee for Cybersecur.i
, 2025

>S9 — n

there an avenue for appeal against
ws on cybersecurity?

der Cybersecurity Law, there are admi
nalties depending on the types and d

e designated Department can i mpose a
rnsifnigoeg t empor ar gobueepwintsh oam ti me | i
ncellioccgnfofcybersecurity services pro
atform services providers noncompl i al
the | aw.

y person or entity, dissatisfied wit!.l
partment, can appeal to the Ministry

7 ¢ HU Wa Y LLBBY



NA

t hat admiarcitsilteanhd ii taieeomp e alh@eaoatr al
Commi mbge be Wiotdlgiend 60 ed ayesr siofnnotr ent it

satisfied with the appeal decision by |

Committee is final and conclusive for

Any criminal judgment smayeatppe ddoo ntphee e n

hi gher courts in accordance with the C

B) DATA PRI VACY AND DATA GOVERNANCE OBLI

Obligations Relating to Collection, Use, D
Per sonal Data (Data Privacy)

ll1What are the | egal bases for processin

The | egal bases for processing persona

contdeexptendentondikehtehe primary | egal ba

El ectronic Transactions LaBy, iats ihd grhdti ¢

sol e basis. This secftoironu nsatuitphuolraitseesd paecl

concerning personal data, emphasising

consent .

However, there are specific circumstan

consent is not required for pCocessing

outlines these egtatpa inoantsi,onmaali nsleycur i ty
enf orcement, as foll ows:

i . preventisemarch and enquiry, investiga

evidence in court by aawtolvemrinsnedt @y

CBET, an Investigative Team or a rul

cybersecuqaittwcksybe&ryber Terrorism, C
cyber accidents or cri mes;

ii.searamd enquiry, investigati on, gat he
charge, or the giving evidence in co
department authorised by the CBET, a
of Iaw team mandated toawdrk on a c¢r
iiienqu,i riynvestigation, gathering inforr
information undertaken if cybersecur
of concern to state sovereignty, pea

security.

When carrying out aceSteiciitoineg idut)l,i nede |
relevant department, or organisation a:
with distinct authority and is require:
standar ds.

12Does the Electronic Transactions Law i |
for the collection and processing of pi¢

The EIl ect

r o ¢c Transactions Law does il
personal da
t

ni
ta may be collected, used,
-B, Spet sonak7data can onl
0
i

According y b
di scl osed, r processeoedebfodi spetl §icel
the activities of the entity collectini
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I n addition, acc-Arfi8B8nhngototBectawn R2RFe |
Management PODMB)cemus{iarefrain from proc
data contrary to the objectives set ouf
subjects must be informed about the pul
being collected and processed. The not.
time of the data collection or as soon

13Does the | aw impose separate or additi
to specific categories of personal dat
data) ?
As per the response to Question 3, the
additional requirements for distinct c:
sensitive personal dat a. Il nstead, the |
concerning el ectronnicc treancracd,i oalse c terl @
messages, and electronic signatures wi:
processing activities.
Obligations Relating to Care of Personal D
l14wWhat obligations does the Electronic Ti
relation to the care of personal dat a?
This | aw i mposes sever al obligations r
including the requirement to systemati
per sonal data in accordance with its 1t
specifically prohdibsc¢clsos hree exiami amraami oaq,
di ssemination, coordination, restricti
personal data as evidence without cons.
refrain from processing personal dat a
the Addvi.ti onally, there is an obligatio
retained within a designated period af:

Data Subject Rights

l15What rights do data subjects have unde|

Law?

While this | aw does not provide the da:
as the right to access, correction, daf
or to object to the processing of pers:
the protectalondaotfa.peTrhseonl aw delineates
the PDMO in handling and processing pel
the | aw's provisions. This indicates t|
specified, the overarchi ng eirnstoennatl odfa ttal
through the duties and obligations it |
managing such dat a.
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C)SECURITY OBLI GATI ONS AND DATA BREACH NOT|

Protection of Personal Dat a
l16What security obligations are i mposed |
of personal data?
While the Electronic Transactions Law
obligations in relation to the process:
comprehensive duties for th&,PDM@sePur
duties include t he psryostteecnaitoinc, satnodr apgreo c
personal data according to its type ani
the | aw. Additionally, the PDMO is prot
examination, disclosure, informing, di:
alterati oonn,, dceosptyriuncgt,i or submission as
data without the consent of the indivi
PDMO is also required to refrain from |
that are contrary to the mb§tectives se
systematically destroy al/l personal daf
designated retention period. These pr o
framework for the secure handling of pi¢
the | aw.
Obligations under Electronic Transactions
l17What are the security obligations wunde|
Law?
The Electronic Transactions Law outl i nq
el ectronic transactions, which include
ensuring the authenticity and integrit:
messages, protecti mgegudrastd magl edaetca,r oann
and certification authorities.
Section 40 allows individuals and enti
transactions to determine the required
electronic records and electronic data
empowered to select, use, and eiimpl e men!
security requirements.
Notification of Security I ncidents and Dat
18Are there notification requirements to
and affected data subjects of a data b
for such notification?
There are no explicit requirements for
affected data subjects in the event of
19Are there notification requirements in
events? What are the ti elines for sucl
They do not specify notification requi |
events
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D) OUTSOURCI NG ANBOBRERSTRANSFERS

International Data Transfers
20Does the Electronic Transactions Law
relation to the transfer of data to o
ways in which these requirements may
The | aw does not explicitly impose re
other jurisdictions However, it does
the transfer of personal data, unl ess
is no mentiondofdumengt spelkmifs$sei on or a
relevant authorities for data transfe
does not detail any formalities or co
contractual arrangements in this cont

Appoi nt ment o f Dat a PPRParcteys sVearsdamsd Third

21What are the requirements and relevan
appointing a data processor to proces
the data controller?
The Electronic Transactions Law does
requirements and obligations related
process personal data on behalf of a
does emphasise the prot eattildmecsf tpher s
responsibilities of the PDMO in hand
accordance with the | aw
The PDMO is required to ensure the sy
processing of personal data in accord
Additionally, the PDMO is responsible
such as the examjnianfonmi dg scdiossem®mi n
transmission, alteration, destruction
data as evidence without the consent
permi ssi on. Furthermore, the PDMO mus
activi twietsh atlhiegnobj ecti ves set out in
data retained beyond the designated r
destroyed.
No additional sectoral reqguirements e

processing.

22What obligations does the Electronic

parties in relation to outsourcing ar
This |l aw does not specify obligations
arrangements However, it does outlin
authorities, subscribers, and other e
transactions. These oblgi ¢ghti oms$ eignck vy
electronic signatures, complying with
services provided, and following secu
dat a.
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E)ACCOUNTABI LI TY AND OTHER COMPLI ANCE OBLI

Dat a

ProtecApmmni rntame n't of

Dat a

Protection

Account abi

ty Requirements

23l.s there a requirement to appoint a daf

I f so, what is the scope of responsibil
any requirements in relation to the DP!
experience?
The | aw does not explicitly require th
of fiBR®@) (AThere are also no rules and
DPO However, the | aw does outline the
who is tasked with the systematic stor
personal data according toompglsi anygpe waint
the |l aw. The PDMO must also prevent un:
examination, disclosure, informing, di:
alteration, destruction, copying, or s
evidence without prmeperi scsomNnentAdarn tli eaq
PDMO is required to ensure that alll pr
objectives set out in the |l aw and that
the designated retention period is sys:
No requirements are specified for the |
experience.

24Are there other obligations under the |
relation to its data handling processe:
El ectronic Transaction Law?

The | aw does not specifically require
processes to demonstrate compliance, n
mai ntenance of records of data process:
no requirement under da hpgrsotleont itocon ciompdauo
assessment or similar risk assessment.
The only requirements relevant to dat a
as outlined in the response to Questi ol
CybersecuifiAtgobawability and Compliance Re

25Does the Cybersecurity Law impose obl i
demonstrating that compliance with the
The | aw does not impose obligations in
compliance with the | aw is met.

26What other key compliance obligations ¢
i mpose?

The key compliance obligations i mposed
service providers include storing user
with relevant | aws and regulations; r e
handl e inapproprdastienfcormmeatnitgn stulceht c au
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pts unity, spreads false news, or
r;, acting promptly to block, remo
ropriate content identified indep
rity; retainingatreed etvoa nste rivnifcoer niaste
d of three years for personal dat
set by the department; and col |l ab:
ng committees when dealing with ¢
attackhsesaer iavplping cyber misuse
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