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A)Southeast Asia and ASEAN

Sout heast Asia is a very diverse region
across the following 11 countries:
Brunei Darusy Cambodiaf I ndonesi a

Lao Peopl eds] Mal aysiaf Myanmar
Democratic F

The PhilippiY Singapor T Thail and

Ti mbest e T Vietnam
Al | of tmeetamomwae countries are members o
Sout heast AsASBEANat iaomrseg(ifional grouping t
promote economic growt h, soci al progress
peace andTismmeéstld tiys t he newest member, k

admi tted in October 2025.

Geographically, Southeast Asia stretches
West (longer than the distance across co
of more than 4.5 million square Kkilometr
archipelagic nhatandst héenBbnksppines, as

worl dés smallest nation states, Singapor
exhibits distinctive social and cul tur al
that are blended across n-eikgohnbsoouri ng cou

B)Data Protection and Cybersecurity Laws i
Overview

Data Prmtlawi o

The data protection | andscape in Southea
over the past decade. Prior to 2010, non
had enacted a gener al data protection | a
wheMal aysitPdhe | i pgprniiessgapommaet ed t heir firs:
data protection | aws. Since then, most o
have enacted a general data protection
incl Bdesei Darlursdan,ddniaa laanrdd et nLaanolsa s
enacted a |l aw in resp€ambotiimal acdranicbd
is expected to be enacted i n Myhaen maerar f u
has enacted a | aw that broadly governs
surveillance, althouweghsekspeffisteardni 20231t Wlee
the State Administrati ornolQoouwwn cnigl tcheemen eiwn
government in April 2026, they are gener
reinstated. However, the scope and enfo
uncertain as they are quali fbhiascedby si gni
exceptionsjnwekei tWhapeimytresdees not yet ha

7 ¢ Ht Wa Y LLBF
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data p tection | aw, the enact me
or EIl e ronic Commerce and- El ect
12/ 202 indicates that they are
amewor kdii i tr®ls pecanomhy tddred can b

a data protection |l aw in due cou

ro
ct
4)

imsadyi catlisoon sh-@apecisfeicd odata protecti
ry requi rreareanttibsmgkfitoorg exmampglienanc i
, healthcar e,e-ctoenineecrdaems@re ciat i ons
are not addressed in this g

protection | aws in Sewptelceaddtc As
requirements

JurisdijLaw Year Ena
Brunei Personal Data Prote2025
Dar uss a

Cambodi|Per sonal Data ProteUpcomi ng¢

I ndonesLaw on Protection 02022
(Law No. 27 of 2022

Laos Law on ElectroniNo.D2017
25/ NA

Mal aysi|Personal Data Prote2010
709)

MyanmarfLaw Protecting the (2017
of Ci(tUmekean Parl i am
5/2017)

PhilippData Privacy Act of{2012
10173)

SingapogPersonal Data Prote2012
26 of 2012)

Thail anPersonal Data Prote2019
2562 (2019))

VietnanPer sonal Dat a (Praow e 2 02
91/ 2025(QEepbprced th

D a tla3 / P2r0o2t 3ef
had been )en

Personal
CPwhi ch

7 ¢ Ht Wa VY LLbs
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ener al Data Protection
22

s

h
i to enact I

p

i

n

e

a to introduce severa
a d pen for contraventions.
d uocbel inggat i ons on data controll ers ar
a d penalties, among other changes
I d on proposed. MontealdIme,ntisn tToh ditlsar
a i devel opments to the personal
w cluding the PDPC's publicati
m o the PDPA and certain draft
I

are some similarities among th
Asia, there are also signific
taken and a desire in each |
i ons. Forl ews mpd we maqyi rod md rh

C
<

s~ 0w

mits on processing of personal dat a |
rpose of processing, notification of
ocessing);

re of personal
d accuracy of p
ta subject righ
per sonal dat a)

e. g. requirement
I data); and
.g. requirements

ver, there are differences among the
e of -meéret abmed requirements (e. g. in
essing or data subject rights that a
e ar e relqud retmeenrt s whi ch may be found
|l aws (e. g. requi-bemeen sdated atti aamgs ft or
fication of data breaches).

her more, while the data protection a
Singapore have administered and enfo
10 years, the other jurisdictions a
r daitoan paruottheocrti ti es and the required
frameworks for their | aws. As such,
e jurisdictions wil/l be applied in p
e are also a nsesmhéeéemedbhatiagdosahget he
oach taken across the region.
rsecurity Law

el ation moscykouneécuristy,n Sout heast
rsecurity |l aw since the mid 2010s, w
ess related areas, for example, cybe
Tabl e 2)

bhgre are significant differences in
sdi Btuomnais. DanMaslsayasnifish ai [ ahdr exampl e
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key focus is on the regulation of cybers
infrastructure.

Singap,orerdst he ot her hand, has recently ¢
to go beyond the regulation of critical

cover other entities such as designated

rely opnartthyi rodwnienf er matiicahn i nfrastructure
systems such as fisystems of tEmporlamrgyadse
focus on cyber resilience is also reflec
devel opment s On 1 July 2026, Singapore

Infrastructure Bill for public consultat
|l icensing rediamas cfeomrt rmajfarci | ity service
computing service providers, with basel.i
measures, business continuity and disast
notification of cybersecurmnsy Segadanelsy,
29 June 2026, specified provisions of th
Accountability) Act 2025 relating to the
abuse, -biamegle chil d abuse, doxxing, online
stalking catme TheoOerfFifre Safety Commi ssi
operations on the same date to provide v
accessible avenue for relief, with the r
be progressively implemented

My an macryébser secur ity | aw, which came into
regul ates cybersecurity service provider
Thehili pdd netst prreawertitabwat specswiitchal |y de
critical information infrastructure. Il ns
and cybersecurity practices can be found
| awsowevePhith@epi nes has an upcoming Cr it
Infrastructure Protection Act.

Ladlkas enacted the Law on Cybersecurity |
Lao Official Gazette oai @@&dMarcpr @02610) i n
information structure as well as service
Vietdomenw cybersecurity | aw, the Law on C
116/ 2025/ QH15) which was passedioholO De
effect on 1 July 2r0em6l,acesn stoH @ dpart eevsi cansd ¢
|l aws, hamelLww on Networ k NloBf6d 2@ddthi @Qi1S8ec
and the Law on Cybersecurity ( No. 24/ 20
I ndonekbks@®sdoot khdegdi cated cybersecurity | &

informationrandteyYstiams that contain gen
pertaining to cybersecurity.

At pr €asembbdioas not have a dedi,bated hewybe
have the text, oWwhischheudraht!| yawn the proc
and devel o mevraty. 29 2 6

Tabl €EyBersecurity | aws i n Soudpeaisfti AAsi a
| aws)

7 ¢ Ht Wa VY LLBB
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Jurisdi|Law Year En

Brunei Cybersec(gChapt A|202
Darussa

Cambodi|Cybersecurity L|Upcomin

I ndones{Law on Electron|2008

and Transacti on
2008)

Laos Law on Cybersec|2@5

87/ NA

Mal aysi|Cyber Sec2ulr2i4 y( A2024

854)

Myanmar|Cybersecurity L[2025

Philipp|Cybercrime Prev|{2012

2012

Singapo/Cybersecurity A|2018

Thail anflCybersecurity Al2019
2562

(2019))

VietnamLaw on Cybersec|2@5

(No. 116/2025/ Q

*(Upcoming Law (
Cybersecurity p
December 20anke a
into effect on

i scussed in detail in

mhesalkeso does not havebuwut ctylbey steawe i d o
a draft cybercrime | aw and may be exp
e course.

veral jurisdictions may also have othe
nt ai ns pseeccitfoirc cybersecurity requirement
scussed in this guide.

n and cybersec

e various data protectio
the following cha

7 ¢ Ht Wa VY Lo
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C)Regi onal Cooperation at ASEAN
At a regional |l evel, the transformati on
estimated to grow tlp W&S$1lptopéelied byl Ra
in respect of several areas including da
This has |l ed to the devel opment and endo
by ASEAN to facilitate a unifiaédoédpphesae
efforts have been |l ed by the ASEAN Digit
previously known as the ASEAN Tel ecommun|
Technol ogy Ministers Meeting (TELMIN).
i ASEAN Framework on Personal Data Prote
A key foundational frAasmeEwdrkr a me WS&EWKWNOT

'!https:

Per sonal

Dat(&#iDPr 6raec@®@wbnkh was entered

ASEAN TELMIN in 2016. While thd nRIDmRhgFTr
(Paragraph 2) ,seirtv esst attoe ss ttrheantgtihteni t he
personal data in ASEAN and to facilitat
Participants [ ASEAN member states], wi!f
promotion and growth of regional and gl
informaftPanagraph 1).
The PDP Framework seeks to achieve its
Participants to adopt a common set of |
in their deDPsPrcobamhe¢de continuing t
facilitate free flow of information am¢
(Paragraph 3.1).
The PDP Principles include the foll owi |
(1¢onsent, Notificat iCoon |ancd iPounr,p oussee an
of personal data is permitted only fc
person would consider appropriate anc
and the consent of, the individual «cc
permittedd ounderqudomestic | aw;
(2Accur:ackhker sonal data should be accura
extent necessary for the purposes for
di scl osed;
(3%ecuri Pgrsonal data should be appropr
|l oss and umacebksesrisedl ection, use, di
modi fication, destruction or similar

[/ www. wef orum. or-lgd ialgterinuligptg-200 &K/ 01/ asean

economy/ #: ~:

text=0ne%20such%20huge%20o0pportunit.y%20i s,

2023%20and%204. 8

2Avail ahbtltepsat/ /| asear.eqrtd/upd o aAISHE AN Ja2neObH? B@. .p d f

7 ¢ HU Wa Y LAY


https://www.weforum.org/agenda/2024/01/asean-building-trust-digital-economy/#:~:text=One%20such%20huge%20opportunity%20is,2023%20and%204.8%25%20in%202024
https://www.weforum.org/agenda/2024/01/asean-building-trust-digital-economy/#:~:text=One%20such%20huge%20opportunity%20is,2023%20and%204.8%25%20in%202024
https://asean.org/wp-content/uploads/2012/05/10-ASEAN-Framework-on-PDP.pdf
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s and CoAmeichndiowi dual és personal
st by the individual and subject

or corrected (if it contains an
fers to Another: CPRarnsgaryalordaltea rs
e transferred to another countr.y
nt of the individual concerned c
nable steps to ensure that the r
consistenPdiynawiiplheds he PDP

tiboncuments containing personal

ned (the means by which personal

iated with particular individual
tion is reasonably no |l onger nec
ses.

ntabOt gagi sations should be acco
measures that give effect to the
g information available about it
i ces.

ramewor k on Digital Data Gover n;
xpanded its scope of cooperati ol

ELMI N enASEAN Fmamewdrek on Digit

Gover n@bDcGe Fr amejddohrek DDG Fr amewor k sets

regioné
area, i
Figure

s strategic priorities in 4 key
n order to guide member (ssteaet es |
1 bel ow).

FigurSsunimary of the DDG Framework (Sour

Framewo

r k)

Strengthen Data Ecosystem | Harmonise Legal and Regulatory Frameworks | Foster Data Innovation

. Data Life Cycle &
i Ecosystem

Outcomes

+ Data governance through
the data lifecycle (e.g.,
collection, use, access,
storage)

* Adequate protection for
different types of data

Initiative

* ASEAN Data Classification
Framework

oo ‘ Digitalisation == Legal,
Data Flows @ and Emerging _l_ Regulatory and
“  Technologies * Policy
Outcomes Outcomes Outcomes
* Business certainty on cross * Data capacity * Harmonised legal and
border data flows (infrastructure and skills) regulatory landscapes in
* No unnecessary development ASEAN (including personal
restrictions on data flows * Leveraging new data protection)
technologies * Development and
adoption of best practices

Initiative Initiative Initiative

* ASEAN Cross Border Data * ASEAN Digital Innovation * ASEAN Data Protection
Flows Mechanism Forum and Privacy Forum

Cybersecurity | Capacity Building | Enforcement Cooperation

SAvail ahbtitepsat/ /| ascear . enrtd/upd o aAlSE AR laZnievbaDokB D 8Gover nance Endorsedv1. pdf

7¢HE Wa VY LWLy


https://asean.org/wp-content/uploads/2012/05/6B-ASEAN-Framework-on-Digital-Data-Governance_Endorsedv1.pdf
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The first sthraattae gliicf eprQyocrliet,yalhhac ES®@S yan

the i mportance of data governance at e

and how t hat can contribute to the ove

This includes measures to track and en

use of datat éopumpopseprand i mplementin

access controls and security measures.
i

priority was theASEAN|IDpMmanManmdgeéement

Framewdhrich was issued in 2021 (see bel
The second st Cabegi Bopdeor Dagaofhobwses

i mportance of data to the digital econ
maxi mise the free flow of data within

transferred data is accorded the neces
under this str adnegd ct hoer i doevielyo permevnits iof
Cross Border Data Flows (CBDF) Mechani
decided to develop two mechASBEAMS unde
Mo d el Contradqtsweael fa@lrd heasAlSEIANwW) and t h
Certification for Crdadhe Bandenr Ddt avhklc
devel opment .

For the thirdDstgridtad dgisatproinoraintdy ,Emer gi
Technol,ogtihees key focus is on | everaging
human capacity building, in order to e
organisations and their employees) wit
trends and technologies. Therei onityait$v
establishment of the ASEAN Digital | nn

Finally, the f oulretghals,t rRaetgeugliact ,oprryi oarnid yF
focuses on the development of a har mon
environment for data protection within

Framewor k. The initiative under this s
establ i shment of an annual ASFEAArNu fbat a
for ASEAN member states to facilitate
discuss the initiatives under the DDG

ASEAN Data Management Framework

The ASEAN Digital Senior Officials Mee
ASEAN Data Manage m&®M@B4Y)iFr axe2vlo,r ka g flan i 1
under the DDG Framework. It is aimed a
in ASEAN participate in the digital ec
governance measures throughout the dat
protectieone nftort ydpiefsf of data. -Ghed DM i s
and may be adapted to meet varying bus

‘Avail ahbiltepsat/ /| aseoar .enrt d MWBIERBE sMlah a g e e mmewor k . Final . pdf

7 ¢ HUt Wa Y LAY


https://asean.org/wp-content/uploads/2-ASEAN-Data-Management-Framework_Final.pdf
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Th
e X

(1

(2

(3

(4

(5

(6

e following are six foundational <com
plained in greater detail in the DMF
Governance and lomelrsmgrhttati on of the

organi sation (guidance to employees)

Policies and procedDeaél dpmemenos dal
management policies and procedures b
the data I|ifecycl e;

Data invehtdenyification of data use |

understanding of data taxonomy and d.

sk :ad agpuaxmemts sessment i f co

lmpact/ ri
ity or availability of data is

integr
ControbDesign and i mplementation of ¢

Monitoring and cont i:nuMounsi tiompirnogv,e me n:

measurement, analysis and evaluation
components in order to ensurtothey a
dat e.

i vASEAN Model Contractual Cl auses

ASEAN has al so ASsEsAMled ebd €£€entofactual Cl
(MCCa&% ursuant to the DDG Framewor k. Th

b a
i n
j u

t o

seline set of contractual terms that
their | egal agreements when transfe
risdictions within ASEANdaTlei ICCs s
otected based on the principles in t
the | aw of an ABWESAINN asesmbse rarsd aftreee t
auses, or adopt other clauses, that

business arrangements or rely on ot
rmitted under teare APEHPAN craebmbee rl asmt aotfe .

e MCCs haeeobeemed by several data p
ch as Singaporeds Personal Data Prot
ilippines6é National Privacy ,Coinmmi s s
eir guidance materials or public sta
gul ations expressly recognise the us
chani sm-bfoorrd ecrr odsast a transfers.
e MCCs include two Aimodul esod, which
ocessor and data controller to data
rmer may be used in situations where
a data i mporter whvoe nmdagyr b(er eaf ecrornetd at

SAvail ahbltepsat/ /| asear .enrtd MBRIEAMI d-E€Bnt r aCl taweasledsr o-Ber éDeartFal ows Final . pdf

7 ¢ Ht Wa Y LAY


https://asean.org/wp-content/uploads/3-ASEAN-Model-Contractual-Clauses-for-Cross-Border-Data-Flows_Final.pdf
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data processor or data intermediary) t

of, and for the purposes of, the data

used in situations where the data expo

i mporter who may pronepdarpbsedata for

Each module includes clauses covering

noted above, may be amended by the par

T definitions;

T obligafi 6ohe data exporter,;

T obligafi bhe data i mporter;

T obligafi bosh parti-esobtoonl tenttohbhhef

T addi ttieornnasl f or i ndividual remedi es; a

T boilecpbhtases (referred to as fAcommer
with matters such as choice of | aw,
termination of contract, undertaking

Joint Guide to ASEAN MCCs and EU St and

ASEANOGs MCCs are al so a -buosredfeurl draetsao ur c
transfers between an ASEANSEANI sdicti o

jurisdictions. At present, several ot h
own set of model or st a®%@G&@&y)d wha ncthr arcatyu
be used, if not required, for data tra
include, for exampl eEb) heCleEumapetldan dnK
New Zealand. The growing number of SCC
organi opteirans ng globally who may need

two or more jurisdictions (that is, wi

jurisdictions and not just from one ju

To aid organisations transferring dat a
and a jurisdiction in the EUJOABSEAN an
Guide to ASEAN Model Contractual Cl aus
ContractugfoChausgabeefirst part of the

referred to as the Reference Guide, pr
ASEAN MCCs and EU SCCs, including info
di fferences between them. The second p
Il mpl ement atpirooniG@G@uwisdea,ddi ti onal i nf ormat

ASEAN MCCs and EU SCCs.

Not ably, both the ASEAN MCCs and EU SC
a boarder commerci al contract between

whil e the ASEAN MCCs may be adapted an
(subject to the requiremendens lodws he ftalp
EU SCCs may not be changed. Both the A
include definitions of important terms

SAvail ahbtltep sat/ /| asear .eonrtd/uwgd o ad@uU i2the® 8 £ AN/ dIébi mttr aCc tawesle-E USt an dCeornd r act ual

Clauses. pdf

7 ¢ Ht Wa Y LY


https://asean.org/wp-content/uploads/2024/02/Joint-Guide-to-ASEAN-Model-Contractual-Clauses-and-EU-Standard-Contractual-Clauses.pdf
https://asean.org/wp-content/uploads/2024/02/Joint-Guide-to-ASEAN-Model-Contractual-Clauses-and-EU-Standard-Contractual-Clauses.pdf
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iprocessingd as well as obligations fo

data, for example, in the following ar

T lawfubhessansfer;

T purplbsmitation and specifying the pul

1 accuracy;

T datmda ni mi sati on;

T stor(argeet ention) | imitation;

T secuandyconfidentiality;

1 onwatrrdansfers;

1T datsabject rightpepatigwcbedehgcthrydrig
redress); and

T responfsabcduntyabi l ity for transferrec

The Joint Guide also provides informat

requirements applicable to the ASEAN M

di spute resolution, termination and su

ASEAN Cybersecurity Cooperation Strate

On the cybersecurity front, the growin
cyber threats has triggered regional e
achieving a safe and secure cyberspace
endor sRE8EAN Cybersecurity Cood®2Z'@&) i on
subtitled ABroadening and deepening cy
secure and resilient ASEAN cyberspaceo
establishment of an ASEAN Regional Com
TeanCHROI) to give national CEtRiTghtefhor m
coordination and bolster the overall e
response capabilities.

ASEAN member statesAls&EVWd €Cybersed utrhey
Cooperation SRoOa26Bhgiys (RWi2llds on the f ol
the earlier strategy and sets out wvari
areas:

(1Advancing Cyber Readiness Cooperatior
(2%trengthening Regional Cyber Policy (
(3Enhancing Trust in Cyberspace;

(4Regional Capacity Building; and

(5hnternational Cooperation.

"TAvail ahbtltepsat/ /| aseoart .eqrtd/uwd oads-CRBEA ¢ ChloMiREWM I atnegy. pdf

SAvail ahbltepsat/ /| aseart .eqrtd/uwgd o aAISH ANy Dbx/r s2eCcdudrpietryad p-BMm2210 25 - Bora2l2. pdf
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https://asean.org/wp-content/uploads/2021/08/ASEAN-Cybersecurity-Cooperation-Strategy.pdf
https://asean.org/wp-content/uploads/2022/02/01-ASEAN-Cybersecurity-Cooperation-Paper-2021-2025_final-23-0122.pdf

| 6 %26) %7

$

1 3%! . &2 - %7/ 2+ 3 NA

Most recently, as the ASEAN Cybersecuri
2025 concludes, ASEAN has announced th
Cybersecurity CoopeeaBdDpnwbBtchtwglyl 29ai
collective efforts to eslteatbdriy hf raa meovheer
cybersecurity over the next five years.

vi ASEAN Digital Economy Framewor k Agreen

The ASEAN Digital Economy Framewor k Agr
substanti al conclusion in October 2025
concluded in May 2026. As twieaeefirst col
agreement dedicated to the digtiathalli sehc o
a common framework for digital trade a
across ASEAN Member States.
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This chapter wa6Jullzy@26 updated on

A)OVERVI EW

Legal Fr amewor k

1.What are the main | aws governing data
in Brunei Darussal am?

The main | aw governing data protection
Personal Data Pr otPelxPt@)aon T@Gred D P20 2va s ( e
on 8 January 2025 and fully came into -
Prior t
Brune
commu
co
da
Al
pu
co
mo

the PDPO, there was no gener a
mimuwMhiocati ons regul atory -aut hori
ations TecAlnddl,odgys sluredu sat rpyu b(Ifi ¢
tion paper in May 2021 on a pr
tection for tIKenpuivataedne Ptapre
sequently issued a response to
onsul tati oRed modDsee eSmbnecre 2t0Oh2eln , ( |
d a number of industry engagemi
approve the PDPO in early 202

<sSoT—H™>
Do —— 0w
oc — c
omoOoTOoO®O B O

neral data prsopteeccitfiiocn |
contain requirements ai
ecessarily defined as s
tionsneasalcadmpar @ed owietch i
e telecomenunseclasc oinsers e
r
e

o =
3

mooco
o X O

- = =

C'
&

O —+o

S o~

SooT>S
w

otected under the appl

under Tel edbmmihéesati oakbu®e (

ng:

O3S XO0®=DT
—v *to o To o
—co3o ~“3~
om~TO®TOD
23~

T Code of PtaetiTebetommunications Sect
(Mel ecommuni caad) ohesf fCoadtei ve 20 Februa

T Code of Practice for Gener al Duties
Sect@Gendmal Dud) e6S€odred | ssue effect
November 2025) .

EUSI is defined as including, but not |
end usero6s billing name, identificati o
number, | P address, |l ocation informati
other information (Telaeagmapmi daBBi d0s )
Gener al Duties Code prohibits undertaki
any commercial activity relating to pr.
telecommunications sect drarikretBrBl ragier (sr
from using or disclosing EUSI except f
Gener al Duties Code or ot herwiesre with
concerned (General Duties Code, paragr .
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Cybersecurity, particularly in relatiol
is regulated in Brunei under the Cyber:
(Gyber secudr)i.t yOtAcetr | aws t hat may affec
the PDPO (in relation to protection of
Mi suse Act (Chapter 194) (which prohibi
Sectoral frameworks may also include r
cybersecurity. For example, the Brune

i ssued notices on early detection of ¢
requiring financi al institutions and b
identification, esssarsd menmi,t areismpg nisn r e
incidents, among other things.

Data Protet$cé¢ome Lafw Appl icati on

2. What is the intended objective or main
Unl i ke, for exampl e, Singaporeds Persol
PDPO does not include an express provi.
pur pose. However, AITI has explained i
for introducing the PDPO i s:

(at)o provide for the protection of indi
sector or gvdnichatsieerks to coll ect, use,
process personal data for their purpc

(b)yo facilheormder crloecws of personal dat a
devel opment of the digital economy ir

Accordingly, the PDPO sets out the obl
organi svatihomespect to their collection
processing of indi dual s6 personal da

Vi
relation to the processing of -their pe
border transfers, the PD&®IO omgamnideat ao
transfer personal data out of Brunei i
requirements to ensure the transferred
comparable to the PDPX22&oweherr eaq@isl atfi
i mpl ementing this requirement have not
.What is the scope of personal data pro
Under the PDPO, the term fipersonal dat
true or not, about an individual who ¢
or (b) from that data and other inform
or is i kely to bawbkiaccessii Rel ai ddal
refer to a natural person, whether | iv
Based on the definition of personal da
forms of personal data, including pers
electronic form. While the PDPO does n
sensitive personal dwaitbBhisucheddéfi wou
personal dat a Organi sations which are
PDPO would need to take into account t
for example, when notifying individual
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data or when determining the appropria
put in place to protect the dat a.
Business contact information falls out
data protection provisions. Such infor
individual 6s name, position name or ti
business address, busi e 03 luedtnresrsi d a
number and any other similar informat:i
provided by the individual solely for

4. Who must comply with the PDPO?
The PDPO applies to organisations, whi
company, association or body of person
whet her or not they are formed or reco
resident or have an sffncBroneplace of
However, the PDPO does not apply to in
domestic capacity. or as an empl oyee
As noted above, the PDPO applies dnly
does not apply to public agencies, whi
Brunei (including any ministry, depart
any tribunal appointed under any writt
statutory body. Publ subagencitestihe Bouw
of Brunei 6s data protection rules

CybersecunbBteypkeawf Applicati on

5.What is the intended objective or main
Act ?
The Cybersecurity Act enables the Comm
flCommi ssdpnto require or take measures
respond to cybersecurity threats and i
owners of computer systems designated
infrastCllgture (A0

6. Who must comply with the Cybersecurity
Owners of computers or computer system
Commi ssioner must comply with obligat:i
Pursuant to Section 9 of the Cybersecu
designate a computer or computer syste
(a) the computer or computer system is
delivery of an essenoi atompromicee ahdt
computer or computer system wil/| have
availability of the essential service
computer or computer system is |l ocated
Darussal am.
The Schedule to the Cybersecurity Act
services. These services relate to the
i nfocommunications; healthcare; bankin
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security; emergency services; aviation
medi a; and water.
Data Protection Authority, Enf orcement a

7.Which are the key author

ities that adm
PDP® What powers do the key aPuDP®oritie

Al'TI is the authority that administers
4(1) of the PDPO). I't is the national

regional and international platforms o
protection. I't is resmpwayiemles sf o @mradm
protection, as well as providing advi s
to personal data protection

Al TI may, upon receiving a complaint o1
investigation under Sectionord@amifs dthieor
is complying with the PDPO. This incl ui
written notice, an organisation to pr o
information (Section 44), to examine o0
acquainted with tthendactef aaadmatitreru msSe
to enter any premises with advance not |
search warrapht (Section 47

Under Sections 36 and 37 of the PDPO, .
organitsladati omas not complied with the PIL
direct:ions to

T stop collecting, using or disclosing
the PBDPO

f destroy personal data collegted in ci

1T provide access to or correct personal

T if the organisation intentionally or
to require payment of a financi al pe.:
of the annual turnover of the organi
B$10 million (whichever is higher

.l's there an avenue for appeal against

made under 2% he PDPO

Under Section 40 of the PDPO, where an
aggrieved by a decision or direction m
powers under the PDPO, they may make a
reconsider the deceirsiiaan ved ydi mact indnvi
organi sation may appeal to t DbPA®)ata Pr
against the decision or direction made
Where a

ppeal is |lodged with the DPA
tecti onDRAREafr €Eomammbhget H @
P and the DPAC hearing an ap
decision or direction which
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Cybersecurity Authority, Enforcement and
9. Which are the key authorities that admi
Cybersecurity Act? What powers do the

the Cyberse&curity Act

The authority r
Cybersecurity A
Commi ssioner

esponsible for the admi
ct

The Commi ssioner has a broad range of

Act. This includes:

T the power to issue directions to the
relation to a cybersecurity threat,
standard of performance, appoint an
with any code of prdotrimaecer taandaxn
cybersecurity exercises, or for any
the cybersecurity of the CII (Sectio

T the power to investigate and prevent
including issuing requests for infor
directions for remedi al measures to

Cybersecurity Act).

Depending @womphe amemr, penalties may i
terms of imprisonment.
10l.s there an avenue for appeal against

Cybersecurity Act?

Perswhe are ag
Act may make a
I nfocommunicati
(Section 19 of

s against a decision
e Cybersecurity Act).

is Cyber Security Br

grieved by a decision ma
n ppeal to the Minister
i

B DATA PRI VACY AND DATA GOVERNANCE OBLI GATI

4

Obligations Relating to Collection, Us e,

Personal Data (Data Privacy)

l11What are the | egal bases for processin;
PDPO?
Under Section 8 of the PDPO, an indiuvi
an orgawciosaeicoes, uses or discloses the
unl ess collection, use or disclosure w
authorised by | aw or an exception unde

Consent and Deemed Consent
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onsent may be explicit or implied frol
through an individual 6s actions or ina
I'n addition, Sections 11 and 12 of the
which may arise in the following circul
(awhemana individual voluntarily provide:c
purpose, and it is reasonable that tI
(bi)tthe coll ection, wuse or disclosure of
reasonably necessary for the concl usi
organisation and the individual; or

(cwhet Be or gaminsdautcitosn a prescri bed asse

adverse effect on the individual, not
for coll ection, use or di scl osure of
reasonabl e period of time for them t

Exceptions to Consent under the PDPO

Section 14 of the PDPO states that an ¢
and/ or disclose personal data (as the
circumstances or for purposes set out |
These include:

(agxceptions relating to the vital i nt e
(béxceptions relating to the public int
(céxceptions relating to |l egitimate i nt
(déxceptions relating to business asset
(egxceptions relating to research and
Does the PDPO impose other requirement
processing of personal data?

Purpose Limitation

Or gani smaatyi oonnsl y col |l ect , use or disclos
PDPO for purposes that a reasonabl e pe:]
in the circumstances and that are rele)
reasonably necessary for itd)purposes |

Noti fication

I'n additi on,muosrtg agreinseartaildnys i nform indiyv
for the collection, use or disclosure
collecting the personal data although
form in which notice mbist hbBleePPPD®en ( Se
Does the |l aw impose separate or additi.
to specific categories of personal dat
da)) &

As noted above, the PDPO does not incl
sensitive personal dat a. However, such
definition of personal data wunder the |
need to take into account ftohre esxeannspiltei,v
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when determining the appropriate secur |
pl ace to protect the data
Obligations Relating to Care of Personal

l14What obligations does the PDPO i mpose
persona?2 dat a

The PDPO i mposes the followi:tng obligat

Accur acy

Organisations wil|l be required to make
per sonal data it has collected is accur
used by the organisation to make a dec
is | ikely tboy bteh ediosrcglaonsiesdat i on t o anoth
(Section 21).

Retention Limitation

Organi switlilonbse required to cease to ret
personal data, or remove the means by v
associated with particular individual s,
assume that the purpose f orolwheiccthe dt hiast
|l onger being served by retention of the
|l onger necessary for | egal or business

Data Subject Rights

15What rights do data subjects have unde|

The PDPO provides individuals (data su

Right of Access

I ndividuals wil!. have the right to req!
with their personal data that is in thi
the organiasdtiofor mati on about the way
data has been (or may have beemr used
period preceding their request This r |
including, for exampl e, i sonkaé¢ dmat ar mdb
another individual (Section 18).

Right of Correction

I ndividuals wil.| have the right to req!
or omission in their personal data that
contr ol of t.heThoirsg arniigshatt iwoinl | be subjec
including, for example, in relation to
evaluative purposes (Section 19).

Right to Withdraw Consent

I ndividuals wil!.l have the right, at an:
to withdraw any consent given, or deem
to the collection, use or disclosure of
cannot prohibit individuals from withd
not affect the consequences of such wif
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ivate Action

al who suffers | oss or dama:
on by an organisation of Pa
substanti reqguirements relating to c¢
of persona data) may vidmmernd®na i mr icvoal
where AI Tl has made a decision in resp:¢
contravention, the right of private ac:
avenues of appeal have been exhausted |

Right of P
An individ
t
v

r

u
contravent.
e
I

Erasur e

y f
dividuals do not have a right
e
I
t

m
[ [
t possession or under the cont
TI has the power to direct an
has berav entl il @ t gSde ditmeocr® DIEO

o.m—'g;u
D oT BV O
~ O
< T 0
(o= ek
®» >3S0

t h

C)SECURI TY OBLI GATI ONS AND DATA BREACH NOTI

Protection of Personal Dat a
l6What security obligations are i mposed
the processing @f personal dat a
Under Section 22 of the PDPO, organi sa:
per sonal data in their possession or ul
reasonabl e security arrangements to pr.
(agnaut horised access, coll ection, us e,
modi fication or disposal of personal
(byhe | oss of any storage medium or de\y

stored.

Obligations under the Cybersecurity Act

l17What are the security obligations wunde|
Under the Cybersecurity Act, Cl | owner ¢
processes for the purposes of detectin
incidents in respect of the CI I, as sef

practice.

The Cybersecurity Code of Practice for
(Gybersecurity CoderefuiPrastClkl owners

security configuration baseline standal
applications, network devices and ot he
with the cybersecurity risk profile of
baesl i nes must address the following sec
T removal of i nactive or unused account
T password management (default passwor

passwords shalll be stored in their he
T removal of unnecessary services and &
T closure of unused or unnecessary net.\
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T enabling only external physical conne
operation of the CI1I;
f protection against mal ware; and
T timely wupdate of software and securit
of Practice, paragraph 5.9.2.).
Notification of Security Incidents and D
18Are there notification requirements to
and affected data subjects of a data b
for such ndtification
Under Sections 26 and 28 of the PDPO,
soon as is practicable, but in any cas:
the assessment that a data breach:
(apesul ts in, or is likely to result, s
individual s; or
(bi)s, or is Ilikely to be, of significar
The terms fisignificant harmo and Asigni
the PDPO. However, in the Response, it
account international norms and i ssue |
these ter ms.
Organisations must also notify the aff
notifying AITlI wiflthesddata lbreashl i kel
significant harm to the affected indivi
wai ver and exceptions set .out in Secti
19Are there notification requirements in

event s? What are the timedlines for sucl

Section 16 of the Cybersecurity Act r e
Commi ssioner of the occurrence of any

(a) prescribed cybersecurity incident i
(b) prescribed cybersecurity incident i
computer system under the control o
interconnected with or that communi
(c)any other type of cybersecurity inc
the Commi ssioner has specified by w
At the time of writing, the types of ¢
under this notification obligation hav

D)OUTSOURCI NG ANBOBREBRSTRANSFERS

Il nternational Data Transfers

20Does the PDPO impose requirements in r
data to other jurisdictions? What are |
requirements may be met ?
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Under Section 24 of the PDPO, organ 1
data to a country or territory outs
requirements prescribed under the P

I
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n
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DP

Appo.
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h
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e
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D

personal data wil/ bf e pacoctcerca e do na tshtaa

comparable to the protection under t

b
t

Response, AI TI states that it i1

thooradreas s ransfer mechani sms t hat

a | ater dat e.

nt ment o f Dat a PPRParcteys sVearsdamsd Third

21What
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t he

Dat a
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dat a
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ocessors, who are organisations
of anotohrerp uwbrligiacniasgaetnicoyn, ar e sub
on under the PDPO. Section 3(2)
personal data pursuant to a col
will only be requiredtaothempl)
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T the obligations of the external part
cybersecurity threats and report cybe
T the rights of the ClII owner to commi ¢
partyds cybersecurity posture in relzé
activities or operations; or to requi
copy of the audit r emaonty <loaoumi & sti loen ¢
audit for these purposes (paragraph 2
Furthermore, the ClIl owner must establ |
external partyds compliance with the t
above and any other terms in the agree:
(paragraph 3. 7. 4)
The ClI1 owner must also ensure that it
its agreements with external parties i
regul atory requirements (paragraph 3.7,

E)ACCOUNTABI LI

TY AND OTHER COMPLI ANCE OBLI

Data ProtetApponi ntamment of Data Protecti ol
Accountability Requirements
23l.s there a requirement to appoint a da:
I f so, what is the scope of responsibil
any requirements in relation to the DP
experience?
Under Section 7 of the PDPO, organisat.
person to be responsible for ensuring
the PDPO, who is referred to as the DP!
On 4 June 2025, AITI i ssued the Appoi nt
l evel of xpertise and skills of DPOs
DPOs under the PDPO
24Are there other obligations under the |
handling processes or compliance with
Section 7 of the PDPO states that orga
(adevel op and i mplement policies and pr
it to meet its obligations under the
receive complaints;
(bgommunicate to its staff information
practices; and
(cmake information available to indivic
policies and practices.
On 4 June 2025, the AITI issued the De:
Management PrDPgWPg mmeri d@e, which sets ou
and practical guidance for organisati o
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I'n January 2026, the AI TI i ssued the P
I nfokit, which serves amsganipsatitorcal g
demonstrate accountability for the per:
outlines measures that organisations c:
i mpl ement appropriate data protection |

CybersecuiiAtgolbawability and Compliance

25Does the Cybersecurity Act impose obl i«
demonstrating that compliance with the
Under Section 17(1) of the Cybersecuri:
carry out an audit of the compliance of
and the applicable codes of practice al
|l east once every RoykRarscsarTMhedaaodi tby s:
approved or appointed by the Commissi ol
Additionally, Sectlon 17(1) of the Cybe
conduct a cybersecurity risk assessmen:
and manner at Ieast once a year.

26What other key compliance obligations ¢
i mpose?
The Commi ssioner may conduct cybersecul
of testing the state of readiness of Cl
cybersecurity incidents. Cl |1 owners mu:
exercise i f direot ed itrhewrCotmm ¢ stio ndkea
the Cybersecurity Act).
Additionally, if there is a change in
Cl'l, the relevant person must inform t|
ownership not | ater than 7 days after
(Section 15 of Achte) .Cybersecurity
Additionally, Cl | owners may al so be r
Commi ssioner, information such as inf ol
configuration and security of the CII (
computer system under t hies cionntterroclo nonfe cttl
communicates with the ClIIlI, among other
Cybersecurity Act).
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This chapter wa$0l &dasheupdabed on
A)OVERVI EW

Legal Framewor k

1.What are the main | aws governing data ¢

in Cambodi a?

Cambodia has not yet enacted any compr e
data protection | edgriasfitatvieorns iaolnt hoofu gthh et t
Protection Law is being made avail abl e
comments while the draft wversion of the
di scussed -matnit hteet inaNearyl evOe2thast wd dr aft
still being discussed and developed.

Under
fall b
i

C nt practices, matters per

r y under the right to prv
constit n and certain provisions wur
Code, a ther spelcawiaen| Blwsctsuami @asCa
(Eommerce Law) and the Law on Banking
Those | aws generally protect the right
cover personal dat a.

ai

e
i Cy
n

5 € O C

=5 -

Data Protet3dome Lafw Appl i cati on

2.What is the intended objective or main
| aw?

e ltdhmsave data protection and data pr|
e Constitution, t-@em@ewcé LCadearanHbat
ner al applications that would be appl
i vate/ publ.i cT e g@mn sstaittiwtni on i s consi
w of the country while the Civil Code
sues such as contracts, famil-y | aw, [
mmerce Law is a specialisedmmawecqover
mbodi a and between Cambodia and abr oe

0o~ ~"TQ@~H
SR @ TV < I () S g 3

3.What i s

the scope of personal data prot
protectio

| aw?

>

no | aw or regulation definin

fdat ao wafodthméronedLawdewhtit bk E
| at es domastoinomeancd carcasisvi ti e

Cambodi a, ashé@mnagrewup, ofymbm

messages, images, sounds, videos, inf
that are prepared in a form suitable

systemo.
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4. Who must comply with the data protectic

The Constitution, t-Bem@evik Cadeaandl atl
gener al application and do-treatridont ailn
application of the | aw.

Cybersecuiibtygypkawf Application

5.What is the intended objective or main
| aw?
The cybersecurity |l aw in Cambodia is st

6. Who must comply with the cybersecurity
Not applicable.

Data Protection Authority, Enforcement and

7.Which are the key authorities that admi
protection | aw? What powers do the Kkey
data protection | aw?
There are no key authorities although t
substanti al powers over data protectior
are the authorities handling the drafti
Law Cyber seauwunrdi tCy bleaw,ri me Law or might
drafted |l aws to some extent:
T Ministry of Post and Telecommunicatic
T Ministry; odntdnterior
T Ministry of Commerce.

8.ls there an avenue for appeal against
under the data protection | aw?
Not applicable.

Cybersecurity Authority, Enforcement and A

9. Which are the key authorities that admi
cyberselcaw? tWwWhat powers do the key auth
the cybersecurity | aw?
There are no key authorities although t
substanti al powers over cybersecurity
the authorities handling the drafting ¢

Cybercrime Law:

T Ministry of Post andanfégl ecommuni cati o
T Ministry of I nterior.
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10ls there an avenue for appeal against
cyberselcaw?ty

Not applicable.

B) DATA PRI VACY AND DATA GOVERNANCE OBLI GATI

Obligations Relating to Collection, Us e, D
Personal Data (Data Privacy)
li1What are the | egal bases for processin
There is a gener al recognition of the r
protect data from unauthorised access.
consent, which means no specific conser

that a person obet aisnsnoc ocsnpseecnitf,i ct feorr m o
required.

12Does

the data protection | aw i mpose ot
col l ecti C

on and processing of personal

Not applicable

13Does the | aw i mpose separate or additic
to specific categories of personal dat ¢

Not applicable
Obligations Relating to Care of Personal D

l14What obligations does the data protecti
of

the care personal data?

There are no specific | awminegubationg ¢t
retention of personal data in general e
basic guidelines for how |l ong informat:i
across various sectors. For exampl e, p e
for at |l east three yea

Data Subject Rights

15What rights do data subjects have under

Al though there is no comprehensive dat e
could be i mplCedimender Lalwe Eor exampl e,
subject has the right to access, opt ol

Commerce Law.
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C)SECURI TY OBLI GATI ONS AND DATA BREACH NOTI

Protection of Personal Dat a
l16What security obligations are i mposed i
of personal data?
Al't hough the Personal Data Protection 1
Commerce Law addresses (to some extent)
surrounding personal -Cloartnee.r cler tLiacw er e3q2u ic
any person who stores elretceodnarcy dat a t
measures to ensure that the data is r1ez¢
unaut horised access, use, alteration, |
party), unl é&ygs taet dartiasesdibj ect or perm
However, the law did not specify what c
Obligations under Laws Governing Cybersecu
l17What are the security obligations under
The cybersecurity |l aw in Cambodia is st
regul ations address security obligatior
Notification of Security Incidents and Dat
18Are there notification requirements to
and affected data subjects of a data b
for such notification?
No. There are no | aws or regulations tF

notifications or procedures.

19Are there notification requirements in
events? What are the timelines for suct
No. There are no | aws or regulations t}

notifications or procedures.

D)OUTSOURCI NG ANBOBRE®S TRANSFERS

International Data Transfers
20Does the data protection | aw i mpose r e
transfer of data to other jurisdiction:
these requirements may be met ?

0 There are no regulations or provisi
transfers of data, except for personal
and financi al institutions2,02whiTelt harod or
and CRbek Management Guidelines.
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Appoint ment o f Dat a PPRParcteys sVearmsdamsd Third

21What are the requirements and relevant
appointing a data processor to process
the data controller?
There are no | aws or regulations explic
of data controllers and data processor ¢
|l aws related to appointing a data proce

22What obligations does the cybersecurit)
relation to outsourcing arrangements?

here are no | aws or regulations i mposi
relation to outsourcing arrangements.

E)ACCOUNTABI LI TY AND OTHER COMPLI ANCE OBLI

Dat a Pr ot ecApipooni nLtanwe n t o f Data Protection (

Accountability Requirements
23l.s there a requirement to appoint a dat
so, what is the scope of responsibiliti
requirements in relation to the DPOb6s ¢
No. There is no requirement tbP@ppoint
24Are there other obligations under the ¢
to its data handling processes or compl
protection | aw?
Not applicable.
CybersecunAtgoblbawability and Compliance Re
25Does the cybersecurity | aw impose obl ic¢
demonstrating that compliance with the
The cybersecurity |l aw in Cambodia is st
26What other key compliance obligations
i mpose?
The cybersecurity law in Cambodia i s s
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This chapter wa$ Jasée 2p2aated on

A)OVERVI EW

Legal Framewor k
1.What are the main | aws governing data ¢
in Indonesi a?

Data Protection

The main Iaw governing personal data pr
27 of 202 on ProtecRDanLoa)J Weirslbnabhs D¢
enacted on 17 October 2022. 1ts i mpl eme
i ssued However, as of |l ate 2024, the N
Digital MGEC Digirresvi(ofusly known as Ministr
and I nf oM@@))i chsas(fici rcul ated a draft go
under the PDP Law for public socialisat
By the completion of the transitional I
PDP Law, al |l provisions issued under ot
per sonal data protection wil!/l remain Ve
with the PDP Law. Tdatsa imrcdtuaeetsi @rermsrom
outlined in | aws such as Law No. 11 of
Transactions E&a§ amsnBGeder (flent Regul at
of 2019 on t hef OFlgamtirsarniiconSy st ems and
71/ 201906), and MOCI Regulation No. 20 ¢
Personal Data in Rlegutil moniod )RBY tOehd ( A
transitional period has | apsed and the
enacted, the PDP Law is still the main
I'n addition, provisions related to per ¢
found i nspediufsita yregul ati ons. For insta
under Law No. 10 of 1998 on Banking ( as
unaut horised disclosuoenofiofieort mmei ©a, [
details of customers and their funds. |
Services AuthorityoR9dd28ednRE€pmaiebhi c
Protect hinnainci alSeSerowihdad e highlights p
data protection principles as part of r
assets and privacy, and are prohibited
consent, with -pemplitaesef o8i miohar |l y, in

under Law No. 17 ofqg2028sonhhHeé¢alkivlery me
heal th pmustonmredt ect patientsd medical

recobctdw. No. 36nofTell®®®mmuni cation al
tel ecommuni cati onpdghtee ectomnrfd denti al it
keep records of transmitted or rece
investigations.
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Oper atecsr@ ) (o i mpl ement a childrends pe
system through appropriat) preapamriersg & |
Personal Data Protection |I mpact Assessr
designating the party responsible for t
Personal Data in the provision of toys
devices to connantd t(a itihe aiprptoé mriétn;g an
personnel responsible for carrying out

Cybersecurity

The I ndonesi aKi Pabakn@ednigg (Hukuim Pi dana
iIKUH®) has | ong been instrument al in pr
instance, fraud has been used to addr ec
activities, forgery applies to the fal s
property damage can be saugpgl iiend tthee Haecki
or alteration of dat a. Nonet hel ess, KU
its lack of specificity to digital cont
NYdlif e, there are no regulations specifi
However, gener al provisions pertaining
within the EIT Law, as it specifically
against electronic i nfhoerima trieosnp/edcotci wnee nst
such as hacking, wiretappised, dpbtshbuoygi
of electronic information/ documents. Tt
provisions related to electronic transse
net wor ks
I'n addition, the regulation of National
Sandi dan Si BSSNNashooht, afiso be obser\
governmental institution under and has
President, which is responsible for <car
field of cybersecurity and cryptography
cybeusety efforts.

Data Protet$dome Lafw Applicati on

2. What is the intended objective or main
Personal data protection is a citizenos:s
protected by the Indonesian Constitutic
reflects the need to protect individual
processing of per sotnradn idca tednecunroatnh er, eal
the use of data processing tools. The |
personal data that could be experiencec
entities

3.What is the scope of personal data prot
All forms of personal daetlaec twhoentihce ra ned ¢
regardl ess of the degree of sensitivit)y
APer sonal Dataodo means the data of an ir
specifically or in combination with otfF
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indirectly, throuegeH exnt relnact rsogrsitce mar Trha
divides Personal Data into two categor.i
Speci fic Dat
(i . e. sensitive Gener al Dat
processing of w h i
significant i mpac
such as discri min
(agompl et e name
(ahealth data and
) ) (bgender
(bhi ometric dat a ) .
. (cpationality
(cgenetic dat a . :
. (dpeligion
(dgri minal record .
o (emarital status
(eghil drends dat a .
. J(fgombined dat a
(fpersonal financi :
(g9t her data refer which certain
g be identified,
relevant | aws ar
number and I P
Who must comply with the PDP Law?
The PDP Law applies to any individual,
international organisation that perforrt
(awithin the territory of I ndonesi a; an
(bgutside the territory of Indonesia, t
i .within the territory of Indonesi a;
iion I ndonesian data subjects outside
However, the PDP Law does not apply to
individual for personal or househol d a

Application

5.

What is the intended objective or main
I nformation technol ogy, medi a, and comrn
significant transformati osas iiom,hd mreand i e
rapid social, economic, and cultural ct
governmensesr gcheegriimportance of ensuring
certaint ysaitn, otchoenisri duetriilnig | egal , techno
cultural, and ethical approaches. Among
cruci al role in addressing security di s
operations to ensure |l egal <certainty.
.Who must comply with the EIT Law?

EI'T Law applies to all individuals
citizens) and | egal entities engaging i
Law, whether within or outside Indonesi
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consequences within or outside I ndonesi
interests.

Data Protection Authority, Enf orcement and

7.Which are the key auth

es that admi

ori ti
Law? What powers do the key authoritiesc

One of the forthcoming developments of
establishment of the PersBbDBIlI A®Dapay Prot
formed by and directly accountable to t
have substanti al authority to i mplement
protection measures, including formul at
per sonal data prot epxltdmmennt astuipcemr vd fs ep @ rhs
protection, i mpose admi-complriaanove wianbt
PDP Law, and facilitate alternative di s
is also granted the authority to issue
comdt investigations into complaints, I
summon individuals or public entities,
documents regarding alleged violations
As a reference, the administrative sanc

the PDP Law by the PDP Agency include:

(awarni ngs;

(ba temporary suspension of data proces

(c)he del etion or destruction of dat a;

(da fine of up to 2% of the annual i nco
violation variabl e.

Furthermore, the criminal sanctions unc

on the violatiofsyeangiofg fmpmi donment

6 billion of fines. Apart from this cr

penalties can al sormeofi mporsfeids ¢ amt it hre df

obtained from criminal acts and payment

I f the criminal acts are committed by &

can be imposed is up to 10 times of the

PDP Law. I n addition to this fine, the

additional crimipnopam sé&nction in the

(agonfiscation of profits and/ or assets
criminal activities;

(buspension of all or part of the comp

(cpermanent prohibition from engaging

(dgl osure of all or part of the company
activities;

(efjul fil ment of neglected obligations;

(fpayment of compensati on;

(gnevocation of I|icenses; and/ or

(hdi ssolution of the company.
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)

$/

%3 ) |

.I's the

NA

Al t hough the PDP Agency has yet to be ¢
of the PDP Lawds implementation is cons
the MOCD.

re an avenue for appeal against e
under the PDP Law?

The PDP Law does not specifically outl:i
sanctions i mposed by the PDP Agency. Ho
di sputes regarding personal data protec
arbitration, litigati on,utoirono tnheecrh aanitsem
accordance with the provisions of the |
For arbitration disputes, parties seeki
may file a request for annul ment with t
Subsequentl vy, if the District Court ann
may be made to thec®wprnemeg i @dwsr thefPaore
courts (with the District Court being t
the High Court, and then further to the
di sputes handled by alternative instit:¢
appdblce within those institutions.
I'n addition, the PDP Law also regul at e:s
facilitate dispute settlements outside
i ssuance of the Presidenti al Regul ati or
Agency and a Governmenti Rpbgemabhiani det e
authorities, this section wil!/l need to
these regul ations.

Cybersecurity Authority, Enforcement and A

9. Which are the key authorities that admi

Law? What powers do the key authorities

There are no specific authorities desig
i mpl ementation of the EIT Law. Accordin
(GR 71/ 2019), the I ndonesian minister r
informatics affairs (currreaednttloy,o vtehres eMOQ
operation of electronic systems. Furthe
supervision over electronic systems in
the relevant ministries or institutions
Additionally, the EIT Law specifies tha
l aw follow the provisions of the Crimin
I ndonesian National Police. However, ap
servants within rtrheen tgloyv eurnndreerntt h(ec uMOCD)
in information technology and el ectroni
investigation authority. These authorit
on reports, conducting inspections, sei
certain infocmaomion andt eihe.

Regarding sanctions imposed under the E
the type of violation and-Ic2anbirlalnigoen ffrio
2-12 years of imprisonment.
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10lL.s there an avenue for appeal against ¢
Law?
I'n addition to the criminal sanctions ¢
individuals can file | awsuits against i
utilising information technology that ¢
settled througheraralitterandtoinverdiogpute r
mechani sms
The appeal process remains consistent v
our response to Question 8 at paragrapt

B) DATA PRI VACY AND DATA GOVERNANCE OBLI GATI

Obl igations Relating to Collection, Us e, D

Personal Data (Data Privacy)

li1What are the | egal bases for processing

he main | e
nal dat a
atbonaotrs i

Data subjectds consent t
o )
h n
ust inform
a d
a

data. When processing

individual, public ins
individually or joint/|
data processing. Bel ow
processing of personal

g e
t
ter
t F
det ai l e e
a.E
c

p t and valid consent of the sub
n I

er . The controll er mu st state

,_.._
- -
o 0

X
0
al basis for data processing
poses of the data processing
e and relevance of the data

e ion period of the documen
a
a

of the information col
cessing period; and
[ t

< < < 7 7 = =
—_— e ==

=+ —~+ ~+ oot
o pien s s B Bl B
® D®DdDdDDOD

the above i

re are any changes to
t to making the

he subject prior

tion of t h

for serious medi
(dperformance of t
authorisation of
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(eBFul fil ment of other wvalid
and bal ance between the ¢
rights.

i n
t

I t
on r

o D
—_ =
- D
D n
- —+
o ”m
w -

12Does the PDP Law i mpose other requireme
processing of personal data?

Pl ease refer t

a 0 t( under Quest:i
processing of p

S e

u I

i a) C
onal data must be cor
n the I ndonesian | anc
enldlerandh evociodn.sent t o

e
consent provided
requirement wi I
13Does the |l aw impose separate or additic

to specific categories of personal dat ¢

Yes, the PDP Law st
people with disabil
approval from the p
di sabiolri wisesn,g certa
di sabilities.

ul ates that the pr
i es must be handl e
ents or guardians

n communication me:

i p
t
r

i
a
i

% personal data is not express|l
Cc izes gener al and specific pe
m applies. El ucidation of the
I ta thwmltd hdavera ceerseseetder ciomp a
I data subject, including acts ¢
p
r
t
e

=~ =0 -3
Q >

ersonal data subject. Gi ven spe
mation | isted in Question 3 abc
hesecgaayabesensitive personal C

0Ooo0o~TT ~O0OW
O S OMD®D®D®S O
SO T nCc<®

~+~3 3 00 —

c o~

Procesasfingpeci fic personal dat a may
assessment (please see further informat

Additionally, under GR 17/ 2025, ESOs
FeatuP88) (sipecifically intended for or
by mimhoirlsdrreemuairreed t cassvaedumdntseldn its
i mpl ement age verification mechani sm
measur es.

Obl igations Relating to Care of Per sonal D

l14wWhat obligations does the PDP Law i mpos

personal data?

The care of personal data is generally
of a data controller, as foll ows:
(agnsuring the accuracy, completion and

veri fjication

(bygpdating or correcting any mistakes o
hours of receiving a request,;
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(ci)ynforming the data subject of the out

(dmai nt ariencitonrgds of all their; data proce:

(eproviding data subjects with access t
processing history during the data re

(fgranting access within 72 houyrs of re

(gallowing data subjects to modify thei
.it affects the security, physical o
or others;

iiiLt i mpacts the disclosure of anothe
iiiit negatively aftd eaxnd sneadurointayy; def e
(hdgssessihmgi mpact of personal data prot

data processi Agevpds epsotae nhii gh ri sk to
Thi s -lheiveeh ri sk may be a result of:

.aut omat i emakicig iwint h a significant |

subject;

iispecific data processing;
i iliarsgceal e data processing,;
ivdata processing for the purpose of

scoring or monitoring of the subjec

v.data processi ng ffaotrc htihneg pourr pcoosneb i ni r
of dat a;
ithe use of new technol og in data p
idata processing that | imits the exe
(iproteanmidngnsuring the security of the
creating and i mplementing operational
data from unl awful processing interfe
security |l evel by considering the nat

(jprotetthiengonfidentsi ality of the dat a

(kupervasyngarty engaged in data proce:
controll erdés control

(lprotedaitmgfrom unauthorised processin

( mpr ev e dtaitrag from bein
system and/ or by pr
ns

S

C

g accessed unl awfu
ocessing the perso
ecure, and respo i bl e electronic sy

(ngt opptihneg data processing upon the data
onsent within 72 hours of ;receiving
(odel ayainndg | i miting the data processing,
within 72 hours of receiving a del ay
apply if
.the | aw does not all ow delaying or
ithe delay or |l imiting could harm ot
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bound by a written a
;del aying or limiting

S

iithe ubject is
that prohibits

(pterminahendata processing when the ret
purpose of the data processing has be
ub

request is received from the data s
(gdel etddian@ when it is no |l onger needed
the data processing the subject with
del etion request from the subject, or
I

0
processed ;unl awfu y

(rdestrayienglata in the event that:

i.the retention period has expired an

destroyed according to the archive
iithere is a deletion request from th
iiiit is unrelated to the resolution o
ivt he data was obtained, or processed

(snoti ftyhiengsubject of the del etiamdor de

(thei mg@sponsi ble for the data processin
accountability for complying with its

Data Subject Rights

l15What rights do data subjects have wunder

Data subjects have the right to, among

(agbtain information related to the <cl a
the purpose and use of their personal
of any party requesting the dat a;

(bgompl et e, renew and amend mistakes or
according to the purpose of the dat a

(cadccess and obtain copies of their dat
(dyerminate, erase and destroy their da

(ewithdraw any consent to the processin
| .

controll er;

(fobject to anymakitngrprdeceé $$ otnhat i s b
automatic processing, including profi
economic condition, health, personal
behaviour, | ocation, oirchelleecadsontioc |neo
i mplications and significantly i mpact

(gpostpone or |l imit the processing of a
according to the purpose of the dat a
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t and receive inde

e a civil |l awsui
ity of their dat a;

I
e confidenti al

cognised forms and formats or in wa

(igbtain and/or use their data provided
re
el ectronic systems; and

(jose and submit their data to another
relevant systems are capable of safel
in accordance with the data protectio

However, the above rights are exmluded i
and security, |l aw enforcement processes,
state administration, supervision of the
policy, payment systems, financi al syste
of statetadminiostsaatistical interests a

C)SECURITY OBLI GATI ONS AND DATA BREACH NOT|

Protection of Personal Dat a
l16What security obligations are imposed |
of personal dat a?
Personal data controllers are required
of the personal data they process, by |

measur es:

(apevel oping and i mplementing operatior
protect personal data from interferer
that is contrary to the | aws and regl

(bpetermining the I evel of security for

account the nature and risks associat
must be protected during processing.

Further, under GR 17/ 2025, ESOs provid
features that may be accessed or used
i mpl ementr edraitveadc ypr ot ecti on measures, i
PSF with high privacy settduwmgh pryi Wedya
settings following system updates. Hig
means that the processing of personal
personal data that is genuinely necess

the processing activity.

GR 17/ 2025 also restricts certain proc
children, including the collection of
activities.

Obligations under EIT Law

l17What are the security obligations unde
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)

$/

%3 ) |

NA

Under the EI'T Law, there are no specif]

the gener al rEeSquo remewnrnt e ftohe security
Additionally, they are obligated to inf
measures i mplemented in their electroni
However, BSSN through its Regul ation N
Systems in the I mplement 8SS6n8®R0EDect
further obliges -&£ESOesomenwmhdiuactcateeédor i s
as foll ows
(a%trategic electronic system, i .e. thec
public interests, paeblaind ssercwirdéd,y.s tTe
providers of strategic electronic sy:¢
(1T$NI 1 SO/ 1 EC 27001;
(iot)her security standards related to
the National Code Cyber Agency; and
(iother security standards related to
the relevant ministry or agency.
(bHigh (risk) electronic system, i.e. t
interest of certain sector and/or r ec
electronic systems must i mplement:
(i $NI I SO/ 1 EC 27001 and/ or other secu
cybersecurity established by the Na
and

(iot)her security standards related to
the relevant ministry or agency.

(chbow (risk) electronic systems, i.e. ¢
categorised under the strategic or hi
above The providers of low (risk) el
i mpl ement
(i$NI I SO/ I EC 27001; or
(iand/ or other security standards r el

established by the National Code Cy

Aft er war eéa,s stehses nseenltf resul t must be rep:«
verification and determinati on.
Notification of Security I ncidents and Dat
18Are there notification requirements to
and affected data subjects of a data b
for such notification?
Yes, under timet PDPevLeamt, of a failure to
the data controller must deliver writt
to the relevant data subject and the P
this currently rFeofrerrse fteor etnhcee , MOCD)l.ur e
means a failure to protect the confidei
the dat a This includes security breacl
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unintentional, leading to the destruct |
unaut haccesed to the data sent, stored
The notification must at | east contain
(athe data breach;
(bwhen and how the data is breached; ar
(ch)he impact of the failure and effort:
failure.
Foll owing the notification to the MOCD
and clarification as it deems necessar:
the data controller to notify the publ |
the | aw, this would occur |f
(a)he data breach disrupts public servi
(b)yhe data breach has a serious i mpact
19Are there notification requirements in
events? What are the timelines for sucl
EI'T Law is silent on the requirement f
i ssued BSSN Regulation No. 1 of 2024 ol
(BISSN 1b620Rdweverguires al/l ESO to estat
Response CTRam t(adfisked with managing inci
reporting cyber incidents to relevant

information to minimise future risks. 1
| eviel s

(anational CI RT;

(bgectoral CIRT; and

(cgrgani saticomasli sCliR™M, of representativ
and other relevant parties/ authoritie

I n the event of a cyber incident that
systems, the reporting fl oOW RsTt arot & hfer o
sectoral CI RT, with a copy sent to the
However, the regulation is silent on t|
events, but explicitly states that the
for the organisers in the strategic se:
on public interesmhatpobmlailc dedrwnise, sec
economy)

Al so note that i f this incident invol v
requirement referred to in Question 18

7 ¢ HU Wa Y LLBEY



)

$/

%3 )

NA

D) OUTSOURCI NG ANBOBRERSTRANSFERS

Il nternati onal Data Transfers

20Does the PDP Law i mpose r
data to other jurisdictio
requirements may be met ?

Under t
party (i
foll owi

he PDBordey ¢raswsfer obligation
i.e. the personal data control
ng hierarchical manner :

y must ensure the r
protection | evel t ha
e PDP Law.

1. The sending p
a personal da
provisions in

rement in No. 1. i

2. ui S no
nce of adequate and bindi

| f r
the exis

ts in Nos. 1. and
om the data subject

o T ™
— —~+
o Qo
® —
- 3 ®
o
o
=)
(%]
o —
—h:-‘
® o

T o —

However, from our interpretation of

obtaining cowmoemrdterf @dratar dgsansfers rema
t

even if h conditions in items Nos.
because, in principlad, dtaha tcrommssfieanut@fs
per sonal data processing and the PDP
consleamased model for data processing.

obtaining the dat a s tbhojredcetrd sd actcan st e mtn sff

remains necessary.

Further more, as both GR 71/2019 and
in effect, the transfer of personal
entities to abroad must be

aut horised official/institution, i n

1. t o] h

n t
y, the
ansfer

-

p p nn e
n Ci i e
rm

e onal dat
n me , he
i s
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e
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o] eci
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2. anadvocacy request to the government,

necessary; and

3.areport on the i mplementation of t
for this is provided by the MOCD).

Nonet hel ess, the enforcement and i mpl
insufficiently not yet <clear at pres
and the effective reorganisation f
foll owing the roCslt riurcttaar MOED ,0f i tMs
expected t o alsed Eengepuegnmtnliy, t he
reportihordeonoseper sonal data transfers,
directorate Asmyofchdogember 2025, any
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protection related maitrteeat owialtle boef uDni dge
Super voifs i MOCD

Appoint ment o f Dat a PPRParcteys sVearsdamsd Third

21What are the requirements and relevant
appointing a data processor to process
the data controller?
When appointed by a controller, a proc:¢
according to the controllerds orders. |
remains the controllerds l|liability. The
another third party p(rio.vd.dean dthhadr ipgr da
the prior written approval of the cont
Some of the controllerds obligations al
t o:
(agnsure the accuracy, completion and ¢
veri fication;
(bnecord all their data processing acti
(cprotect and ensure the security of ¢t}
and i mplementing operational techni ce
from unl awf ul processing interference
security Il evel by considetrhegdatha; nat
(dprotect the confidentiality of the dze
(eJupervise any party engaged in the dze
controll erés control; and
(fprotect the data from unauthorised pr
22What obligations does the EIT Law i mpo:
outsourcing arrangements?
While the EI'T Law may not explicitly a
of the |l aw and common practices sugges!
under the EI'T Law must 1Jpardpyhealed vwlters |
(outsourcing) This caoacludescembiudeéemigi
compliance with relevant regul ations, |
accountability for the processing of pi
to a third party.
Additi onaB3SSyB/ 2u0n2doe,r i f t he party being
information security system management
di sclosure agreement must be entered i
from BSSN is required. | f BSSN notices
atini strative sanction in the form of

7 ¢ HU Wa Y LLBGY



)

$/

%3 ) |

NA

E)ACCOUNTABI LI TY AND OTHER COMPLI ANCE OBLI

Data Prot e<cApipooni nitaamment of Data Protection
Accountability Requirements
23l.s there a requirement to appoint a daf
I f so, what is the scope of responsi bi
any requirements in relation to the DP
experience?
Yes, the PDP Law obliges a data contro
a data protebPt@G)oni fof ficer (A
(a)he data is processed for the pur pose
(byhe data controllerés core activity
| arsgceal e moni toring of the personal d
(cy)yhe data controllerds-scale

specific

pcoces syt
personal data or personal de

The above requir€mast itst DesadNiuddwent
151U XI1202mending the PDP Law. Before
DPO will only be appointed if all 3 act
However, there are no specific qualifi
requirements for the appointed official
Gover nment R

t he

upcoming

i mpl ementing

on this matter.
Under the PDP Law, a DPO must have at |
(aij)nforming and advising the controll er
with the prevailing | aws and regul ati
(bupervising and ensuring compliance
controller or processordés policies;
(cproviding suggestions upon assessing
processing and overseeing the perforr
processor ; and
(dgoor di ating and acting as a | iaison
processing.
24Are there other obligations under the
handling processes or compliance with
Yes, please refer to Questions 14 and
CybersecuifiAtgoblbatwabil ity and Compliance Re
25Does the EI'T Law impose obligations in
that compliance with the | aw is met?
Under the EIT Law, ESO must, wunless sp:
|l egislation, ensure that their electro
minimum requirements:
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(agapable of displaying electronic infc
entirely in accordance with the reter
Generally, under Regulation 20/ 2016,
5 years;

(bable to protect the availability, int
and accessibility of electronic infor
systems,;

(cgperable in accordance with the proce
for their operation;

(degquipped with procedures or guideli ne
information, or symbols understandabl

(emaintain continuous mechanisms to ens:s
accountability of procedures or gui de

Al t hough these requirements are set ou

within the EI'T Law mandating the demon:

t hem.

Nonet hel ess, ESO are required to categ

pur su3BmiBtSB/f 020 as per our response in

there are no specific obligations to d

requirements as set out in Question 17

the BSSN neboimpés amece with thisaproegi si

sanction in the form of a written warni
26What other key compliance obligations ¢

Anot her significant aspect of the EIT 1

ensure protection for children who use

fulfilling this obligation, ESO must:

(aprovide information regarding the min
can use their products or services,;

(bédstablish mechanisms for verifying ch

(cgstablish mechanisms for reporting mi
features that violate or potentially

As per our response in Question 25, whi

there are no specific provisions mandat

compliance with them.

7 ¢ Ht Wa Y LLBEY
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chapter wa6JulR@g® wupdated on

A) OVERVI EW

Leght amewor k

1. Wh
in

Th
Pr
su

f

Al
ar
ar

at are the main |l aws governing data
Mal aysi a?

e main | aw governing data protection
otecti onPRARK) .20Tthee (PDPA must be read
bsidiary | egislation, such as the fol
Personal Data Protect:t oBeRegmudlatbatnas

Protection Re@ft2éli3o iRe g200) aihiavres been
introduced pursuant to Section 143 of
concepts and requirements under the F
serve as a supplement to the PDPA to
seven principles of data processing;

Personal Data Protection (Class of Da
20t8BhRer sonal Data Protection (Class

20 1(3he Qr)deprrovides for the classes o
have to be registered as a data contr
Personal Data Protection (Registratio
201Bersonal Data Protection (Registra
Regul ati pnesvk2des for the procedure fo
controll er;

Personal Data Protection: (tFreee sPBe rReagrud
Data Protection (Fees) Regulations 20
fee that may be i mposed for access re
Personal Data ProtecRdromorSalan@atrad Rr0d
Standar @thh2e0 1250 15 $fHamsecarsdout t he mini
standards to be observed by data cont
personal data, the retention period,

relation to personal data that apply
el ectroni saldl pepsonas data. The 2015
intended to be a minimum requirement

Per sonal Data Protection s Compoundi ng
Regul at i onkRe2rOslosn: a | Data Protection (
Of feshcRegul ations 2016 outline the of
compounded.

| processing of personal data in the
e required to adhere to the provisior

e otherpexadtiacr | egi sl ation that cont a

requirements such aes thcet F2 0Onla3n cwhail c hS egr o

in

formation relating to the affairs or

7 ¢ Ht Wa Y LLBEY
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n; and the Private Healthcar e
and Other Private Healthcare
rovisions prohibiting the rer
vat e emeddilc all icliicniex ceerptd unde
n of the fact that separate s
ractices in relation to the r
d/ or may have deployed uni gque
ata protection rules, the PDF
n by the Personal thata Prot ec

ro

i C
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T Code of Practice for the Banking and

T Personal Data Protection Code of Prac
Sector

T Code of Practice on Personal Data Pro
Takaf ul I ndustrises in Malaysia 2017

1T t hkRer sonal Data Protection Code of Pr
Communications Class Data Users 2017

1T t hRer sonal Data Protection Code of Pr
the Healthcare I ndustry

T thkRer sonal Data Protection Code of Pr
(Wat;er)

T t hRer sonal Data Protection Code of Pr
(Electrandty)

T the Gener al Code of Practice of Perso
apply to the classes of data controll
of practice, and have no data control

code of practice.

Pursuant to the Schedule of the Persons:
Users) Order 2013, data controll ers are
sectors including communications, banki
i nsurance, health,i @o,urtirsam samar theotsipdn ,al
direct selling, services, real estat e,
Cybersecurity in Malaysia on the other
separate pieces of I egislation, includi
Communiimans and Mul tOmkedna Baf etiPOd B¢t 2
Copyright Act 1987, the Penal Code, Str
Signature Act 1997 and the PDPA menti on
governs matters not | imited to cyber of
dat a.

The Cyber SecuCSA)y, Awhi QW 24ds (fihe first
cybersecurity Il egislation in Malaysia,
along with four regulations, namel y:

7¢HE Wa VY LBEY
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od for Cyber Secu
ecurity Risk Asse

T Cyber Security (Peri
Regul ati otnlse 20R2hHer( AS
Regul ad)i;ons

T Cyber Security (Notification of Cyber
2024 hei Cyber Security Incided); Notifi

T Cyber Security (Licensing of Cyber Se
Regul ati otnlse 20®2her( ASecurity Lodkxensing
and

T Cyber Security (Compounding of Offenc

rom t hese, s e
a and Securit
ry policies a
mar ket entit

ctoral regul ators ¢
ies Commission of |
nd guidelines requi

e s etdo ccyobneprdsye cwuirtiht
measures including the preparat
pl ans. For purposes of this chapter, st
Bank of Malaysia and Securities Commi s ¢

considered as gtemey aarapmpdt cafbility.

Data Protet3dome Lafw Appl i cati on

2.

What is the intended objective or main

The PDPA was enacted in 2010 t
with ongoing enforcement, to m
incidents, to improve the e
coll ection and management a
personally identifiable inf
(dflat a s whj et sr el ation to th
(Mrocesysiofgot heir personal data, and pl
persons/ entities pdraotcae scsoinotyr.otlhl eedresa me h € f
PDPA, all data controllers, defined as
or in common with other persons proces:s
control over or authorise the processir
required to comprnd iwtid hs uthsei PiDPAYy al egi s
processing personal dat a.

The act of processing, in relation to i
PDPA includes collecting, recording, h o
or carrying out of any operation or set
including:

(atyhe organisation, adaptation, or alte
(btyhe retrieval, consultation, or wuse o0
(c)yhe disclosure of personal data by tr
di ssemination, or otherwise making av

(dyhe alignment, combination, correctio
personal dat a.

The PDPA embodies seven Personal Dat a F
t h@ener al Principle, Notice and Choice
Security Principle, Retention Principle
Access RBRriemcihplod which are enumerated
PDPA. The PDPA also provides for, among

7 ¢ HU Wa Y LD
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(athe reg
control
Order 2

(btyhe est
the App
Per sona

data cont
e Data Pro
Ve, and

ation of i n
t h
bo
wers and f un
Pe
Ad

str c
ers specified
13 as menti on
bl i shment, an p
al Tri bunal ; t he

Data Protection

rsonal Dat
vi sory Con

3.What is the scope of personal data prot

Personal data is defined to mean any it
commerci al transactions, whi ch:

T is being
aut omat i

T is reco
process

o]

u

rocessed wholly o
l'ly in response t

d with the intent

by means of such

T is rec d r
it sho f r

as part of a

that relates di
identifiable f
possession of ont
expression oft hoepidnaitoan saubbojuetct ; but does
information that is processed
business carried on by a credi
Reporting Agencies Act 2010. T
of fdisteinvse per sonal datao, which is d
consisting of information as to the phy
a data subject, his political opinions,

S

f

®» = -
o
Q
—
Q
O!—f

f
t
h

a i milar natureal tdged omoninmiss ®iInomr by h
of fendaea omebbri angatowaher personal data a
with the responsibility for the protect
by order published in the Gazette, subj
er t he

und Section 40 of h PDPA.

N
=
>
o

must comply with the PDPA?

PDPA
onal
n
nt
t
ct
r

s the primary | egislation tha
ata and applies to any persot
S
I

YY)

pect of commerci al transact

over or aubhhopessenahedpt ac
ommer ci al transaction
0 is defined to mean

ractual or not, which
cbangerofi cgsods The PDPA

a processed outside Mal a
rocessed in Malaysi a.
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processing the personal data otherwise
through Malaysia. Where the processing
a data processor on behalf of the data
comply with the aSecprict y iRdi nai Bleeti on
I'n this regard, fAdata processoro is def
employee of the data controller, who pr
on behalf of the data controllema, and ¢
for any of his own purposes
The PDPA does not, however, apply to th
Governments of Malaysi a. Notwl ehedaddti ¢
s subject to being classified as eithe
or fArestrictedo,oft whicaclhasnsilfli aaetnideer t h
secret under the Of fOScA)a,l aSnedc rtehtes tArcan sl
which overseas is generally prohibited
authorised to do so.
CybersecuiibBtygypkawf Application
5.What is the intended objective or main
The CSA aims to establish an overarch
designed to fortify national cybersecu
(ayhe establishment of the National Cy |
(btyhe duties and powers of the Chief E;
SecurityCAgerdcEXir,ut i ve
(c)yhe functions and duties of the nati
i nfrastruct urNClsle csteocrtd 9lreadesa d(sfit i on a l
information i nf rNaGltlr vueanttuirtei eesnt i ti es
(dyhe management of cybersecurity thre
to national critical NQIDJs; manidon i nf
(eyhe regulation of the cybersecurity
l'icensing

and to provide for related matters.

.Who must comply with the CSA?

The CSA i s i nt entdeerdr ittoo rhiaavle aemxplriacat i ot
to any person, irrespective of nationa
effect outside as well as within Mal ay

St ate Governments tahree CBIAs ¢ ad u hjoagth ttd e
Il iable to prosecution for any offence
persons (including Government Entities
an NCIIl sector designated as an NCII e
cer todiln gati ons under the CSA.

In this regard, fAGovernment Entityo me
of fice, agency, authority, commission,
body, of the Federal Government, or of
established under ang, wahttanyl Awcal a
NClIIl sector | ead may, in respect of th
appointed, designate in such manner as

7 ¢ HU Wa Y LLBLY
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Executive, any Government Entity or pe
national critical information infrastr
Government Entity or person owns or op
information infrastduoahdee. thAr ICSIAlI aiss
computer or computer system which the
the computer or computer system woul d
the delivery of any service essenti al
relations, ekeo®alomy, public safety or p
Mal aysia, or on the ability of the Fed
Governments to carry out its functions
The NCIIlI sectors identified under the
government ; banking and finance; trans
security; information, communication a
water sewerage and wastecwmhhagemandt ; e
plantation; trade, i ndustry and econom
innovation. The CSA, read together wit
Regul ations, also mandates) thanagegdbder s
security operation centre monitoring s
service shall obtain a |icence under,
conditions and other duties imposed by
Licensing Regul ations

Data Protection Authority, Enforcement a

ities that adm

7.Which are the key or
he key authoriti

auth
PDPA? What powers do t

The Department of PerBemar tdDanits Rmot ec
agency uMdaersthgeofabDigshatd on 16 May
Parl i ament passed the bill relating to
Director of the Department. Pursuant t
responsi ble for the administration and
I n enforcing the PDPA, the Commi ssione
classes of data controllers. The Commi
inspections of any personal data syste
al so accepts and inveddtigadels] eotmp | ag ai
controllers. Where the Commissioner re
an act, practice or request, among oth
the provisions of the PDPA, including
Commi ssi omerpbwsr tto carry out an inve
the relevant data controller to ascert
reqguest specified in the complaint con
PDPA

Further, an authorised officer may inv
of fence under the PDPA. For purposes o
of ficer shall have al/l or any of the s
whatever rank in reland oinn tene spsd h&cse i n
provided for under the Criminal Proced
enforcement, following the completion
practice or request specified in the ¢
the opinion thatomheokrléeviasntcdatmaven

7 ¢ HU Wa Y LLBLY



- 1,1 93)

NA

the PDPA, the Commissioner may serve o
an enforcement notice to, among others
controller to take such steps as are s
remedy the contraventieonthae, mas ttehes ca
occasioning it within such period as i
noti ce
A person who fails to comply with an e
of fence and shall, on conviction, be |
RM200, 000 or to imprisonment for a ter
bot h. I n relation to tPOPRAartbas offen
Commi ssioner may, with the consent in
compound any offence committed by any
prescribed to be a compoundable offenc
person suspected he bbhencemmottempoun
of fence upon payment to the Commi ssi on
exceeding 50% of the amount of maxi mum
such time as may be specified in his w
the Commi spirosecpuytnon for an offence wu
be instituted except by or with the wr
Prosecutor.
8.1ls there an avenue for appeal against
made under the PDPA?
Any person who is aggrieved by the dec
the PDPA may appeal to the Appeal Tri b
83) by filing a notice of appeal wi t h
decision relates to matters including:
(atyhe registration of a data controll e
PDPA,;
(byhe refusal of the Commissioner to r.
Section 23(5) of the PDPA;
(c)yhe failure of the data controller t
or data correction request wunder Div
(dt)yhe i ssuance of an enforcement noti c:
PDPA;
(eyhe refusal of the Commissioner to V.
notice under Section 109 of the PDPA,;
(fohe refusal of the Commi ssioner to c.
investigation initiated by a compl ai
A decision of the Appeal Tribunal shal
to thel .appea
Cybersecurity Authority, Enforcement and A
9.Which are th

e key authorities that adm
powers do th r

Wh at e key authdrities hav
Pursuant to Section 5 of the CSA, t he
the administration of the CSA is the C

7 ¢ HU Wa Y LY
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secretary to the Committee. The Chief

powers under the CSA, which includes:

(ahe power to gather information by d
information and evidence or produce
14 of the CSA;

(b)he poiwevedstoi gate cybersecurity incioc
directive on the measures necessary
the cybersecurity incident and to pr
from occurring in the future under S

(ch)he power to issue |licences to cyber

With regard to enforcement, the Minist

for cybersecurity may in writing autho

the powers of enforcement under the CS

the CSA wil!l d ecpenmpct ecarm ntdh emaryon ncl ude f

and/ or terms of i mprisonment . For inst

the CSA, the failure to comply with di

provide and produce information may re

RM200, 000m@amid¢ @ammént for a term up to

Notwithstanding the foregoing, no pros

CSA shall be instituted except by or w

Prosecutor

10lLs there an avenue for appeal against

CSA”
Persons aggrieved by the refusal of th
|l icence or by the revocation or suspen
writing against such decisions to the
cybersecurity within 30ndwystahgenofbedl
decisions After considering the appea
aside the decision appealed against.

B) DATA PRI VACY AND DATA GOVERNANCE OBLI GATI

Obligations Relating to Collection, Us e,
Personal Data (Data Privacy)
li1What are the | egal bases for processin

Section 6 of the PDPA i mposes an obligat
consent of a data subject before process

subject to the following exceptions wher
(affor the performance of a contract to
(bffor the taking of steps at the reques
entering into a contract,;
(cffor compliance with any | egal obligat
the subject, other than an obligatior
(di)n order to protect the vital interes:c
(effor the administration of justice; or

7¢HU Wa VY LLPLY
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(fflor the exercise of any functions <cor

any | aw.
Al t hough the term ficonsentod has not be:
understood that consent must be freely
clear, and easily withdrawn, and organi
when relying on congéeretr aspexilfdgalsiltasi
consent may not be required are set ouf
PDPA, some of which are set out bel ow.
personal data, a disclosure may be mad
subg¢gt where
(athe disclosure is necessary for the
detecting a cri me, or for the purpos
di sclosure was required or authorise
order of a court;

(btyhe data controller acted in the rea
the right to disclose the personal d
(cyhe data controller acted in the rea
had the consent of the data subject
the disclosing of the personal dat a

di sclosure; or
(d)yhe disclosure was justified as bein
circumstances as determined by the M
protection of personal dat a.
I n relation to the processing of sensi
consent of the data subject may not be
described in Question 13 below Not e h
some of the exceptionsing pbé&lathenttve
data may be subject to further condit.i
prescribed by the Minister responsible
context of transferring personal dat a
Questionw 2a0d chreddsoses certain circumstanc
data may be transferred without the <co

Further to the above, other exemptions

the data subjectds consent include:

(awhere personal data is processed for
crime or for the purpose of investig

(bwhere personal data is processed for
prosecution of offenders;

(cwhere personal data is processed for
any tax or duty or any other imposit:

(dwhere personal data is processed for
out research, provided that such per.
any other purpose and that the resul:
the research are not madl iadeant iafbil es
data subject;

(ewhere personal data is necessary for
with any orde or judgement of a cou

7¢HU Wa Y LB



- 1,193) !

12

Does the PDPA i mpose ot her

(fwhere personal data is processed for
regulatory functions if the consent |
prejudice the proper discharge of th

(gwhere personal data is processed onl"
artistic purposes, provided that the
view to the publication by any perso
artistic material; thebdhtaveenthatl|
into account the special i mportance |
expression, the publication would be
data controller reasonably believes
compliance witédgtheememsseins i ncompat.
journalistic, literary or artistic p

The Minister responsible for personal

Commi ssioner's recommendati on, introdu

requirement to obtain the data subject

dat a.

requirement

processing of personal data?
As mentioned in Question 11, generally,
consent of a data subject before proce:

dat a. Further, personal data shall not

(a)he p
an ac
(b)he p
to th
(ctyhe pers

processed for a
ata controll er;
e personal dat a i

adequate but not

Speci fi el ation to the discl o:
shal e

consent of the dat a

pose other tha
isclosed at th
pose other tha

the pur pos
ti me of cc
a purpose

(affor any p
was to be
for any p
pur pose;

(btyo any
speci fi
of the

> D S

y other than a third
n the notice given to
(usually known as a

U DT "
oo

egard, Section 7 of the PDPA
n notice in the national | ang!
, and English, inform a data
by Section om(al) ,daitmac loufd itrhge tdha:
processed by or on behalf of
ed above, the class of third pal
ses or may disclose the personal
e oihvwdnl @& soon as practicable by

Sog—-zo—
O~ DV DYV

w0 S

(awhen the data subject is first asked

his personal dat a;

7 ¢ HE Wa Y LLPLY



- 1,193) !

NA

(bwhen the data controller first coll ec
subject; or

(ci)n any other case, before the data cc
t he dudbtjeecst for a purpose other than
personal data was collected, or discl
party.

13Does the | aw impose separate or additi
to specific categories of personal dat
data) ?

Pursuant to Section 40 of the PDPA, in

data, the data controller shall not pr ¢

data subject except in accordance with

(a)he data subject has given his explic
the personal dat a;

(btyhe processing is necessary for the ¢
performing any right or obligation wt
|l aw on the data controller in connect

(ct)yhe processing is necessary in order
the data subject or another person, i
be given by or on behalf of the dat a
cannot reasonably be exmptecdfedt e dddtt e
subject;

(d)he processing is necessary in order
another person, in a case where conse
subject has been unreasonably withhel

(eyhe processing is necessary for medic
by a healthcare professional, or a pe
owes a duty of confidentiality which
arise i f that person were a healthcar

(f)he processing is necessary for the g
any | egal proceedings;

(g)he processing is necessary for the g

(h) he processing is necessary for the g
exercising or defending | egal ri ghts;

(i)he processing is necessary for the &

(j9he processing is necessary for the e
conferred on any person by or under ¢

(k)he processing is necessary for any c
thinks fit; or

(I'dhe i nformation ontained in the per s
as a result of steps deliberately tak

Obl i gaRéloamtsi ng to Care of Personal Data (D

l14What obligations does the PDPA i mpose i

personal data?

SecuPiitgciple

obligation on

The PDPA i mposes an
the processing of

processor (where
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processor on behalf of the data control

protect the personal data from any | os:

unaut horised or accident al access or di

The data controller alnld phet edat at lpe oger

by having regard:

(ao the nature of the personal data ar
such |l oss, misuse, modification, unat
di sclosure, alteration or destructior

(b)o the place or |l ocation where the pe

(cho any security measures incorporatec
the personal data is stored;

(d)o the measures taken for ensuring ttF
competence of personnel having access

(e)o the measures taken for ensuring tfF
per sonal dat a.

sonal data is destro
d for the purpose fo

Further, in relation to the retention
of the PDPA provides that the personal
shall not be kept |l onger than is neces:
purpo cTomet reidalalled r t ake al |l reasonabl e
al p
re i

yed or per m;q
rowhich it \

Data Integrity Principle

The PDPA requires a data controller to
that the personal data is accurate, col
tawate by having regard to the purpose,
purpose, for which ctohlel epcetresdo naanl d dfautrat hwe

processed. I'n this regard, Regul ation
that for the purposes of Section 11 of
process the personal data in accordanc

set outti nier otho ti me by the Commi ssioner.

DatSaubj Ricgghts

15What rights do data subjects have unde]

Right to access personal data

The PDPA provides that the data subject

by a data controller whether his perso
on behalf of the data controll er.

Right to correct personal dat a

I'n the event a data subject knows that
data controller is inaccur attegdati en,cotmpé
data subject may make a data correcti ol
controll er t haetr tnhaek edsa ttah ec onnetcreoslslary c o
personal dat a.
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withdraw consent

A data subject may by written notice wi
processing of personal data in respect
Right to prevent processing |likely to
A data subject may at any time by writH
controller to cease or not begin the p
specified purpose or in a specified mal
of which he is the deaatsao nssu btjoe cbhte, sitfa tbead
the processing of that personal data ol
for that purpose or in that manner i s
substanti al damage or substanti al di st |
Right to prevent processing for purpos:
A data subject may, at any time by wri-t
require the data controller at the end
the circumstances to cease or not to b
for purposes of dhresctthmardwamrhmrgi,ca/vthiiosn
means of any advertising or marketing
particular individuals

Right to data portability

A data subject may request the data col
data to another data controller of his
writing by way of electronic means to

C)SECURI TY OBLI GATI ONS AND DATA BREACH NOTI

Protection of

16What s e

curi
of persohal

As ment i
take pra

or destr
control |l
the secu
el ectroni

Obl igations

o]
c

modi fi cat
u
e
r
i

17What ar e

Section 21(1) of the

i mpl ement
of practi
processes

Personal Dat a

ty obligations are imposed |

dat a
ned in Question 14, a data col
tical steps to protect person:
ion, unauthorised or accident
ction whermagraoc efhei PP PRemreq@mua
r to develop and i mplement a
ity standard for personal dat
cally as set out in the 2015
under the CSA
the security obligations wunde:

CSA provides for

measures, standards and pr oc:¢
ce or any alternative and add,i
for the purpauegidfy erfsurisndgNC
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| mpl ementation of measures, standards
written |l aw for the purpose of ensuri ng
which is not in contravention with the
be compliant with Seaqtitchre X lo.r eNooti wmigt, h sSi
21(2) provides that NCII entities may |
measures, standards and processes, pr o
that such alternatives provide equal o1
NClI'l owned by OpberdWC€CkH entity.
Additionally, pursuant to Section 1(3)
addition to the measures, standards an
establish and i mplement the measures,
cybersecurity based on indtedsabironally
framewor k Under Section 21(4) of the
deemed to have complied with Section 2.
standards and processes implemented ar
written | aw, t o niehaes uerxetse nts ttahnadta rsdusc ha n d
are not in contravention with the code
there have not been any proposed codes
date of writing

Notification of Security Incidents and Dat

18Are there notification requirements to

and affected data subjects of a data b
for such ndtification
The PDPA defines fipersonal data breachid
dat a, |l oss of personal dat a, mi suse of
access of personal dat a.

Under Section 12B of the PDPA, where a

believe that a personal data breach ha:
notify the Commissioner in the manner
Commi ssioner. I n thhe Pegpaodal pDasaaPRt
Guideline on Data Breach Notification,
the Commi ssionero6és Circular No. 2/2025
notification shal/l be made as soon as |
hour s hfer omcturrence of the personal dat
Further, the data controller shall not i
breach if the breach results in or is |
the data subjects. A personal data brec
i kely to cawgenonsgifgnihfereants R ri sk th
personal dat a:
f may result in physical harm, financi e
records or damage to or | 0oss or prope
T may be misused for illegal purposes;
T consists of sensitive personal dat a;
T consists of personal data and other g
combined, could potentially enable ic
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n d
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is made to
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t jeopardises or adversel
mp ut ermpsuytsetre no ro rc oammpoutt heerr
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dent s. S
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Regul ations is

provi
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mpose re
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et

2) provi
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(b)yhat place ensures an adequate | evel
processing of personal data which is
of protection afforded by the PDPA.

Not withstanding the foregoing, a data

personal data to a place outside Mal ay

(ahe data subject has given his conse

(byhe transfer is necessary for the pe
the data subject and the data contro

(chhe transfer is necessary for the co
contract between the data controller
entered into at the request of the d
the data subject;

(d)he transfer is for the purpose of a
purpose of obtaining | egal advice or
defending |l egal rights;

(eyhe data controller has reasonabl e g
circumstances of the case the transf.
mitigation of adverse action against
practicable to obtain thebgensehbdb it h
transfer, and if it was practicabl e
subject would have given his consent

(fohe data controller has taken all re.
exercised all due diligence to ensur
that place be processed in any manne
Mal aysia, would be a contravention o

(ghhe transfer is necessary in order t
data subject

I n this regard, the Personal -PatderPr of

Transfer of Petrhscon@BPDDlat @0 i(déellarnief i es
compl ireemcue r ement s for each condition ¢
of the PDPA and assnstedadangowhrohl ep
apptly anybardesmanspersofal dat aad &toa e x
controller mdy acohewuct mpact assessmen
relevant personalsodatahepretettvi otgad e®wn
determine whet hienr feorecsee ans i alll gwsi mi | a

Appoi ntoniendtat a Pr oces Parsd yarnwe ndhirrsd

i rements and relevant

u
a processor t o process
I

21What are the regq
appointing a dat
I

the data ZTontro er

As stated in Question 4 above, the PDP
any person, other than an employee of
processes the personal data solely on
does not process the pergponpbséeéat aWher
processing of personal data is carried
of the data controller, the data proce
Principle as specified in Section 9 of

7 ¢ HU Wa Y LY
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Further, per paragraph 4 of the 2015 S
personal data is processed electronica
appointed third party with a contract
personal data activities

In the contbhextdeof dag astshrea rCBfPDIT Gui del i
further pradatdesonhatll er shall ensure
ent ered dtnhtior dwiptahr t y or data processor
governing the processing of personal d
personal dat a.

22What obligations does the CSA i mpose oI

outsourcing a?rrangements

To date, there is no obligation i mpose
outsourcing arrangements under the CSA
above in Question 21 in relation to th
context of provision othcmphgrpeceaenti gl
provided as part of an outsourcing arrtr
service provider s kelelpimhgs erewgeuitrheemernd cs

i

mandated by the CSA on each occasion
cybersecurity seegpiictgsagnd nmdiundti amign ikreg |
records:

a .

the name and address of the person er
cybersecurity service provider for tF
b.the name of the person providing the
of the licensed cybersecurity service
c.the date andetumeéetgf seybéce that was
|l icensed cybersecurity service provioc
the licensed cy®DOl ODEARAONt Y service
d.details of the type of cybersecurity
e.such other particulars as may be det e
NCI | entities may be subject to sector
are |ikely to be imposed on them by wa
their respective NCII sector |l eads pur
is based on the Teampleataer aGd daeb | cef obhr ach e
website of the National Cyber Security
Executive), which contains provisions |
providers. The said Template Code of Pr
referred to bnpwdthdoN€CEl sector | eads ir
of Practice for their respective NCI I

ACCOUNTABI LI'TY AND OTHER COMPLI ANCE O

Data Pr ot e€Apipooni nLtanwe n t o f Data Protecti ol

Accountability Requirements

23l.s there a requirement to appbPidn)t? a daf

I f so, what is the scope of responsibil
any requirements in relation to the DP
experi?ence

7 ¢ HU Wa Y LY
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Section 12A of the PDPA provides that

or more DPO who shall be accountable t

compliance with the PDPA. Where the pr

carried out by a data praocceosnstaroldmerheh
processor has the duty to appoint such

Data Protection Guideline on Appoint me

(thhe DPO Ga) dewhineh is to be read toget

Commi ssioner 6s Circular No. 1/2025 (Ap

Oof ficer), provides for the scope of re

requirements in relation to the DPOGb6s

Data controllers and data processors a

DPOs if their processing of personal d

T personal data or more than 20,000 da:

1T sensitive personal data including fi.
than 10,000 data subjects; or

T activities that require regular and
dat a

The DPO Guideline provides several exa

regular and systematic monitoring of p

form of activity where data subjects a

of fline for pur posess nogf widhawieo wroanls i adde

activity which requires regular and sy
data, which in turn requires the relev
to appoint one or more DPOs.

The roles and responsibilities of DPO,

the data controller or data processor

assisting the data controller or dat a

assisting with data protecrnswomi ngnp@arcadp «

breach and security incident managemen
with data subjects and the Commi ssione

With regard to the DPO&6s qualification

mi ni mum professional qualifications re

a DPO (unless otherwise determined by

processor or the Coomisemépnetnfaonom ée€ve

controller or data processor must ensu
demonstrate a sound | evel of the follo

T knowl edge on the PDPA, requirement ul
practices in the country (including
protection | aws, where relevant);

f understanding of the data controller
operations and the personal data pr o
carried out;

T understanding of information technol

T personal qualities such as integrity,
governance and high professional et h

T ability to promote data protection c¢c
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For completeness, the Commissioner i ss
ai med at providing additional guidance
training standards, and professional d

appointed DPOs:

1T thata Protection Officer Competency

T thManagement of Data Protection Offi
Providers; Guideline

T thkata Protection Officer Professione
Training.Roadmap

C

24Are there other obligations under the |
handling processes or co?mpliance with
As stated in Question 16, the PDPR req
and i mplement security policies that ¢
set out in the 2015 Standards. I'n this
establishes the secuwrailt yadtaa pdarceks sfear
el ectronic-alkegtandinahnl y. Pursuant to
some of the manners in which the data
personal data, among others, include:
a.registering all employees involved i
b.terminating an employeebds access rig|
his/her resignation, termination, te
agreement, or adjustment in accordan
organi sati on;
c.controlling and I imiting employeesod
for the purpose of <collecting, proce:
dat a;

d.establishing physical security proce:

e.maintaining a proper record of acces:
and making such record available for
the Commi ssioner.

The PDPR also requires a data controll

di sclosures to third parties in relati

that has been or is being processed by

Standards may akspepubwvetenfotottdevelo

processes and maintain records. Wi th r

di sposal of personal data, the 2015 St

a.maintaining a proper record of perso
and making such record available for
the Commi ssioner.

b.di sposing paetswsowcal |l ection forms wused
transactions within the period not e
the forms carry |l egal values in rela

c.preparing a personal data disposal s
24 month period. The personal dat a di
maintained properly.
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hand

Protection | mpact wAgiscghsisdheant C(

idance in relation to th
sment (DPI A)

Pr of iwhinogh Gui d
dance on the implementat
nd profiling (ADMP)

by whbseestinsg no uGu i gdueil di anne

|l ers and data processors
y Design (DPbD) approach
technical and organisat.i
i mpl ement téamrtiPD® IPirfacy

ssing activity, from des
o decommi ssioning

Requiremen

25Does the CSA i
compliance wit

Section 22
Assessment
a cyber se
operated b

Under Secti on

Ri sk Assessmen
audit by an au
compliance wit
higher frequen
particular cas

Pursuant to Se

assessment rep
Executive with
cybersecurity

Chi ef Executiv

mpose obligations in res|
h? the | aw i s met
a) of the CSA read toget
Audit Regulations also
ty risk assessment in re
e NCII| eenatri.ty at | east o
22(1)(b) of the CSA read
t and Audit Regul ations,
ditor approved by the Ch
h the C8WnNoatyelaeastoromde s
cy as may be directed by
e.
ction 22(2) of the CSA,
ort or audit report shal
in the period of 30 days
ri sk assessment report o
e Directives No. 5 and N

requirements relating to cyber securit
26What other key compliance obligations
Under Section 24(1) of the CSA, the Ch
cybersecurity exercise for the purpose
NCIIl entity in responding to any <cyber
incident.
Under Section 20 of the CSA, there is
provide information relatingvhte:m iitts NC
procures or has come into possession o
computer or computer system which in i
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any material change is made to the des
operation of its existing NCII.
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This chapter wa$0l &dasheupdabed on
A) OVERVI EW

Legal Framewor k

1.What are the main | aws governing data
in Myanmar ?

The Tel ecommunications Law (2013) pri me
telecommunications sector, albeit with
cybersecurity. The main purposes of thi
cybercrime activities involandig tel eco
preventing unauthorised disclosure of |
encrypted systems to third parties

The Electronic Transactions Law (2004,
facilitates electronic transactions an:
protection and cybersecurity. It recogl
signatures as |l egally bi ncdyibnegr carnidme smpsou
as hacking and unauthorised data acces:!
The Law for Protection of Personal Pri
Citizens is aimed at protecting indivi
provides for several ri ghts, including
from unauthorisesosmaveat eéancket ailni md
before collecting and processing perso
prohibits the unauthorised collection,
data. Violations are subjectertt@aimenal t i
provisions of the Law, particularly t h
from unauthorised surveillance, requir .
processing of personal data, and prohi |
use, or discloauag wérpeetbeati dely su:
practice from 20Z1n sutnadlelre & haed miinii sttarrayt i
the installation of a newly elected go:
generally understood that such suspens:
However, the extent, manner, and pract.i
reinstatememdaviosi am®esreemain subject to
and i mplementation. I n this regard, am
February 2026 indicate that, notwithst
privacy protective provisadnpowesrnatien at
interest of national security, includi:H
arrest individuals without a warrant ol
|l egal framework rZhseatemanguafi piedac
subject to significant national securi
On January 1, 2025, Myanmar 6s State Ad]
Cybersecurity Law No. 1/ 2025, which ai
digital security andc amdnitnoe fabarticiev idthi, e s
2025 The |l aw rewarlddegstahdsecurity and
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I'ly on digital platform service
rs, and VPN providers.

Additional | ys,peniitfhiicn sseeccttoorrs, t he Finan
mandates that banks must maintain conf
information, including account s, recor
protection within the financi al i ndust |
Data Protet$dome Lafw Appl icati on
2.What is the intended objective or main

Tel ecommuni cations Law and Electronic

The Telecommunications Law was enacted
2017. The main aims of this | aw are to
telecommunication technology, expand t|
across the whole country, pgesvitdee gui d:
telecommunication service providers, e:
telecommunications, and safeguard tel e
and users. |In addition, this |law is de.
mi sappropriati on,g onronneiys cohri epfr oipnevrotlyv itnh
of telecommunications networks. It als:
extortion, coercion, wrongful restrainit
influence, or threats made using any t.
The Electronic Transactions Law, enact e
and 2021, is aimed at facilitating the
electronic technology. I't acknowl edges
el ectronic records amd | cytad mpeosaegcdsd on
electronic transactions and computer n
safeguarding the public's personal dat
disclosure of personal data without th
aut hor. sMdrienver, this | awtbambstangr eyv
cybercri mes.

What is the scope of personal data pr o
Transactions Law?

"Personal Data" is defined in the EI ec:
information that identifies or is capal
the definition does not explicitly cl al
of personal dathtercomice udatng, nSeacti on 4
|l aw's applicability to any electronic |
This implies that the | aw primarily co
dat a

The | aw does not distinguish a separat
dat a, indicating that all personal dat
to the same | evel of protection under |

.Who mus

t comply with the Electronic Tr

pplies to any individual, co
at coll ect, us e, or disclose
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the Electroni

applies to any kind of electronic recol
in the context of-cacmmereaicadlal aatnidv intoine s ,

domestic and i nt errannastaicotniaol n sd,e aalrirnagnsg, e nie
agreements, contracts, exchanges, and
al so holds jurisdiction overceaopdper sol
this law within the country or from in:
country, or from outside the country t
of electronic transactions technol ogy.
Therefore, the |l aw is applicable to all
|l ocation, whether they are established.
pl ace of business in Myanmar or abroad.
Cybersecunbteypkeawf Applicati on

5.What is the intended obj

Law?

The primary objective o
resources, critical i nf
protect and safeguard t
being harmed by cyber dr
the application of el ect
take action aga

system based on

ective or mai n

the Cybersecul

f
ormation infrasHi

e sovereignty
reyhd esr, miyblegatt
ronic technol o

inst cybercri mes, and t
cyber resources.

6. Who must comply with the Cybersecurity

Government, private org
information infrastruct
services, establishing
this | aw.

Data Protection Authority,

7.Which are the key author
El ectronic Transactions
have under the Electroni

The Electronic Transact.i
administration and enfor
Transac@GBBNSs a(nid t he EI e

ni sations and |
re, cybersecur |
VPN or providi

Enf orcement and

ities that admi
Law? What powel
c Transactions

ons Law establi
cement : t he Cel
ctronic Transac

(BT C®B) .

The CBET is responsible for planning e:
transactions technologies, fostering c
domesti c orignantihsiast ifoinesl d, and supervi si
Control Boar d. I't holds authority to c
deci sions made by the ETCB, and | egal |
requires prior approval from the CBET.
The ETCB, established with the CBET's
l'icenses to certification authorities
authorities and subscribers It al so h.
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NA

access, inspect, and check the operati
of i nvol veaoeesntunidneroftfheen | aw. Further mor
identification documents fraemsinidmnveé as e
of violations by certification authori
administrative orders, including fines.
cancell ation of Iicenses.
Penalties for contravention of this | a
1 to 15 years and/or fines ranging frol
depending on the cevweomnmniy tefd.t he offen
Additionally, certification authoritie:
or convi cteesd uonfd eorf ftehni' s Law face admini
including fines and suspension or canc¢
8.1ls there an avenue for appeal against
under the El ectronic Transactions Law?
A persam or gdind sattiiofni ed with any ordei
by the certification authority, such a:
suspension of a certificate for a spec
certificate, may apply for rdHewimsitdhre to
date of the order or decision. I f a pel
decision, or administrative decision m
for revision to the CBET, whose deci si
Regarding criminal acticonnsamnmaemdeondihd er d
cogni saltée® adfidemust be submitted as cor
respective township police station.
Cybersecurity Authority, Enforcement and A
9.Which are the key authorities that admi
cybersecurity? What powers do the key |
|l aws on cybersecurity?
Th€entral Commi ttee for Cybersecurity,
Cyber sexrubhiet ydesi gnated Ministry and De
admi ni ster and enforce the Cybersecuri:
the | aw. The Central Commiatrtre@é ndriyd St e«
responst badeo pftoiron and i mpl ementation of
policies, strategies, or action plans.
power to issue the |licenses for cybers.
services, establishing a .VPIN eord epsriogvniadt
ministry has the power to grant approv.
provi dNsngr WiPces within the national <cyb
Al t hough the Central Committee for Cyb
August 15, 2025, no specific ministry
designated as the responsible authorit:
understanding, the Miniand yCommwDrigd & tail c
(MDDC) is expected to be assigned this
Technol ogy and Cybersecurity Depart ment
l'ikely to be designated as the i mpl emei
remains subject tdyf armmalr ed @wvfaint matuit o
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r appeal against |
|l aws on cybersecurity?

Under Cybersecuri

ty Law, there are admi
penalties depending

on the types and d

The designated Department can i mpose a
war nsifnigome t emporar gokueepwintsh oam ti me | ir
cancellicocegnfofcybersecurity services pro
pl atform services providers noncompl i al

by the | aw.

Any person or entity, dissatisfied witl
Department, can appeal to the Ministry
t hat admiancitsiltearmdii taieompe alh@eat r al

Commi mage be Wiotdlgien 60 ed gyesr siofnnotr ent it
satisfied with the appeal decision by
Committee is final and conclusive for

Any criminal judgment smayeatppe ddoo ntphee e n
hi gher courts in accordance with the C

DATA PRI VACY AND DATA GOVERNANCE OBLI ¢

i gations Relating to Collection, Us e, D

Per sonal Data (Data Privacy)

li1What are the | egal bases for processin;

e |l egal bases for processing persona
ntdeexppendentcton®Wikesntehe primary | egal b a
ectro ¢ Transactions LaBy, iats ihd grhdti ¢
l e b s. This s ecftoironu nsatuitphuolrai tseesd paecl
nce g personal dat a, emphasising
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S
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r, there are specific circumstan:
t is not required for pCocessing
es these egtaetpa inoantsi,onmaali nsleycur i ty
ement, as foll ows:
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i . preventisemarch and enquiry, investiga
evidence in court by a goveby memd al
CBET, an I nvestigative Team or a rul
cybersecunaittywcksybe&ryber Terrorism, C
cyber accidents or cri mes;

ii.searamd enquiry, investigation, gathe
charge, or the giving evidence in co
depart ment authorised by the CBET, a
of law team mandated toawdrk on a cr
iiienqu,i riynvestigation, gathering inforn
information undertaken i f cybersecur
of concern to state sovereignty, pea

security.
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Obl igations Relating to Care of Per sonal D

ns does the Electronic TI

l4What obligatio
to the care of personal dat a?

rel ati on

This | aw i mposes sever al obligations r
including the requirement to systemati
personal data in accordance with its ¢t
specifically prohdibsc¢lsos hree exiami am@ami oaq,
di ssemination, coordination, restricti
personal data as evidence without cons.
refrain from processing personal dat a

the Addv.ti onally, there is an obligatio
retained within a designated period af:

Data Subject Rights

15What rights do data subjects have unde

Law?
While this | aw does not provide the da:
as the right to access, correction, daf
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bject to the processing of pers.
tection of personal data. The |
O in handling and processing pe
'"s proviesi drhaat TWwhiid ei "Mdireatt ri g
ed, the overarching intent of t|
the duties and obligations it |
such dat a.

C)SECURITY OBLI GATI ONS AND DATA BREACH NOT|

Protection of Personal Dat a

l16What security obligations are i mposed |
of personal dat a?
While the Electronic Transactions Law ¢
obligations in relation to the process:
comprehensive duties for th&,PDM@sePur
duties include the psryostteecnha toinc, satnodr apgreo c
personal data according to its type an
the | aw. Additionally, the PDMO is prot
examination, disclosure, informing, di

alterati oonn,, dceosptyriuncgt,i or submission as

data without the consent of the indivi
PDMO is also required to refrain from |
that are contrary to the mb$tctives se
systematically destroy all personal da
designated retention period. These pr o
framework for the secure handling of pi¢
the | aw.

Obligations under Electronic Transactions

l17What are the security obligations wunde|

Law?
The Electronic Transactions Law ut i n
electronic transactions, which i clude
ensuring the authenticity and integ it
messages, protecti mgegudrastd magl edaetca,r oann
and certification authorities.
Section 40 allows individuals and entif
transactions to determine the required
electronic records and electronic dat a
empowered to select, use, andeiimpl emen:
security requirements.

Notification of Security Incidents and Dat

18Are there notification requirements to

and affected data subjects of a data b

for such notification?
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There are no xplicit requirements for
affected data subjects in the event of
19Are there notification requirements in
events? What are the timelines for suc!|

They do not specify notification requi |
events.

D) OUTSOURCI NG ANBOBRERSTRANSFERS

I nternational Data Transfers
20Does the Electronic Transactions Law i
relation to the transfer of data to ot
ways in whi h these requirements may b
The | aw does not explicitly impose req!
other jurisdictions However, it does r
the transfer of personal data, unl ess
is no mentiondodumenyt spelkbmifséssi on or apf
relevant authorities for data transfer
does not detail any formalities or con:
contractual arrangements in this cont e:

Appoint ment of Dat a PParcttyw sYearsdams Third

21What are the requirements and relevant
appointing a data processor to process
the data controll er?
The Electronic Transactions Law does n
requirements and obligations related t
process personal data on behalf of a d
does e mpthhaesipsreot ecti on of personal dat a
responsibilities of the PDMO in handl i
ccordance with the | aw.
The PDMO is required to ensure the sys:
processing of personal data in accordal
Additionally, the PDMO is r es paocntsiiobnse f
such as the examination, disclosure, i
transmission, alteration, destruction,
data as evidence without the consent o
permi ssion. FurthereoserethlkeatPDMOI mps b
activities align with the objectives s
data retained beyond the designated r e
destroyed.
No additional sectoral requirements exi

processing.

22What obligations does the El ectronic Ti
parties in relation to outsourcing arr.
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This |l aw does not specify obligations

arrangements. However, it does outline
authorities, subscribers, and other en:
transactions. These oblgi ghti oms$ eignclk yd
electronic signatures, complying with
services provided, and following secur

dat a.

E)ACCOUNTABI LI TY AND OTHER COMPLI ANCE OBLI

Data ProtetApmmni ritame nt

of Data Protecti on

Accountability Requirements

23l.s there a requirement to appoint a da:
I f so, what is the scope of responsi bi
any requirements in relation to the DP
experience?
The | aw does not explicitly require th
of fiBR®) (AThere are also no rules and
DPO However, the | aw does outline the
who is tasked with the systematic stor
personal data according toompglsi anygpe waint
the I aw. The PDMO must alcdo omrsewarcth wars:
examination, disclosure, informing, di
alteration, destruction, copying, or s
evidence without proper consent or | eg:
PDMO is requiredptocessung abatvibties
objectives set out in the |l aw and that
the designated retention period is sys:
No requirements are specified for the
experience

24Are there other obligations under the
relation to its data handling processe:
El ectronic Transaction Law?
The | aw does not specifically require
processes to demonstrate compliance, n
mai ntenance of records of data process|
no requirement under & hpgrsotleaom itoon ciompdaia
assessment or similar risk assessment.
The only requirements relevant to dat a
as outlined in the response to Questi ol

CybersecuifiAtgoblbatwability and Compliance Re

25Does the Cybersecurity Law impose obl i

demonstrating that compliance with the
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The | aw does not impose obligations 1in
compliance with the | aw is met.
26What other key compliance obligations

i mpose?

The key compliance obligations imposed
service providers include storing user
with relevant | aws and regul ations; re.
handl e inapproprastienfcornmatnitgn stulceht c au
di srupts unity, spreads false news, or
manner; acting promptly to block, remo:
i nappropriate content identified indep:
aut horietyaining relevant i nformation r e
period of three years for personal dat
data set by the depart ment; and col ab
wor king committees whent ydetahlrienagt swi t h ¢
cyberattacks, or any process involving

NA
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