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9.20 am Welcome and Introduction

Developments in ASEAN Cybersecurity Law

Cybersecurity has become a critical concern, with the ubiquitous use of digital services and cross-
border interconnectivity of systems and networks. The regulatory frameworks in various ASEAN
member states have unsurprisingly undergone significant transformation to keep pace with the

evolving digital landscape.

In this session, our Drew Network Asia partners covering Thailand, Malaysia, and Indonesia will
share about the developments, trends, and risks in their respective jurisdictions.
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Designing and Engineering Software, Security, and Privacy

Professional software development is more than just coding, and implementing solid security
requires additional domain knowledge; data protection and privacy engineering add further
challenges. We discuss how these disciplines differ and, importantly, what legal, compliance and
business professionals need to know to work with their technical colleagues in these areas
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11.30am

Data Breach Management Across ASEAN

Hand-in-hand with the rise of cybersecurity threats has been an increase in the legal and
regulatory response of governments seeking to mitigate the effect of such threats. One specific
outcome has been the ever more widespread adoption of laws relating to data breach
management and notification, particularly in relation to data breaches involving individuals'
personal data.

In this session, our Drew Network Asia partners will discuss requirements and approaches to
managing data breaches within ASEAN and beyond including topics such as notification
requirements, obtaining and preserving forensic evidence and dealing with multiple regulators in
a cross-border data breach scenario.
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Cyber Insurance - Changing Resilience (The State of Play)

To provide an update on the state of cyber insurance as a product and a market - especially how
cyber risk management is being addressed. In fact, it is crucial for modern organisations seeking to
de-risk within the current cyber threat climate to reconsider how they are Measuring,
Minimize/mitigating, and monitoring their cyber risk consistently.

In this panel, Howden will share their POV and experience in how they are disrupting cyber risk
management and insurance to create better resilience.
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Beyond IT: Communicating in Cyber Crisis

With the increased visibility of cybersecurity crises across industries, scrutiny around
organisation’s responses is only growing - from regulators, employees, supply chains, and media.
It's never been more important to have your finger on the pulse of the cybersecurity conversation

as a core part of business - far before any crisis occurs.

In this panel, FTI will cover the latest landscape around cybersecurity & data privacy
communications, understanding how communications integrate with your legal strategy, and best
3.15pm practices for managing a cyber incident in a constantly evolving digital world.
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Real World Tips and Tricks on How to Survive a Cyber Incident

Cyber incidents are increasing in frequency and sophistication, affecting businesses of all sizes.
High-profile breaches have highlighted the severe financial, operational, and reputational
consequences, along with regulatory fines for non-compliance. However, organizations can take
proactive and cost-effective measures to minimize the impact of cyberattacks and data breaches.

In this panel, Ensign will present real-world cyber incidents and key learning points in an interactive
format. Participants will engage in decision-making scenarios to understand the impact of their
choices during a cyber incident. The session will provide practical insights into cost-effective
strategies businesses can adopt to enhance cyber resilience, reduce downtime, and mitigate

regulatory risks.
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5.15 pm Joint Q&A
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